
ThunderstoneSearch Appliance
WWW Site Indexer Version9.1.9

ThunderstoneSoftware

August7, 2014





Contents

1 Overview 19

1.1 Features. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

1.2 TechnicalSupport. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2 Installation 21

2.1 How to unpackandinstall theSearchAppliance . . . . . . . . . . . . . . . . . . . . . . . 21

2.1.1 ConsoleMenu . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.1.2 FrontPanelLCD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

2.2 CustomizingtheSearchAppliance’s Appearance . . . . . . . . . . . . . . . . . . . . . . 27

3 Operation 29

3.1 RunningtheAdministrative Interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.2 FirstTimeRun:QuickStart . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.3 Administrative InterfaceOverview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

3.4 BasicWalk Settings. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.4.1 Walk Summary. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.4.2 Notes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.4.3 BaseURL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.4.4 Enterprise. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.4.5 Robots . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.4.6 Allow Extensions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.4.7 All Extensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.4.8 ExcludeExtensions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.4.9 Exclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53



4 CONTENTS

3.4.10 Walk Delay . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.4.11 Parallelism . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.4.12 Verbosity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.4.13 DisableWalks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

3.4.14 Rewalk Type . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

3.4.15 Rewalk Schedule. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

3.4.16 Action Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

3.5 AdvancedWalk Settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

3.5.1 WatchURL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

3.5.2 Notify . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.5.3 AttachLogs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.5.4 Categories . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

3.5.5 CategoriesType. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

3.5.6 DBWalker . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

3.5.7 URL File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

3.5.8 URL URL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.5.9 SinglePage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.5.10 PageFile . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.5.11 PageURL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

3.5.12 StripQueries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

3.5.13 KeepQueryVars . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

3.5.14 IgnoreQueryVars . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

3.5.15 IgnoreCase. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

3.5.16 ExtraDomains . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

3.5.17 ExtraNetworks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

3.5.18 ExtraURLsREX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

3.5.19 ExclusionREX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

3.5.20 ExclusionPrefix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

3.5.21 RSSFeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

3.5.22 Excludeby Field . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63



CONTENTS 5

3.5.23 AdditionalFields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

3.5.24 Datafrom Field . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

3.5.25 RequiredREX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.26 RequiredPrefix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.27 Max PageSize . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.28 Max Pages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.29 Max Bytes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.30 Max Depth . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.5.31 Max URL Size . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

3.5.32 Max Requests. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

3.5.33 Max ConnectionLifetime . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

3.5.34 PageTimeout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

3.5.35 MetaTags. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

3.5.36 StandardMeta . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

3.5.37 All Meta . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

3.5.38 StorageCharset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

3.5.39 SourceDefaultCharset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

3.5.40 XML UTF-8 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

3.5.41 KeepHTML . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

3.5.42 KeepLinks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

3.5.43 RemoveCommon . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

3.5.44 IgnoreTags . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

3.5.45 KeepTags. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

3.5.46 IgnoreCharacters. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

3.5.47 PluginSplit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

3.5.48 LanguageAnalysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

3.5.49 CJKMode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

3.5.50 Unknown File Formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

3.5.51 PDFTitle Action . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

3.5.52 WordDefinition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74



6 CONTENTS

3.5.53 Text SearchMode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

3.5.54 AttributeCompareMode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

3.5.55 Index Fields. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

3.5.56 CompoundIndex Fields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

3.5.57 ExtraIndexes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

3.5.58 Spell-checkDictionaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

3.5.59 PrimerType. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77

3.5.60 PrimerURLs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

3.5.61 Login Info . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

3.5.62 Proxy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

3.5.63 ProxyLogin Info . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

3.5.64 CookieSourcePath . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

3.5.65 CookieJar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.5.66 StrictCookiePaths . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.5.67 Off-SitePages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.5.68 Off-SiteComponents. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.5.69 StayUnder . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.5.70 PreventDuplicates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

3.5.71 DuplicateCheckFields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

3.5.72 StoreRefs. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

3.5.73 Inline Iframes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

3.5.74 Max Frames . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.5.75 ExecuteJavaScript . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.5.76 FetchJavaScript . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.5.77 JavaScriptStringLinks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.5.78 Debug JavaScript . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.5.79 JavaScriptMemory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.5.80 JavaScriptTimeout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.5.81 Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.5.82 HTTPVersion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84



CONTENTS 7

3.5.83 SSLClientProtocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.5.84 AuthenticationSchemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.5.85 EmbeddedSecurity. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

3.5.86 Entropy Source. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

3.5.87 Multiple Fetches . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

3.5.88 Follow Cross-SiteLinks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

3.5.89 Max Redirects . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

3.5.90 EmptyFormRedirects . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

3.5.91 ExecuteWalkedDataload . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

3.5.92 Index Name. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

3.5.93 DNSMode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

3.5.94 UserAgent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

3.5.95 Mime Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

3.5.96 CustomHeaders . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

3.5.97 RespectExpiresHeader . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

3.5.98 CacheContent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

3.5.99 Default RefreshTime . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

3.5.100Minimum RefreshTime . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

3.5.101MaximumRefreshTime . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

3.5.102MaximumProcessSize. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

3.5.103MaximumLoadAverage. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

3.5.104ReplicationSettings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

3.5.105SendData . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

3.5.106SendSettings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.5.107BatchRows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.5.108BatchSize . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.5.109BatchIdle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.5.110Log Replication. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.6 SearchSettings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.6.1 Notes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91



8 CONTENTS

3.6.2 QueryLogging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

3.6.3 RotateSchedule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

3.6.4 Email . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

3.6.5 ResultOrder . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

3.6.6 ResultsStyle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

3.6.7 Allow RSS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

3.6.8 FormatXSL Output . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

3.6.9 XSL Engine. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92

3.6.10 XSL File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

3.6.11 AbstractStyle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

3.6.12 AbstractLength. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

3.6.13 Max Title Length . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

3.6.14 Max URL DisplayLength . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

3.6.15 ResultsperPage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

3.6.16 Max UserResultsperPage. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

3.6.17 PageLinks Shown . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

3.6.18 ResultsperSite . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

3.6.19 Allow site: syntax . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

3.6.20 ResultsWidth . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

3.6.21 Box Color . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

3.6.22 Show File Icons. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

3.6.23 Show Thunderstonelogoon results . . . . . . . . . . . . . . . . . . . . . . . . . 95

3.6.24 Show AdvancedSearch . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

3.6.25 QueryAutocomplete . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

3.6.26 Max Completions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

3.6.27 ResultsHighlighting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

3.6.28 Context Highlighting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

3.6.29 PDFQueryHighlighting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

3.6.30 PDFHighlightingFormat . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

3.6.31 Font . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97



CONTENTS 9

3.6.32 DisplayCharset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

3.6.33 TopHTML andBottomHTML . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

3.6.34 EnableSherlock . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

3.6.35 TopBestBetTitle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.6.36 RightBestBetTitle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.6.37 TopBestBetGroup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.6.38 RightBestBetGroup. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.6.39 TopBestBetBox Color . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.6.40 RightBestBetBox Color . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.6.41 TopBestBetBorderStyle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

3.6.42 RightBestBetBorderStyle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

3.6.43 RightBestBetBox Width . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

3.6.44 AuthorizationMethod . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

3.6.45 Login Cookies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

3.6.46 Login URL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

3.6.47 Basic/NTLM/fileCookieType . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

3.6.48 Login VerificationURL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

3.6.49 UnauthorizedResultQuery. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

3.6.50 UsernameFixup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

3.6.51 Max Docsto Auth-Check . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

3.6.52 SuccessfulAuth ResultLimit . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

3.6.53 TotalAuth Timeout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

3.6.54 Allow AuthorizationURL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

3.6.55 AuthorizationCaching . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

3.6.56 Debug ResultsAuthorization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

3.6.57 Show AuthorizationInfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

3.6.58 EnableSpellCheck. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

3.6.59 SuggestTimeLimit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

3.6.60 Numberof Suggestions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

3.6.61 Synonyms. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106



10 CONTENTS

3.6.62 Main Thesaurus. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

3.6.63 SecondaryThesaurus. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

3.6.64 TranslateBoolean . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

3.6.65 Allow the@ Operator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

3.6.66 Allow Linear . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

3.6.67 Allow NOT Logic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

3.6.68 Allow Post-Processing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

3.6.69 Allow Wildcards . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

3.6.70 Allow LeadingWildcards . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

3.6.71 Single-Word Wildcards. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

3.6.72 Allow WITHIN Operators . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

3.6.73 RequireAll Words . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

3.6.74 Resolve PhraseNoiseWords . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

3.6.75 PhraseWordProcessing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

3.6.76 KeepNoiseWords . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

3.6.77 NoiseList . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

3.6.78 SearchTimeout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

3.6.79 Show ErrorMessages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

3.6.80 Debug SQLLevel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

3.6.81 Debug MetamorphLevel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

3.6.82 FastResultCounts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

3.6.83 Proximity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

3.6.84 LanguageCharacters. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

3.6.85 WordForms. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

3.6.86 CustomSuffix List . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

3.6.87 CustomSuffix DefaultRemoval . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

3.6.88 CustomSuffix Min Length . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

3.6.89 WordOrdering . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

3.6.90 WordProximity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

3.6.91 DatabaseFrequency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113



CONTENTS 11

3.6.92 DocumentFrequency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

3.6.93 Positionin Text . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

3.6.94 Clicks from Home . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

3.6.95 RankedRows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

3.6.96 XML ExportVariables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

3.6.97 File URL Format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

3.6.98 RedirectFormat . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

3.6.99 PhishingProtection. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

3.6.100DecodeDisplayedURLs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

3.6.101ResultsCaching . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115

3.6.102Max CacheEntryAge . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

3.6.103Max CacheSize . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

3.6.104Min SearchTime . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

3.6.105Visible . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

3.7 SystemWideSettings. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

3.7.1 Admin Theme . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

3.7.2 HomePage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

3.7.3 EnterAt Search,Default Profile . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

3.7.4 Favicon.ico . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

3.7.5 Robots.txt. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

3.7.6 ClusterMembers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

3.7.7 API Logging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

3.7.8 TaskMonitor Logging . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

3.7.9 GoogleConnectorLogging. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

3.7.10 DisableAll Walks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

3.7.11 UpdateSoftware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

3.7.12 HTTPProxyServer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

3.7.13 ProxyUsername . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

3.7.14 ProxyPassword . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

3.7.15 SystemReplicationSettings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120



12 CONTENTS

3.7.16 Allow Receiving . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

3.7.17 Log All Replication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

3.7.18 EnableHTTPSServer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

3.7.19 RequireHTTPSfor DirectAdmin . . . . . . . . . . . . . . . . . . . . . . . . . . 121

3.7.20 RequireHTTPSfor ProxyAdmin . . . . . . . . . . . . . . . . . . . . . . . . . . 121

3.7.21 Admin AccessIPs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

3.7.22 HTTPS/SSLProtocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

3.7.23 HTTPS/SSLCiphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

3.7.24 EnableSNMPservice . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

3.7.25 SNMPCommunityName . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

3.7.26 SNMPLocationValue . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

3.7.27 SNMPContactValue . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

3.7.28 SNMPAccessIPs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

3.7.29 AdministrationInterfaceOptions . . . . . . . . . . . . . . . . . . . . . . . . . . 123

3.7.30 � title � order . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

3.7.31 � title � maxprofile length . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

3.8 ResultsAuthorization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

3.8.1 ResultsAuthorizationWalk Settings. . . . . . . . . . . . . . . . . . . . . . . . . 125

3.8.2 ResultsAuthorizationSearchSettings . . . . . . . . . . . . . . . . . . . . . . . . 125

3.9 MetaSearch- Searchmultipleprofilesasone . . . . . . . . . . . . . . . . . . . . . . . . 125

3.9.1 ProfileCreation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

3.9.2 MetaSearchWalk Settings. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

3.9.3 SearchSettings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

3.10 AccessControl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

3.10.1 UserGroups . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

3.10.2 Objecthierarchy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

3.10.3 AccessControlLists . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

3.10.4 DeterminingEffective Rights . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

3.10.5 RequiredRightsfor Admin Actions . . . . . . . . . . . . . . . . . . . . . . . . . 129

3.11 RunningtheSearchInterface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131



CONTENTS 13

4 Proceduresand Examples 133

4.1 Searchingyour Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133

4.2 Similarity Searching . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

4.3 UsingtheThesaurusFeature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

4.4 GettingSoftwareUpdates. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

4.5 PageExclusion,Robots.txt,andMeta-robots. . . . . . . . . . . . . . . . . . . . . . . . . 136

4.6 Indexing OtherSites . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138

4.7 Indexing IndividualPages. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138

4.8 Reindexing onaSchedule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

4.9 Checkingfor WebServer Errors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

4.10 Removing Pagesfrom theDatabase . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

4.11 ErasingtheEntireDatabase. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

4.12 UsingMultiple Databases. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

4.13 IntegratingSearchwith yourSite . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

4.13.1 Link to theAppliance. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

4.13.2 Embedasearchbox . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

4.13.3 RequestXML searchresults . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

4.13.4 Invoke thesearchSOAP API . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

4.14 SearchResultRSSFeeds. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

4.15 OpenSearchSupport . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

4.16 UsingBestBets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

4.16.1 QuickCreation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

4.16.2 Fully Customized. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

4.17 UsingAccessControl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

4.17.1 Initial Lockdown . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

4.17.2 Example:Userwith CompleteControlonOneProfile . . . . . . . . . . . . . . . 152

4.17.3 Example:Userwith Look andFeelControlonAll Profiles . . . . . . . . . . . . . 152

4.18 Indexing File Servers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152

4.19 Replication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

4.19.1 ReplicationOverview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153



14 CONTENTS

4.19.2 Procedure. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

4.19.3 DataLoadAPI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154

4.20 AdditionalFields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

4.20.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

4.20.2 Populating . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

4.20.3 Sorting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

4.20.4 Searching. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

4.21 DBWalker . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

4.21.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

4.21.2 ConfigurationOverview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

4.21.3 DBWalker OutputOverview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

4.21.4 DBWalker AuthenticationOverview . . . . . . . . . . . . . . . . . . . . . . . . . 163

4.21.5 ObtainingDBWalker . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

4.21.6 ManagingDBWalker . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

4.21.7 DBWalker GlobalOptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

4.21.8 ManagingDBWalkerConfigurations. . . . . . . . . . . . . . . . . . . . . . . . . 165

4.21.9 ManagingDBWalkerStylesheets . . . . . . . . . . . . . . . . . . . . . . . . . . 168

4.21.10AddingConfigurationsto Profiles . . . . . . . . . . . . . . . . . . . . . . . . . . 168

4.22 SOAP API . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

4.22.1 SOAP Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

4.22.2 SOAP API vs. XML Output . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

4.22.3 GettingtheWSDL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

4.22.4 Globalvs. per-profile WSDLs . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170

4.22.5 ConfiguringtheSOAP Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . 170

4.22.6 C#exampleproject . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171

4.22.7 SOAP Links for Languages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171

4.22.8 SOAP API searchReference. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

4.22.9 SOAP API adminReference. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174

4.23 ThunderstoneISAPI ProxyModule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180

4.23.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180



CONTENTS 15

4.23.2 Requirements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181

4.23.3 InstallingtheProxyModule . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181

4.23.4 Post-InstallSetup. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181

4.23.5 ManuallyConfiguringtheProxyModule . . . . . . . . . . . . . . . . . . . . . . 184

4.23.6 TroubleshootingtheProxyModuleAuthentication . . . . . . . . . . . . . . . . . 187

5 Reference 189

5.1 SupportedFile Formats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 189

5.2 DatabaseandFile Usage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192

5.3 Walk DatabaseTablesandFields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192

5.4 OptionsTableFields . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195

5.5 CustomizingtheSearch. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196

5.6 CustomizingtheWalker . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196

6 Search Interface Help 197

6.1 FormingaQuery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 197

6.1.1 QueryRulesof Thumb . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 197

6.1.2 Overview of QueryAbilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

6.1.3 ControllingProximity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

6.1.4 RankingFactors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198

6.1.5 KeywordsPhrasesandWild-cards . . . . . . . . . . . . . . . . . . . . . . . . . . 198

6.1.6 Applying SearchLogic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199

6.1.7 NaturalLanguageQuery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200

6.1.8 UsingtheSpecialPatternMatchers . . . . . . . . . . . . . . . . . . . . . . . . . 200

6.1.9 Invoking ThesaurusExpansion. . . . . . . . . . . . . . . . . . . . . . . . . . . . 201

6.2 UsingWordForms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 201

6.3 ControllingProximity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202

6.4 InterpretingSearchResults . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202

6.4.1 Viewing MatchInfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203

6.4.2 FindingSimilarDocuments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203

6.4.3 Showing DocumentParents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203



16 CONTENTS

A Third-P
�

arty Software 205

A.1 Antiword . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205

A.2 Aspell . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205

A.3 Catdocxls2csv . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

A.4 Colelibrary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

A.5 iconv . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

A.6 libxml2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

A.7 Libxslt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

A.8 Libexslt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

A.9 JDBCdrivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208

A.9.1 OracleJDBCdriver . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208

A.9.2 JTDSJDBCdriver . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 212

A.9.3 PostgreSQLJDBCdriver . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 212

A.9.4 MySQL JDBCdriver . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213

A.10 ppt2html,msg2html. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213

A.11 SSL/HTTPSplugin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213

A.12 unrar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 216

A.13 unzip . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 217

A.14 zlib . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218

A.15 SpiderMonkey (JavaScript-C)Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . 218

A.16 PDF/anytotx plugin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 219

A.17 thttpd- throttlingHTTPserver . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 219

A.18 RedHatLinux . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 219

A.19 CentOSLinux . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220

A.20 Webmin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220

A.21 Java . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220

A.22 OpenSSLRPM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 226

A.23 RAID utilities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 226

A.24 LCDpoc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 227

A.25 GNU GeneralPublicLicense. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 227



CONTENTS 17

A.26 GNU LesserGeneralPublicLicense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 234

A.27 GNU Library GeneralPublicLicense . . . . . . . . . . . . . . . . . . . . . . . . . . . . 244

A.28 NetscapePublicLicense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 253

A.29 UnixUtils . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 261

A.30 PuTTY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 262



18 CONTENTS



Chapter 1

Overview

TheThunderstoneSearchApplianceis awebwalkingandindexing device thatallows awebsite
administratorto provideahighquality retrieval interfaceto collectionsof HTML andotherdocuments.It is
anapplicationof Texis andis written in Texis’sWebScriptlanguagenamedVortex.

It consistsprimarily of theTexis binaryprogramandtwo Vortex scriptsthatarerunby theTexis CGI
programontheSearchApplianceandareaccessedfrom awebbrowser.

Onescriptprovidestheadministrative interface,anotherprovidesthesitewalker andindexer, andthethird
providesthesearchfunctionthatenduserssee.

1.1 Features

Herearesomeof its features:

� Oneor morewebsitesmaybeindexedinto asingledatabase.

� Multiple databasesmaybemaintained.

� It supportscookies.

� Thereis supportfor metadata.

� It supportsproxyservers.

� Robots.txtandmetarobotsarerespected.

� It providesa totally customizablesearchinterface.

� It providesa totally customizablesitewalker/indexer.

� A websitemaybecopiedto thelocalfile system.

Therearemany morefeaturesandoptionsto tailor theSearchAppliance’s behavior to yourneeds.
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1.2 TechnicalSupport

Supportfor theSearchApplianceis availablevia asearchablewebmessageboard.It is locatedat the
following URL:

http://thunderstone.master.com/texi s/mast er/se arch/ msgboard.ht ml

Anyonemayreadthediscussions.To postaquestionor comment,you mustcreateanaccount,which is
free,andyoumustbeloggedin. Also, onceyouaresignedup,youmay“subscribe”to periodicemail
notificationsof new postingsto theboard.Youmayselecthourly, daily, or weeklynotificationof new
postings.

If yousubscribeto periodicnotifications,andatsomepoint in thefutureno longerwish to receive them,
youmayselect“subscribe”againto entertheadministrative areawhereyoumaydeleteyoursubscriptions.
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Installation

2.1 How to unpack and install the Search Appliance

For basicinformationaboutunpackingandinstallingtheSearchAppliance,referto theGettingStarted
guide.Thisprintedguidewasshippedwith theSearchAppliance.In additionto theinstructionsit provides,
it includesasticker thatlists importantinformationuniqueto yourSearchAppliance.This information
includestheoriginalpassword andvariousnetwork addresses.

EnsurethattheSearchApplianceis pluggedinto aUPSor otherpower conditioner.

Thunderstoneis not responsiblefor damagecauseddueto environmentalproblemsincluding,but not
limited to, spikes,over/undervoltage,outages,staticdischarge,excessive moistureor condensation,and
extremeheator cold.

Datalossmayoccurif theSearchAppliancelosespowerwithoutbeingshutdown gracefully.

TheSearchApplianceis shippedwith thenetwork configurationspecifiedwhenordering.If nonetwork
configurationwasspecifiedthentheSearchApplianceis pre-configuredto getits IP information
automaticallyfrom DHCP. To changethenetwork configurationif properlyconfiguredfor yournetwork, or
to view theIP of theSearchAppliance,you will needto usetheconsolemenuor front panelLCD.

2.1.1 ConsoleMenu

To usetheconsolemenuyouneedto attachakeyboardandVGA monitorto thestandardportson therear
of theSearchAppliance.Youwill seethefollowing menu:
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Thunderstone Search Appliance Summary on YYYY-MM-DDHH:MM:SS
Thunderstone phone: 216-820-2200
MAC Address : xx:xx:xx:xx:xx:xx
Ethernet 1 : xxxxx
Ethernet 2 : xxxxx
IP Address : xxx.xxx.xxx.xxx
Index Admin Page : http://xxx.xxx.xxx.xxx/texis/dowalk
System Admin Page : https://xxx.xxx.xxx.xxx:999

Thunderstone Appliance Setup and Information
T) Thunderstone information
N) Network and system information
S) Setup network
F) drop Firewall/NAT (Allow all network access)
A) drop Admin restrictions (HTTPS,IP,Cipher requirements)
I) dIagnostics
R) Reboot system
D) shutDown system
H) Help
L) Login (Thunderstone tech support only)

Enter your choice:

Chooseanitemby enteringtheletteron theleft of theitem.

� T) Thunderstoneinformation
will displayinformationabouttheSearchAppliancesoftwareversion,licenseinformation.

� N) Network and systeminformation
will displayinformationaboutthenetwork andfirewall settings.

� S) Setupnetwork
will promptfor network info andchangesettingsaccordingly. Entering”q” for any promptwill
abandonchangesandreturnto themenu.

– UseDHCP?(y/n/q)
Enter”y” to getIP informationautomaticallyfrom DHCPandnotaskfurtherquestions.Enter
”n” to specifytheIP informationmanually.

– Enter IP addressor q:
EntertheIP addressin theform #.#.#.# .

– Enter net mask,blank, or q:
EntertheIP netmaskin theform #.#.#.# .

– Enter gateway, blank, or q:
Enterthenetwork gateway IP addressin theform #.#.#.# .

– Primary nameserver, blank, or q:
EntertheIP of theprimarynameserver in theform #.#.#.# .

– Secondarynameserver, blank, or q:
EntertheIP of thesecondarynameserver in theform #.#.#.# . Leave blankfor nosecondary
nameserver.
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– Enter hostname,blank, or q:
Enterthehostnameof theSearchAppliance.Ideally thiswill matchwhatever yourDNShasfor
theassignedIP. At thevery leastit shouldbea fully qualifiednamesuchas
”app.mydomain.com”sothatemailnotificationsetc.canwork. It shouldnever beasingleword
like ”mysearch”asthatcandelaythebootprocess.

– Enter DNSDomain Name,blank, or q:
Enterthedomainto useonunqualifiedhostnames,such”mydomain.com”.Or leave blankto
preventunqualifiednamesfrom resolving.

� F) drop Fir ewall/NAT (Allow all network access)
will dropall firewall antNAT rulesthatyoumayhave setupusingthewebminwebinterface.It will
alsopermanentlydeletethefirewall andNAT configssothey will not comebackonuponboot.This
is mostusefulwhenyou’ve accidentallycreatedafirewall configurationthatlocksyououtof the
admininterface.

� A) drop Admin restrictions (HTTPS,IP,Cipher requirements)
will remove all system-widesettingsthatrestrictthewebadmininterface.This is usefulif you’ve
accidentallycreateda configthatlocksyououtof theadmininterface.This is permanent.Any
desiredrestrictionswill have to bere-addedfrom thewebinterface.

� I) dIagnostics
will enterasub-menuof network diagnosticsasfollows.

Thunderstone Appliance Diagnostics | YYYY-MM-DDHH:MM:SS
P) Ping
T) Traceroute
L) Lookup hostname
F) Fetch a URL
S) System view
R) RAID info
M) Main menu

Enter your choice:

� Menuitems:

– P) Ping
will requestahostnameor IP andsendicmppacketsto thathost.It will runcontinuouslyuntil
youpresŝ C .

– T) Traceroute
will requestahostnameor IP andtracethenetwork routeto thathost.

– L) Lookup hostname
will requestahostnameand,optionally, anameserver IP andwill lookuptheIP for thegiven
hostnameon theconfigured,or given,DNSserver.

– F) Fetcha URL



24 CHAPTER2. INSTALLATION

will requestaURL andattemptto fetchthatURL. It will print outall of thereceived
HTTP/HTTPSheadersbut not thecontent.YoumayalsoenteraFILE URL of theform the
appliancetakesto testmountedfileservers.SeeNetwork Filesystems & Shares (3.3).

– S) Systemview
will give aself-updatingview of therunningsystemshowing actively runningprocesses,CPU
andmemoryutilization. Pressq to quit.

– R) RAID info
will displaythestatusof theRAID diskarray.

– M) Main menu
will returnto themainmenu.

� R) Rebootsystem
will stopandrestarttheSearchAppliance.

� D) shutDown system
will cleanlystopandpower down theSearchAppliance.

� H) Help
will show ashorthelpmessage.

� L) Login (Thunderstonetechsupport only)
will provide low-level systemlogin for extendedtroubleshooting.Thiscanonly beusedby
Thunderstonetechnicalsupportstaff.

2.1.2 Front PanelLCD

Mostmachines,exceptSBEmodels,shippedsince2009have a front panelLCD displayandoperation
buttons.Thedisplaycanshow informationabouttheSearchAppliance’s configurationandactivity level. It
canalsobeusedto changeconfigurationsandshutdown or reboottheSearchAppliance.

Thereare4 arrowsusedto scroll throughmenusandselectitems.The”check” buttonis usedlike a
keyboard’s ”enter” key to finishor confirmchoices.The”X” buttonis usedto cancelor backoutof achoice.

In thetop-rightcornerof theLCD displaythereis aheartbeatindicatorthatshouldpulseeverysecond.The
LCD backlightwill dim afteraperiodof inactivity. TheLCD backlightwill flashwhenthereis aproblem
reported.

BrowseinformationabouttheSearchAppliancefrom themainmenuusingtheupanddown arrow buttons.
Pressthe“check” buttonat any time to returnto themainmenu.Availableinformation:

� Link SpeedandDuplex

� IP ConfigType(Staticor DHCP)

� PrimaryEthernetMAC Address

� CurrentIP

� CurrentGateway IP
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� LicenseSerialNumber

� LicenseMaintenanceExpirationDate

� CurrentHits perDay

� CurrentDocumentsin Database

� CurrentSearchesperMinute

� Numberof RunningWalks

� Numberof CurrentlyConnectedClients(webbrowsers)

� CurrentSystemLoadAveragefor 1, 5, and15Minutes.

� CurrentNetwork UsageI/O Rates

� CurrentMemoryUsage

� CurrentSwapUsage

� CurrentDisk SpaceUsage

� CurrentRAID Status

� HostandDomainNames

� ThunderstoneContactInformation

Fromthemainmenuadjustconfigurationof theSearchApplianceusingthe”check” button.Useupand
down arrows to navigatethroughthechoices.An asterisk,”*”, will appearat theendof itemsthathave
beenmodifiedbut notapplied.At theendof theconfiglist aretheoptionsto applyor trash(discard)the
changes.Availableconfigs:

� IP configurationmethod
DHCPor Static.Press”check” or left or right arrow to changethevalue.

� IP Address
Only usedif IP methodis Static.Press”check” to changetheIP. Useupanddown arrows to change
thedigitsof eachnumber. Usetheleft andright arrows to movebetweendigits. Use”X” to cancel
yourchanges.Use”check” to keepyourchangesandmove to thenext config.

� Netmask
Only usedif IP methodis Static.Edit thevalueaswith IP Address.

� Gateway
Only usedif IP methodis Static.Edit thevalueaswith IP Address.

� DNS1
PrimaryNameserver. Only usedif IP methodis Static.Edit thevalueaswith IP Address.
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� DNS2
SecondaryNameserver. Only usedif IP methodis Static.Edit thevalueaswith IP Address.

� Admin PIN
Setthis to non-zeroto requirethispassword for makingchangesvia theLCD front panel.Press
”check” to changethePIN. Useupanddown arrows to changethedigitsof eachposition.Usetheleft
andright arrows to movebetweendigits. Use”X” to cancelyourchanges.Use”check” to keepyour
changesandmove to thenext config.

� DropFirewall
Removefirewall restrictionsetc.Seesameonconsolemenu2.1.1.

� DropRestrct
Removeadminrestrictionsetc.Seesameonconsolemenu2.1.1.

� Sys
Shutdown or rebootthesystem.Use”check” or left andright arrows to selectthevalue.Useupor
down arrows to move to anotherconfig.

� Apply Now
Press”check” to applychanges.Select”No” or ”Yes” to confirmthenpress”check”.

� TrashChanges
Press”check” to discardchanges.Select”No” or ”Yes” to confirmthenpress”check”.

TheLCD backlightandheartbeatarealsoconfigurable.Fromthemainmenupress”X” then”check” to
escapeto the”Options” menu.Useupanddown arrows to selecttheitemto adjust.Use”check” or left and
right arrow buttonsto cycle throughchoices.Changesto LCD settingsareimmediate.Press”X” twice to
returnto themainmenu.

UndernormalcircumstancestheLCD mainmenuwill alternatebetween

Thunderstone
Search Appliance

and

Up/Dn for info
Check to config

If thedisplayis notalternatingor shows ”Cli:0 Scr: 0” thentheLCD menuis not functioning
properly.
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2.2 Customizingthe Search Appliance’s Appearance

Youmaymakecommonchangesto theSearchAppliance’s searchappearanceby using
Search Settings from theadministrative interfacemainmenu.Youmayselectcolor, font, size,result
styleandorder, aswell assettingboilerplateHTML to wraparoundthesearchform andresults.
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Chapter 3

Operation

3.1 Running the Administrati ve Interface

TheSearchAppliance’s administrative interfaceis awebapplicationthatyouaccessusingyourweb
browser. Accessit usinghttp://YOURSER VER/ tex is /d owal k whereYOURSERVERis thename(or
IP address)of yourSearchAppliance.

Whenyourun theadministrative interfaceyouwill beaskedfor thelogin andpassword. By default thereis
onelogin name.It is admin in all lowercase.If nootheraccountshave beenadded,youwill nothave to
enterthename.It will befilled in for you. Your login will berememberedin a cookieuntil you logout.This
way, youdon’t needto enterthepassword every timeyouenter.

Note: If you shareyourcomputerwith others,or it is availableto peoplewhoshouldnotbeadministering
theSearchAppliance,thenyoushouldlogoutwhenyouarefinished.Thiswill helppreventunauthorized
configuration.

TheSearchApplianceadministrative interfaceusesJavaScriptto enhanceits functionalityandmake it easy
to use,but theinterfacewill alsowork well withoutJavaScript.No functionalityof theSearchAppliance
will belost if JavaScriptis turnedoff in yourbrowser(e.g.to preventpop-upsonothersites).In this
document,theuserinterfacedescriptionassumesthatJavaScriptis enabled.

3.2 First Time Run: Quick Start

Step1: Createan Account

A password wascreatedby Thunderstonefor thedefault administrationaccount(admin ), whichyou
shouldnow enterat theprompt.If for somereasonthisstepdid nothappen,thefirst timeyou run the
administrative interfaceyouwill beaskedto createandenterapassword. Youshouldchoosea password
thatis easyfor you to rememberbut hardfor someoneelseto guess,asthis is anaccountthatwill control
administrative accessto theSearchAppliance(additionalaccountsmaybecreatedlaterasneeded).You
will needto enterthesamepassword twice (two inputboxeswill beprovided)to helpcheckfor typing
mistakes.Passwordsarecasesensitive. Oncethepassword is createdandChange is pressed,youwill
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automaticallybeloggedin andtakento theProfiles pageto createa profile.

Step2: Createa Profile

A profile is acollectionof data(URLs/documents)to besearched,plusthesettingsthatcontrolthatsearch;
aprofilemustbecreatedandwalkedbeforesearchescanoccur.

On theProfiles page,aprofilemayalreadyhave beencreatedby Thunderstoneif you requestedit when
ordering.If so,youmayclick on theprofilenameandproceedto thelaststep,searching.Otherwise,choose
anew profilenameandhit theCreate Profile button.

A new profilewill becreatedbut asitewalk/index will notbestartedyet. Youarethenpresentedwith the
mainwalk settingspage.UsetheBase URLsettingto specifythestartingpointof yourwalk. This is often
thehomepageof asite,or thesitemappage.

Step3: Walk the Profile

Onceyou’re satisfiedwith theURL andextensionsettings,youmayhit theGOor Update and GObutton
to begin awalk of yoursite.A walk will bestartedin thebackgroundandyouwill betakento the
Walk Status page.Thispagewill show you thestatusof thewalk in progressandindicatewhenthe
walk is complete.Thispagewill automaticallyrefreshevery10secondswith thelatestprogressinformation
until thewalk is complete.Whenthewalk is completeyouwill seeasummaryof errors.

Last Step: Search

Oncethewalk is complete,youmayclick Live Search on themenuat thetopof thepage.Thiswill
takeyou to thesearchthatuserswill use.It is alsotheURL youcanplaceonyourwebpage(s)to sendusers
to thesearch.

Younow have a siteindex thatyoucanuse.Therearemany optionsto controlthesitewalk aswell asthe
searchinterfaceappearance.They aredescribedin detailelsewherein thismanual.Usethe
All Walk Settings buttonon theadministrationscript’s menuto seeall of theoptions.Click the
questionmark(?) next to anitemto gethelpfor thatitem.
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3.3 Administrati ve Interface Overview

TheSearchAppliance’s administrative menuhasthestructuregivenbelow. Eachitem is describedon the
pagesthatfollow.

Settings
Basic Walk Settings
All Walk Settings
Search Settings

Tools
List/Edit URLs
List Duplicates
Test Fetch
Test Search
Query Log
Replication Tools
Results Cache
SOAP Tools
Best Bet Groups

Status
Search
Profiles
System

Information
System Information
Log Viewer
Test Network and Servers
Task Monitor

Modules
Thesaurus
Static Content
DBWalker
Connectors
Network Shares

System Setup
System Wide Settings
Update Software
RAID Array Management
SSL/HTTPS Certificates
Webmin System Management

Backup/Restore Settings
Backup Appliance Settings
Restore Appliance Settings

System Replication
System Replication Queue
System Replication Target Status
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Security
Accounts & Groups
Access Control Lists

Advanced Tools
Extra Downloads
Repair Tools

Check Version Upgrade Actions
Re-output XSL files
Re-schedule walks

Docs

BasicWalk Settings

This is thecentralareafor configuringawalk. Themostcommonlyusedwalk relatedoptionsandtheir
settingsarepresentedandthey maybechangedhere.TheBasicWalk Settingsareasubsetof theAll Walk
Settings.Next to eachoptionis aquestionmark(?) which, if clicked,takesyou to helpfor thatoption.The
optionsaredocumentedindividually laterin thismanualin section3.4.

At thebottomof thepageis asetof threebuttons.Pressingany of thebuttonsaffectsall optionson the
entirepage.

� Update
Thisbuttoncausesall changeson theform to besaved.No walk is started.

If theRewalk Schedulehasbeenchanged,thenew schedulewill go into effect immediately.

If Categorieshavebeenchanged,thewalk databasewill beupdatedto reflectthenew categories.The
searchinterfacewill reflectthenew categories.

If SinglePage, PageFile, or PageURL hasbeenchanged,thelistedindividualpageswill befetched
into thelive searchdatabaseandmadeavailablefor searching.

If theWord Definition or Text Search Mode is changed,thesearchindex on thelivedatabasewill
bedroppedandrecreated.Searchesmightnotwork while theindex is beingrebuilt.

� GOor Update and GO
TheGObuttonwill changeto Update and GOafteryoumake achangeto any settingon theform.
Theultimatebehavior for eitheris thesame.

Thecurrentsettingsfrom theform will besavedasis donewhenyouclick Update . Thenanew
walk will bestarted.Thenew walk will beperformedto eithera temporarydatabaseor thelive
database,dependingon thesettingof Rewalk Type(Section3.4.14).Thenyouwill beshown thewalk
statuspagewhereyoumaymonitortheprogressof thewalk.

Changesto Categoriesor Word Definition will notbereflecteduntil thewalk finishes.

� STOP
Whenawalk is in progresstheGObuttonis replacedby theSTOPbutton.Thisbuttonterminatesthe
runningwalk andabandonthework thatit hasdonesofar.

� Reset
Thisbuttonrevertsall settingson thepageto whatthey werewhenthepagewasfirst loaded.
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All Walk Settings

This is thecentralareafor configuringawalk. This is similar to Basic Walk Settings exceptthatall
walk relatedoptionsandtheirsettingsareenumeratedandmaybechangedhere.Pleaseseesection3.5for
detailson theindividual settings.

Search Settings

Thispagecontainsall of thesettingsrelatedto thesearchinterfacethatendusersseewhenperforming
searches.

All searchoptionsandtheir settingsareenumeratedandmaybechangedhere.Next to eachoptionis a
questionmark(?) which, if clicked,openshelpfor thatoption.Theoptionsaredocumentedindividually
laterin thismanualin section3.6.

At thebottomof thepageis asetof buttons.Pressingany of thebuttonsaffectsall optionson theentire
page.

� Update Test
Thisbuttoncausesall changeson theform to besavedin thesetof testsettings,whichcanbetested
via theTest Search link on theleft sideof theinterface.It doesnot modify theLive Search
settings.Thisallows you to “try out” settingsbeforeapplyingthechangesto your livesearchusers’
interface.

� Update Live and Test
ThisbuttonupdatesboththeLive Search andTest Search settings.Usethiseitherafter
testingout thesettingsvia Update Test , or for smallchangesthatyoudon’t feel theneedto test
outandimmediatelywantto make live.

� Copy Live to Test
If you try outchangesvia Test Search andyoudecideyou don’t wantthem,youcanuse
Copy Live to Test to discardthetestchangesyou’ve madeandrevert backto thecurrent
Live Search settings.

� Reset
Thisbuttonrevertsall settingson thepageto whatthey werewhenthepagewasfirst loaded.

List/Edit URLs

Onthispage,youmaylist or deleteall or selectedURLs from thedatabase.Youshouldalwayslist before
youdelete,soyouknow thatyouaredeletingthecorrectones.While listing URLs,youmaydisplayall
known informationaboutagivenpage.Youmayalsocreatecategoriesfor selectedsetsof URLsfrom this
interface.

If awalk is in progress,deleteis disabledandyouaregiventhechoiceof listing URLs from thelivesearch
databaseor thenew databasebeingbuilt by thewalk.

SelectList or Delete from thedropdown list. Thedefault is alwaysList for safety.
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In the� patternbox,entertheURL or patternfor URLs for whichyouwantinformation.Thismaybean
exactURL or awildcardpattern,which listsall URLsmatchingthewildcardpattern.For a wildcard
pattern,useasterisk(* ) to matchanythingandquestionmark(?) to matchany singlecharacter. Youmay
enterup to 10differentURLsor patternsin thebox to find themall atonce.Putaspacebetweenpatterns
whenenteringmultiples.Leaving thepatternbox blankimplies* , andthiswill causeeveryURL in the
databaseto belisted.Deletionwill bedeniedif thepatternis blankor * .

Selecttheorderin whichyouwish to seethelist:
Depth URLsencounteredfirst in thewalk will belistedfirst
URL URLsareorderedalphabetically
Newestfirst URLsareorderedby modificationdatewith newestonesfirst
Oldestfirst URLsareorderedby modificationdatewith oldestonesfirst
Lar gestfirst URLsareorderedby downloadsizewith largestonesfirst
Smallestfirst URLsareorderedby downloadsizewith smallestonesfirst

ThenSubmit .

All matchingURLswill belisted.Clicking ona listedURL opensapageof detailsaboutthatURL. On that
detailpage,everythingthedatabaseknows aboutthatURL is presented.Youcanalsoseewhatpagesrefer
to theselectedpageby clicking Parents andwhatpagestheselectedpagerefersto by clicking
Children . Thetest link next to theURL canbeusedto doa live testfetchof thepageto find outhow
theSearchApplianceprocessesit. SeeTest Fetch 3.3.

If yourpatternmatcheslessthantheentiredatabase,youwill begivena form from whichyoucancreatea
categoryusingthesamepattern(s).Simplyenterthenameof thecategory to createandclick Submit . The
nameis thenamethatuserswill seeon thesearchform. Thisnew category will alsoappearon themain
settingspagealongwith theothercategories.It will alsobeimmediatelyavailableto searchusers.

If theprofile is ametasearch,thentheprofilehasnoURLsof its own to list. TheList/Edit URLspagewill
insteaddisplaylinks to thelist/editURL pagesfor eachof its targetprofiles.

Li ve Search and NewWalking Database

Theseoptionsarepresentedon theList/Edit URLs page(see3.3) if awalk is active. They allow you
to choosewhichdatabaseto query. The“Li ve” databaseis theonefrom aprevioussuccessfulwalk thatis
whatsearchuserssee.The“New” databaseis thedatabasecurrentlybeingbuilt by thenew walk. It is not
visible to searchusers.

List Duplicates

Thissectionallowsyou to list all theduplicatesof agivenpage.TheURL enteredmaybetheURL thatwas
keptin thewalk, or any of thepagesthatwereexcludedasa duplicateof pagesalreadyin thewalk.

If Keep Refs wasusedin thewalk, thenall thepagesthatlinkedto theduplicatepageswill alsobelisted.
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TestFetch

Thisallows for testingSearchAppliancefetchingof URLs. Besureto properlyencodeany enteredURL,
like spaceas%20.

Severalprocessingoptionsareprovidedto controlhow muchprocessingto do. ExpandtheOptionslink to
show andedit theseoptions.Notethatmostwill only besetat therequestof Thunderstonetechsupport.
Someoptionsmayproducecopiousmessages.

� Full Processing
Performfull processingon thefetchedfile asif it is beingpreparedfor thesearchdatabase(execute
any relevantPrimerURLsbefore-hand,applyrejectionrulesto its links, etc).Otherwiseonly perform
thebasicdownloadof thepage.

� KeepDownload
Keeptheraw encodeddownloadanddecodeddatafor display. Usingthiscanmake thetestresults
pageparticularlylargefor largesourcedocumentslike PDFsetc.

� Fetchverbosity
A hex or decimalintegervaluewhosebits controlverbosemessagesduringthefetch,e.g.printingof
HTTPrequest/responselinesandheaders.Note: anon-zerovaluemayrevealsensitive datain
messages,suchasLogin Info.

� Traceauthorizationlevel
A hex or decimalintegervaluewhosebits controlauthorizationtracemessages,e.g.for
Basic/file/NTLMauthentication.Note: a non-zerovaluemayrevealsensitive datain messages,such
asLogin Info.

� Tracesocket level
A hex or decimalintegervaluewhosebits controlsocket tracemessages,e.g.datawritten to or read
over thenetwork. Note: anon-zerovaluemayrevealsensitive datain messages,suchasLogin Info.

� TraceDNSlevel
A hex or decimalintegervaluewhosebits controldomainnamesystemmessages,i.e. hostname
resolution.

� Traceencodinglevel
A hex or decimalintegervaluewhosebits controltransferandcontentcodingtracemessages,e.g.for
gzip encodings.

� Tracefetchlevel
A hex or decimalintegervaluewhosebits controlfetchactiontracemessages,i.e. whennetwork
fetchesactuallyoccur.

� Tracecallslevel
A hex or decimalintegervaluewhosebits controlfetchfunctioncall tracemessages,e.g.for network
settings.

� Tracescriptlevel
A hex or decimalintegervaluewhosebits controlJavaScripttracemessages.
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A short� summarywill beshown followedby variousstatisticsandotherinformationaboutthepage.Most
of theinformationis collapsed(hidden)to reducepageclutter. Click the+ next to anitem to expandthat
itemfor viewing. Click the- to collapseanitem. UsetheCollapse all andExpand all links to
Collapseall itemsor expandall itemsrespectively. UseShow empty fields to show all fieldsevenif
therewasnodatafor them.Thathelpsonedeterminethatavalueis actuallymissingasopposedto
overlookedfor display.

Largetext fieldswill beshown in scrollableareasby default to avoid takingover thepage.Click the+ next
to a scrollingareato let it fully expandontothepage.Click the- to confineandexpandedfield.

TestSearch

Thishyperlinkopensthesearchinterface.It forcestheinterfaceto usethesearchsettingslistedon the
Search Settings page,whetherthey have beenappliedto theLiveSettingsor not. Thisallows you to
testsearchsettingswithoutaffectingendusersuntil youaresatisfiedwith thenew settings.

Thismodealsoplacestwo extrahyperlinksat thetopof thesearchpages.Back to Administration
allows you to returnto theSearchApplianceadministrationinterface.Make this appearance live
doesthattoo,but it additionallymakesthesearchsettingsyouaretesting“li ve”, sothatendusersalsosee
thesearchsettingeffects.

Query Log

Thequerylog pagesprovide detailedandsummaryinformationaboutqueries.Queryloggingmustbe
turnedon to generateinformationon thequerylog pages.If querylogginghasnever beenturnedon for the
currentprofile, therewill benothingto see.Thequerylog is erasedeachtime thedatabaseis rewalked.

Thepagesareasfollows:

� QueryReport

� TopQueryWords

� TopQueries

� No Hits

� BestBetClicks

Thequerylog lists thetime thateachsearchoccurred,theIP addressof thewebuserperformingthesearch,
thenumberof hits for thesearch,andtheuser’s query. For resultclicks, it displaysthequeryinsteadof the
numberof hitsandtheactualURL insteadof thequery.

SelectingtheDate/Time for a listedquerywill displayapagewith completeinformationaboutthesearch.
Thispageincludeseverythingfrom thesummarylist, andany non-default parametersettingsfrom the
search.A hyperlinkis providedsothatyoumayperformthesamequeryastheuser.
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Replication Tools

ReplicationToolsallows you to work with replicatingdatafrom thisprofile.

� View Replication Status

ReplicationStatusshows youanoverview of thecontentsof thereplicationqueue.Thedatais
presentedgroupedby host/profile,andthenext itemsqueuedaredetailedbelow.

� SendProfile Settings

SendProfileSettingsis usedwhenyouwantto sendthisprofile’s configurationto anotherAppliance,
possiblywith a differentname.If thespecifiedprofiledoesn’t exist on thetargetmachine,it will be
createdandgiventhisprofile’s settings.If it alreadyexists,it will have its settingssetto thisprofile’s
values.

Entera remotemachineandprofilename& hit Send Settings to queueup theSendSettings
actionin thereplicationqueue,whichyou canview with thepreviouslink.

� SendProfile Data

SendProfileDataallows yousendall thecurrentprofile’s datato anestablishedreplicationtarget.
Thiscanbeusefulwhenaddinganew targetto existingsenderprofile,andyouneedto loadthetarget
with existingcontentbut don’t wantto performa full walk on thesender.

Selectoneof themachine/profilepairslisted,andhit Send Data to queueall thisprofile’s content
for replication.PleaseseetheReplicationStatuspagedescribeabove to monitortheprogress.

ResultsCache

TheResults Caching profile tool allows managementof theresultscachefor theprofile. If enabled
(p. 115),theresultscachecanimprove searchresponsetimeby cachingfrequentlyusedsearchresults:if a
laterqueryis madewith thesamequerystringparameters,it maybefoundin thecache,therebysaving the
timeneededto run thequeryagain.

On theResults Caching profile tool page,thestatusof thecachemanageris reported(whetherit is
running,andwhatprocessID). Thecachemanagerrunsin thebackground,deletingold entriesand
refreshingthecacheif requested.Thesizeof thecachetable(if it exists)is alsoshown, bothnumberof
entriesandsizein bytes.Old entriesaredeletedasperthecurrentResultsCachingsettings(p. 115).

Severalactionscanbeperformedon thecache,if resultscachingis enabled:

� Clear - Clearstheresultscachetable.All previouslycachedresultswill beremoved.Thiscanalso
beusedto freeupdisk spaceif needed.

� Start Refreshing - Mark all entriesfor refresh.Thecachemanagerwill thenstartrefreshing
thecachein thebackground,startingwith thehighest-priorityentries:querieswill bere-executedto
ensurethecacheentriesreflectthelatestcrawl data.Thiscanincreaseloadon themachine,asthe
cachemanagerwill now beexecutingqueries(thoughonly serially, oneat a time). Existingcache
entriesmarkedfor refresh– but notyetactuallyrefreshed– arestill otherwisevalid, i.e. they maystill
beusedto resolve usersearches.
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� Stop Refreshing - Mark all entriesasnotneedingrefresh.Thiswill stopthecachemanager
from executingqueriesto refreshthecache,andthusmayreducemachineload.Themanagerwill
still continueto run to expireold entries,etc.

� Import - Importcachequeries(without resultsdata)from anotherprofile,andmarkfor refresh.
Thiswill copy theresultscachefrom anotherprofile,but sinceeachprofile’s crawl datais different,
theactualsearchresultswill notbecopied,asthey wouldbeinvalid. Thus,theentrieswill nothave
searchdata(andcannotservicerequests),but will bemarkedfor refreshby thecachemanager. This
optioncanbeusedto “prime thepump”whencreatinganew profile to replaceanexisting liveprofile
asthedefault: theexistingprofile’s queriescanbecopiedover andrefreshed.Whentherefreshis
complete(indicatedby “no entriesmarkedfor refresh”),thenew profilecanbemadelive,andwill
alreadyhave a largelyup-to-datecache.

Caveats:As resultscachingcurrentlyonly takesinto accountthequerystringto differentiaterequests,it
shouldnotbeenabledunderresultsauthorizationor otherscenariosthatutilize additionaldata(suchas
cookiesor requestheaders)for searchrequests.Theresultscacheis storedin thesamedatabaseasthe
profilecrawl data,soit is deletedandstartedanew for eachNew typecrawl – justasthecrawl dataits
resultsarebasedonstartsanew with New typecrawls. If aRefreshcrawl is donethatsignificantlychanges
thecrawl, thecacheshouldprobablybeclearedto avoid staleor out-of-dateresults;alternatively, theMax
CacheEntry Agesettingmightbedecreased.

SOAP Tools

SoapToolsprovidesvariousWSDLsandreferencesfor workingwith SearchAppliancevia theSOAP API.
PleaseseetheSOAP API sectionfor moredetails(4.22)

BestBet Groups

TheBestBetsaregroupedtogether. Thisallows differentgroupsto beshown in differentplaces,andeasily
rotatedin or out. For example,youmighthave onegroupof links thatyouhave determinedto bethemost
probableresultsfor auser’s query, andanothergroupthatincludeslinks youwantto promote.

TheGroupNameis how thegroupwill beidentifiedelsewherein theadministrative interface.Thisshould
bechosento readilyremindyouof thepurposebehindthegroup.

TheResultTypeindicateswhichfieldswill beshown ontheresultspage.Thetitle anddescriptionare
enteredby theadministrator, ratherthanalwaysbeingtakenfrom thepage.

Status

Thispageshows thestatusof thelatestwalk for thecurrentprofile. If awalk is in progress,it is theone
reported.

Duringanactive walk, it indicatesa summaryof how many pagesareto bewalkedin thenext hour, how
many werewalkedin thelasthour, andthetotalnumberof pages.Thereis a list of themost-recentURLs
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fetched,with numberof errorsandduplicatesfound,followedby a list of thenext URLs to bewalked.
Below thatis summaryinformationaboutthewalk itself, includingwalk starttime,startingURLs,andsome
profilesettings.TheWalk Statuspageupdatesautomaticallyevery10secondsuntil thewalk is completeor
anotherpageis selected.(After 10minutesof userinactivity it will refreshonceaminuteto save traffic.)

Whennowalk is in progress,thereportalsoincludesa list of errorsandduplicatesencountered.If thelast
walk wasabandoned,thereportincludesinformationabouthow far it went,aswell asthereportfrom the
lastcompletewalk.

Walk Statustabs

If morethanonedatabaseis availablefor viewing, tabswill appearat thetopof theWalk Status,allowing
you to swapbetweendatabase.Thiscanbecausedby a ”New” crawl running(allowing you to switch
betweenNew Walk Database andLive Search Database ), or if a ”New” crawl failedand
automaticallyrevertedto thepreviousdatabase(allowing you to switchbetween
Live Search Database andFailed Walk Database ).

If morethanonewalk hasbeenperformed,thenanArchived Logs tabwill beavailable.This letsyou
view log files from previouscrawls for errorsor otherunexpectedbehavior. No databaseor searchable
contentfrom theseold walksis retained,only thelog files.

Old archivedlogsareautomaticallycleanedout if they becometoonumerousor consumetoomuchspace,
with theoldestlogsremovedfirst.

While awalk is occurring,multiplebuttonsareavailable:

� Now button

During thewalk theRefreshdisplay: Nowbuttonmaybeselectedto forceaWalk Statusdisplay
refreshbeforethe10secondautomaticrefresh.Notethatthisonly affectsthedisplay, not thewalk
itself.

� Pause/Auto button

TheRefreshdisplay: Pause buttonpausestheWalk Statusdisplay(preventthebrowserfrom
refreshingthedisplayevery10seconds):thischangesthebuttonto Auto whichwill have the
oppositeeffect (resumetheauto-refresh).This is usefulwhenexaminingthestatuspagein detail,and
avoiding beinginterruptedby thebrowserauto-refresh.Notethatbothbuttonsonly affect thedisplay,
not thewalk itself.

� STOP walk button

TheCurr ent run: STOP walk buttonon theWalk Statuspagestopsthecurrentwalk. If thewalk
typeis New, thewalk will beabandoned(currentlive searchis left intactandnotupdated).If the
walk typeis Refresh , thenew pagesarealwayslive (sincerefreshusesonedatabase),but the
searchindexesarenotupdated.

� Pausewalk and Make live button

TheCurr ent run: Pause walk and Make live buttonpausesthecurrentwalk, updatesits
searchindexesfor speed,andmakesthewalk live (i.e. deletesthecurrentlive databaseandreplacesit
with thecurrentwalk). Thiscanbeusefulif you ranoutof diskspacewhile indexing and
subsequentlyfreedupsomespace,or if a longrunningwalk wasstoppedandyouwantto usethe
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incompletewalk. If thewalk wasabandoneddueto anerror, makesureyou resolve theproblem
beforetrying to make thenew databaselive.

Search

ThishyperlinkopenstheSearchAppliancesearchinterfaceasendusersseeit.

Profiles

Thispagepresentsa list of existingprofiles.A profilecontainsthewalk andsearchsettingsfor a collection
of pages.Theprofilesarelistedin theorderof creationby default; clicking onNamewill re-orderby profile
name.Youcanclick onaprofile’s nameto seeand/orchangeits settingsandstatusor to startawalk.

Youcanclick onDelete next to aprofile to deletethatprofile. Youwill beaskedwhetheryou reallywant
to deletetheprofileor not.

Whenaprofile is deleted,all of its settingsarelostandany walk databaseit hascreatedis deleted.Thereis
noway to getbackany of theseitemsaftertheprofile is deleted.Youshouldnotdeleteadatabasethatis
beingactively searched.

Youmayalsocreatea new profileby enteringanew name.

Youcancopy settingsfrom anexistingprofile to yournew profileby selectingits namefrom thedropdown
list. Thisallows you to setupanothersitesimilar to anexistingone.It allowsyou to experimentwith the
walk settingsfor anexistingsite,withoutpotentiallyharmingthegoodwalk thatis beingsearchedby your
users.

System

TheSystemsectioncontainsvariouslinks for maintainingandeditingoperating-systemandoverallsettings.

SystemInformation

Thispageprovidessysteminformation,suchasnetwork IP addresses,MAC address,kernelversion,load,
etc. It alsoallows killing of processesownedby thetexis user, which includeswalks.

Log Viewer

Thisallows you to view, delete,rotate,andemailtheSearchAppliancelogs. It lists everyfile in thelog
partitionandallowsyou to manipulateeachlog individually or many atonce.Eachitemhasacheckbox for
selectionfor massoperations,thedateandtimeof lastaddition,thesize,a link to seethemostrecentbit of
thatlog, anda list of processescurrentlyusingthatlog. Clicking acolumnheaderwill sortthelist by that
column.
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Theremaybemultipleversionsof eachlog. Theversionwith nonumericextension(.1, .2, etc.) in the
filenameis thecurrentlog. Thosewith numericextensionsareolderlogs.Extension.1 is themostrecent
old log, .2 is thesecondmostrecent,etc..Logsareautomaticallyrotatedonceamonthor onceadayif they
exceed10MB. Theneedfor rotationis checkedonceadayaround4am.To forcea rotationcheckyoucan
click theRotate Logs buttonat thetopof themanagelogspage.If youseea log file with numeric
extensionthatalsohasprocessnumberslistedin theIn Use By columnyou’ll probablyneedto reboot
theSearchApplianceto freeup thatlog file. Thatshouldbea rareoccurrence,but hasbeenknown to
happen.

Thelog listing is dividedinto sections.Thefirst, unnamed,sectionis thesystemlevel logs.They contain
informationaboutthecoreoperatingsystemof theSearchAppliance.That’s wherehardware,network, and
similareventsandproblemsarelogged.

TheApachesectioncontainstheusagelogsfor theApachewebserver which is usedfor HTTPSaccessto
theSearchAppliance,if enabled.

Thetexis sectioncontainslogsrelatedto Texis, therelationaldatabaseserver thatis amajortechnical
componentof theSearchAppliance.Theselogsprovidedetailedinformationaboutoperationaleventsof
Texis.

Thewebminsectioncontainsusagelogsfor theWebminsystemmanagementinterface.

At thebottomof thepageis a form whichallows you to performactionson theselectedlog(s).Youmay
View, Delete,Send,or Downloadany of thelogs.For deletingyouwill beaskedto confirmthedeletion
beforeit’s carriedoutsoit shouldbedifficult to deletea log by accident.Deletinglogslistedasin usemay
requirerebootingto reclaimtheir diskspace.

For viewing, sending,anddownloadingyoucanchoosehow many linesof thelog(s)to seeandwhetherto
seethenewestlinesfirst (reversechronologicalorder)or naturalorderwith theoldestlinesfirst.

For sendingthelogsto Thunderstonetechnicalsupportyoushouldfill in youremailaddressanda ticket
numbergivento youby Thunderstone.Sendingthelogsvia emailassumesthatyourSearchApplianceis
configuredto sendmail to theInternet.It is by default in thesimplecasebut if youhave outboundSMTP
blockedby yourfirewall or needto useamail relayyou’ll needto configuresendmailusingtheWebmin
interface.An alternative to having theSearchApplianceemailthelog is to insteaddownloadthelog then
attachthatfile to youremailto Thunderstonetechsupport.

TestNetwork and Servers

Thisareaprovidestheability to testthenetwork connectivity of theSearchApplianceandfind whatweb
andfile server documentslook like to it. It is dividedinto two sections.Thefirst sectionis for testingSearch
Appliancefetchingandprocessingof urls. Thesecondsectionis for testingtheSearchAppliance’s general
network connectivity.

� TestURL fetch

This is thesamefunctionalityasfoundin Test Fetch in aprofile’s Tools . Pleaseseeits
documentation(p. 35) for moredetail.

� TestNetwork
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Thereareseveralnetwork testsavailable.As many asdesiredmaybedonetogether. Eachwill be
executedin sequenceoneaftertheotherandtheresultspresentedtogetherononepage.

– Find IP
Look upanIP addressfor agivenhost.Options(correspondto walk DNSModesettings):

� Internal- Performthelookupusinginternalparallelizingroutines.
� System- Performthelookupusingstandardsystemroutines.

– Ping
Sendpingpacketsto thegivenhostnameor IP addressto determinereachabilityandspeed.
CheckGateway to ping theconfiguredgatewayaddress.A handfulof packetswill besentand
statisticsabouteachandasummaryof responsetimesandlosswill bedisplayed.Notethatnot
all machinesrespondto pingandsomefirewalls block ping. Page fetchingmaystill workevenif
pingdoesn’t.

– Traceroute
Tracethenetwork routeto thegivenhostnameor IP addressto determinereachabilityandspot
possibleproblemareas.It will displayoneline for eachhopalongthenetwork routeto the
targetmachine.Asterisks(*) indicateaproblemfinding thenext hop.Notethatsomefirewalls
androuters block traceroute. Page fetchingmaystill workevenif traceroutedoesn’t.

– Email
Sendasmalltestemailto thegivenemailaddress.Thiswill testtheSearchAppliance’s email
configurationaswell astherecipient’s ability to receive emailsfrom theSearchAppliance.If
therecipientdoesn’t getthetestemaillook in System->Manage Logs->maillog to seeif
themessagewashandedoff successfully. If it washandedoff checktherecipient’s spamfolder.

TaskMonitor

Providesaninterfaceto managetheTaskMonitor, which is abackground/daemonprocessthat
automaticallyhandlesvariousSearchAppliancetasks,e.g.updatingindexesduringsettingsreplication.The
queueof pendingtaskscanbeviewedand/ordeleted(only if neededby techsupport).

Thesaurus

Thisareaallows you to uploadoneor morecustomthesauri(synonym lists) for useby searchprofiles.An
uploadedthesaurusis compiledandkepton theSearchAppliance.Thereis noway to downloada thesaurus
onceuploadedsoit’s agoodideato keepacopy aroundin caseyouwantto make modificationslateron.

Eachthesaurusmaybeusedby zeroor moreprofilesandshouldnotbedeletedif it is in useby aprofile.
Searchoptionsthataffect theuseof thesethesauriareSynonyms (3.6.61),Main Thesaurus (3.6.62),
andSecondary Thesaurus (3.6.63).

Seesection4.3for furtherdetails.
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Static Content

StaticContentallows you to uploadany filesyou’d like theSearchApplianceto alsohost.Thiscanbeused
to serve images,javascript,or CSSfiles thatarereferencedby yourXSL-customizedsearchinterface.

Notethatthis is notmeantfor searchablecontent,which remainson theoriginalwebsiteor file server. This
is for imagesor filesusedby thesearchinterface,ratherthanfile contentssearchedby theSearchAppliance.

Contentwill beavailableunderthe/custom/ directory, soif youuploadcompanyLogo.pn g youcan
use<img src="/custom/c ompanyL ogo. png" > in yourcustomsearchinterface.

DBWalker

Configurationfor theDBWalker module.PleaseseetheDBWalkersection(4.21)for moredetails.

Connectors

GoogleConnectorsare3rdpartyprogramsthatallow yousearchdatafrom large,complex datadatasources
(suchasMicrosoftSharepoint).Therearedifferentconnectorsfor differenttypesof content- Sharepoint,
Livelink, File Servers,etc.Theconnectoris installedonaseparateserver, andtheconnectormachinepulls
contentfrom theremotedatasource,andpushesit into theSearchAppliance.

Manage Google Connectors allows you to specifythelocationof aConnectorManagerthat’s been
installed,usinganaddresslike http://otherServ er :8 080/ con nect or -manager/ . Youcan
theninstantiateany connectorsinstalledon thatConnectorManager, andconfigurethemappropriately
(variesby connect).

ConnectorManagersmustbelistedin theAppliance’s Cluster Members to allow it to pushin data.
Addinga new ConnectorManagerautomaticallyaddsit to ClusterMembers.

For moreinformationonGoogleConnectors,andto downloadtheConnectorManagerandconnector
packages,pleasevisit http://code.google.com/apis/searchappliance/documentation/connectors/

Network Shares

Usethis interfaceto mountremotefile server(s)to theSearchAppliancesothatit maybeindexedinto one
or morewalk profiles.

All createdmountsarepermanentuntil manuallyremoved.They will beremounteduponrebootof the
SearchAppliance.

To mounta remotefilesystemor shareselectthetypefrom thedrop-down list andclick Add.
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NFS� filesystems- Unix/Linux/etc. servers

Server: Enterthehostnameof theserver. CaSedoesnotmatter. (e.g.:nas1.mycompany. com)

Directory: Enterthefull pathof thedirectoryto mountasit is exportedfrom theserver. (e.g.:
/documents/inte rna l )

Reliability: SelectHard or Soft . Hardwill causetheSearchApplianceto keepretryingthesamefile
forever in theeventof anerrorreachingtheserver. Softwill allow files to fail if theNFSserver can
notbereached.

NFSVersion: ThehighestNFSversionto use.Leave thisat 3 unlessyouhave problemswith old NFS
servers.

CIFS - Windows2000+

Server: Enterthehostnameof theserver. CaSedoesnotmatter. (e.g.:nas1.mycompany. com)

Share: Enterthenameof theshareasexportedby theserver. (e.g.: internal )

Login Name: Enterthelogin namefor theaccountto useto accessthefiles on thisshare.Thisshouldbea
userthathaspermissionto readall thefiles thatneedto beindexed.

Login Password: Enterthepassword for theselectedlogin name.

Server IP: Rarelyused.If the”Name” of thecomputeris differentthanit’s DNSnameit mayrejectmount
requeststo the”wrong” name.In thatcaseenterwhatever namemakestheserver happy into the
Server field andenterthemachine’s IP addressinto thisfield.

NOTE: WhenusingWindows 2003server youmayneedto changeasettingon theserver to allow
mountingfrom theSearchAppliance.If thesharewon’t mounttry setting
control panel->admin tools-> domain security policy-> security settings->

local policy-> security options->

Microsoft network server: Digitally sign communications (always) to disabled.

SMB - Windows TheSMB - Windows mountis anoldersystem,whichhasbeenreplacedby
CIFS - Windows 2000+ . If yourfile server doesn’t supportCIFSor if you’re having problemswith
CIFS,you cantry usingSMB instead,which takesthesameoptionsasCIFS.

Curr ent mount list

UndertheAdd form is thelist of currentlymountsandtheir status.EachmounthasaRemove link to
unmountthefilesystemandremove it from thelist. Theoptionsfor eachmountmaybeclickedto examine
or modify theoptionsandremountthefilesystem.

If anentryshows as”unmounted”thereis aproblemwith thesettingsandit is notableto bemountedasis.
If it wasa transientproblemwith theserver click theoptionsthenclick ”Save changes”withoutmakingany
changesto retry themount.

Undertheoptionsfor eachmountis alsoanexampleof theminimumBase URLyou wouldenterinto a
profile to index thefileson thatfilesystem.
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TheTechnical Info link showssomeinternaldetailsaboutthemountsthatmaybehelpful to tech
supportif youhave problems.

Note:This featureappearedin scriptsversion5.4.11.Prior to thatWebmin wastheonly way to manage
remotemounts.

SystemWide Settings

Thisareais for settingsthataffect theSearchApplianceasawholeand/ormaybesharedby multiplewalk
profiles.Pleaseseesection3.7for documentationon theindividual settings.

UpdateSoftware

Thisallows you to manuallyinitiateacheckfor softwareupdates.It providesa list of availableupdates,
allows you to selectwhichupdatesto download,andallowsyou to manuallyinitiate theinstallationof the
downloads.

Referto Getting Software Updates (4.4) for theprocedureto manuallyperformupdates.

If yourSearchAppliancehasaCD drive, it alsoallows you to install softwareupdatesfrom aCD.

RAID Array Management

Note: Thisareaonly appliesto largermodels(suchas3000)thatincludemultiplehot-swapdisksin a
RAID-5 configuration.

Note: Thepagesin this areamayloadsomewhatslowly asthey collectinformationfrom theRAID
controller.

Overview

Little to nomaintenanceof theRAID arrayis required.In theeventof adisk failurethehot-sparewill
automaticallytake overandthearraywill beautomaticallyrebuilt. Therebuild processtakesseveralhours.
After thearrayis rebuilt thefaileddiskwill have to bemanuallyremoved(noshutdown required)and
replacedwith asamesizeor largerdisk of thesametype.After thedisk is replacedit needsto beAddedto
thearray.

Details

TheRAID Status pagedisplaysasummaryof theRAID’sstate.It’s anabbreviatedform of the
informationon theRAID Managementpageto provideaquickGood/Badcheck.

TheRAID Management pagelists informationabouttheoverallRAID arrayaswell aseachof thehard
disksin thesystem.Eachitemstartswith aStatusandis color-codedto indicateit’s state.Greenis good,
redis problem,blueis hot-sparedisk, light blueis unuseddisk,yellow is verifying/testing.

Thefirst line of theStoragetablecontainsinformationabouttheoverallarraywith theUse columnsetto
Array . Theremaininglinesareindividualdisks,eitherMember, Spare , or None. Memberdisksarepart
of theRAID array. Sparedisksarehot-sparesthatwill take over for a failedmemberdisk.
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Each� item in theStoragetablehasassociatedactionsthatmaybetaken.

Rebuild An arraythatis in anon-optimalstatemaybeforcedinto a rebuild to becomeoptimalagain.

Verify Verifiestheintegrity of theparity informationfor thearray. This is notgenerallyneededasthearray
is automaticallyverifiedperiodicallyascontrolledby thehardwareBIOS.

Fail Forcesanindividualdisk into a failedstatesothatit maybereplaced.This is notgenerallyneededas
failureswill beautomaticallydetected.

Remove This removesahot-sparedisk from thearray. It thenbecomesanunassociateddiskwith aUseof
None. All arraysshouldhave a hotspare.

Add Thisaddsanunassociateddiskwith aUseof None to thearrayasahot-spare.

Thefirst numberin theDisk:Addr column(everythingup to the:) is thedisknumberwhichcorresponds
to labelson thefront panelof theSearchAppliance.

Rebuild/Verify Rate

TheRebuild/Verify Rateis how aggressively theRAID will rebuild. A higherratewill rebuild apartially
failedarraymorequickly sothatit’s in anon-fault-tolerantstatefor theshortestpossibletime. The
downsideof thehigherrateis thatoperationsthatusethedisksuchaswalksandsearcheswill seeslower
performance.

Controller

This tableshows variousmodelandversioninformationabouttheRAID controller.

Command

TheCommandinputboxshouldnotbeusedexceptat therequestof Thunderstonetechnicalsupport.It is
for issuingarbitrarycommandsto theRAID controller. Puttingthewrongthing in thisfield could
irrevocablydamagetheRAID arrayandrenderyourmachinecompletelyunusable!If the“Ok to run this
command”checkboxis notalsocheckedanything in thecommandinputwill beignore.

Perform

ThePerformbuttonat thebottomwill performall of theactionsselectedon theform. Youmustalsoset
”Are yousureyouwantto performtheseactions?”to ”Yes”or theactionswill notbeperformed.

Front panel

Thisprovidesa roughapproximationto thephysicalfront panelof theSearchAppliance.It shows thedrive
arrangementto aid in locatingtheproperdisk whenperformingmaintenance.

SSL/HTTPSCertificates

Thisallows you to managetheserver certificatesprovidedby theSearchAppliancewhenservingpagesvia
HTTPS.Theadmininterface,includingWebmin,andsearchwill usethesamecertificate.By default the
SearchAppliancehasaself-signedcertificate.If youhave multiplehostsyou mayneedto regeneratethe
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self-signedcertificatebeforeyourbrowserwill allow you to accessthesecondhostusingHTTPS.If you
wantto useHTTPSfor searchesyou’ll wantto obtainasecurecertificatefrom a trustedauthoritysothat
endusersdon’t getwarningsin theirbrowser.

If you’re familiarwith requestingandobtaining/creatingsecurecertificatesandhave akey andcertificate
pair readyto install youcanusetheEnter a premade Private Key/Certificate pair
optionat thetopof theManage SSL/HTTPS Server Certificates page.Youwill bepresented
with 3 largeinputboxeswhereyoucanpastein yourPrivatekey, Certificate,andanoptionalIntermediate
Certificatethatmaybeprovidedby yourcertificateauthority.

Youcangenerateaself-signedcertificateor aCSRthatcanbeprovidedto acertificateauthorityto requesta
securecertificateby filling in theboxeson theManage SSL/HTTPS Server Certificates page.
If you justwantaself-signedcertificateto usefor encryptionbut don’t careaboutauthoritativenessyoucan
checkSelf sign andenterthenumberof daysyouwantthecertificateto begoodfor thenclick the
Install Certificate button. If youselectedSelf sign thenyou’re finished.Otherwiseclick the
Generate CSRbuttonto generatetheCSR.

WhengeneratingaCSRyouwill bepresentedwith ablockof text beginningwith
-----BEGIN CERTIFICATE REQUEST----- andendingwith
-----END CERTIFICATE REQUEST----- . Youneedto sendeverythingbetween,andincluding,
thoselinesto yourcertificateauthority. Thecertificateauthoritymayaskwhattypeof server you’re usingor
whatformatof certificateyouneed.Tell themyouneedanApachecompatiblecertificate.

After thecertificateauthorityhasconfirmedyourCSRthey will provideasimilarbut differentblockof text
bracketedwith -----BEGIN CERTIFICATE--- -- and-----END CERTIFICATE---- - . Paste
thatentireblock, includingtheBEGIN andEND lines,into theNew Certificate box. They mayalso
providean“IntermediateCertificate”thatyouwouldneedto pasteinto theNew Intermediate
Certificate box. If they don’t provideanIntermediatecertificateleave the
New Intermediate Certificate boxempty.

OnceyougenerateaCSRthecertificatemanagementpagewill only presenttheoptionof installingthenew
certificate(s)from thatCSR.If youneedto regeneratetheCSRor wantto abandontheold CSRfor any
reasonclick the‘CancelCSR‘buttonon thecertificateform.

If youhave settheSearchApplianceto requireHTTPSadminandmanageto install acertificatethatyou
can’t useor somehow preventsHTTPSaccessyoucanre-enableHTTPadminby goingto thephysical
consoleof theSearchApplianceandselectingthe
drop Admin restrictions (HTTPS,IP,Ciphe r requirements) option.

Webmin SystemManagement

Thisareahasits own login andallows for controlof variouslow-level systemsettings.Thelogin is admin
usingthesamepassword astheadmin accountin thenormalinterface.If thepassword getsoutof sync
somehow it mayberesetby settingtheadminpassword from theAccountsarea(3.3).

� Network ConfiguretheIP address,DNSservers,androuting.

� Firewall Restrictaccessby IP.
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� Clock SynchronizetheSearchApplianceto your local time.

� Email delivery Configurehow to sendemailfor walk notificationsetc.

� Shutdown Shutthesystemdown cleanlyandpower off.

Backup ApplianceSettings

Thisallows you to save all of thecurrentprofileandmostof thesystemsettingsfrom theSearchAppliance
to anXML file onyour localworkstation.(MountedfilesystemsandIP configurationsarenotcurrently
saved.)Thisfile canbeusedto aid in cloningSearchAppliancesfor aclusterandasa backupin theevent
themachineneedsto berestoredfrom scratch.

”System-Wide Settings”includesthingsnotspecificto aprofile - adminlogins,system-widesettings,etc.
Youcanchooseto downloadthesettingsfor all profiles,or for somecombinationof profiles.

”InternalSettings”includesthingsthataren’t usedwhenrestoring,suchascurrentlyrunningProcessIDs.
Thisshouldonly beincludedat therequestof ThunderstoneSupport.

Click Download to save acopy of thecurrentsettingsto yourworkstation.

Restore ApplianceSettings

Usethisoptionto restoresettingsthatyou’ve previouslycapturedusingSave Appliance settings .
Missingprofileswill becreated,andexistingprofileswill have theirsettingssetto thevaluescontainedin
thebackup.

SystemReplication Queue

Providesaninterfaceto view andmanagethequeuefor “non-profile” contentwhenusingSystem
ReplicationSettings.Non-profilecontentis thingsthatdonotapplyjustoneprofile,suchas
System Wide Settings .

SystemReplication TargetStatus

Allowsyou to checkthestatusof all theprofileson thissendermachineagainstall SystemReplication
targetsat once,indicatingwhichprofilesarepresentandwhicharen’t. It alsoallows you to createthe
missingprofileson thetargets.

Accounts& Groups

Thissectionprovidesinformationto maintainmultiple login accountsfor accessto theSearchAppliance
administration.All usersarelistedon thispage.Youmayaddusers,deleteusers,andchangeindividual
userpasswords.Thedefault user, calledadmin , maynotbedeleted.
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TheAccountspagealsoallows you to createmultipleadministrative users.Thereis nodistinctionamong
themafterthey arecreated.All usershave full administrative permissions,andthey maycreateanddelete
any useror changeany user’s password. This is abasicsecuritymechanismmeantto keepunauthorized
personsfrom usingthewebbasedadministrative interface.Thepurposeof supportingmultiple
administrative usersis thatyoucancreatedistinctpasswords,whichyoucanrevoke in thefuturewithout
needingto changeasingleglobalpassword thatall administratorsknow.

Usernamesmayonly containletters,numbers,andunderscores,they mustbegin with a letter, andthey must
be20charactersor less.Namesandpasswordsarecasesensitive.

Thepasswordsareone-way (forward)encrypted.Thismeansthata forgottenpassword maynotbe
discovered.Theonly way to dealwith a forgottenpassword is to changethepassword.

Usergroupsmaybecreatedon thispage,by clicking theAdd a Group link. Existinggroupsmaybe
editedor deletedwith theappropriatelinks. Usergroupsareusedto associateadministrative usersinto
similar-privilegegroupsfor easieraccesscontrolmaintenance.SeetheUserGroupssectionfor moredetails
(p. 127).

AccessControl Lists

TheAccessControlpageallows configurationof administrative users’accessto administrative actions
(creatingprofiles,startingwalksetc.).In conjunctionwith usergroups,accesscontrolcanbeusedto restrict
certainusersto only certainactions,insteadof allowing all usersaccessto all administrative functions.See
theAccessControlsectionfor moredetails(p. 127).

Extra Downloads

Provideslinks to auxillarydownloadsfor theSearchAppliance.This includesexampleprogramsfor
interactingwith theSearchAppliance.

Repair Tools

Providesinternalverification(andany necessaryfixes)of Appliancesystems,includingactions
automaticallytakenat upgrades.

Thesearetoolsaremeantto addresssituationsthattheApplianceshouldnotnormallyfind itself in Only use
at therequestof TechSupport.

CheckVersionUpgradeActions

ThereareinternalactionsautomaticallyperformedwhentheSearchApplianceupgradesbetweenmajor
versions,suchascreatingnew databasetables.If somethingunexpectedwentwrongin theupgradeprocess,
thissectionletsyoucheckfor andre-applytheupgradeactions.This is usuallynotneeded,andshouldonly
bedoneundertheadviceof ThunderstoneSupport.
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Re-output XSL files

In thepast,whenaprofilewasrestoredfrom backupor madeasacopy, it waspossiblefor aprofile’s XSL
filesondisk to becomeoutof syncwith theprofile’s settings.Thishasbeenfixed,but customersthathad
restoredprofilesusingold softwaremayhave profilesin thisstate.

This tool checkswhichprofileshave XSL settingsandfiles,andwill re-writetheprofile’s XSL datato disk
if necessary. Not normallyneeded.

Re-schedulewalks

In thepast,whenaprofilewasrestoredfrom backup,it wasnotactuallyscheduledwith theprofile’s rewalk
schedulesetting.Thishasbeenfixed,but customersthathadrestoredprofilesusingold softwaremaystill
have profilesin thisstate.

TheRe-schedule walks sectionconfirmsthatall profiles’schedulesmatchtheir rewalk schedule
settings,andallows there-applicationall profile’s scheduledsettingsto thewalk scheduler. Not normally
needed.

Docs

Thisprovidesahyperlinkto theonlineversionof thisdocumentation.It alsocontainsa link to downloada
PDFversionof thisdocumentation.

3.4 BasicWalk Settings

Thispagecontainsthesettingsthatareusedmostcommonly. They areavailablein
Basic Walk Settings .

Thesettingson theBasic Walk Settings pageareasubsetof thesettingson theAll Settings
page.Usethepagethatis mostconvenientfor yourcurrenttask.

3.4.1 Walk Summary

This is informationalonly. It containssummaryinformationaboutthemostrecentwalk and
recategorizations.Theinformationincludesthedateandtimeof thewalk, whetherthewalk wassuccessful,
how many pageswereindexed,andthenumberof duplicatepages.

3.4.2 Notes

This is ascratchpadareafor theadministratorof theprofile. It in nowayaffectsthewalk or search.



3.4. BASIC WALK SETTINGS 51

3.4.3 BaseURL

Syntax:oneor moreURLs,oneperline

This is theaddresswherethewebwalker will startwalkingyoursite. If thewholesiteis to besearched,
simplyenteryourwebaddress,for example“http://www.mysite .c om”. If thesearchis to belimited,
specifytheaddressto startthesearchor createapagelisting theURLs to search.Thesearchwill only
returninformationfrom yourwebsite- nooff-sitesearchingwill bedone.DirectoryURLsshouldincludea
final forwardslash“ / ”. Example- “http://www.some host .c om/my si te / ”. If youhave avirtual
domainthatjust redirectsto anotherURL, enterthedestinationURL asyourBaseURL insteadof your
virtual domainname.

YoumayspecifymultiplebaseURLs to index multiplesites;theSearchAppliance’s ideaof a “site” is a
singlehostasidentifiedby thehostnameportionof aURL. Thereforehttp://www.mys it e.c om,
http://www2.mys it e. com, andhttp://mysite.co mwouldall beconsidereddifferentsites.

In version4.02.1046373961Feb272003andlater, thespecial“protocol” http-post or https-post
maybeusedfor aBaseURL. ThisusesthePOSTmethodinsteadof theGETmethodto fetchtheURL,
usingthequerystringasPOSTdata(it mustbeURL-encoded).Thiscanbeusedto startwalkingat a login
pageform thatrequiresPOSTinsteadof GET. NotethattheURL storedin thehtml tablewill have the
-post andquerystringremovedfor security. DuringaRefresh walk, whena URL is aboutto be
refreshed,theprobableBaseURL thatled to it (i.e. theonewith thelongestprefix)will alsobefetched.
Thishelpsensurethatlogin cookiesareproperlyrestoredto allow theSearchApplianceaccessduringthe
refresh.Example:

“http-post://www. somehost .co m/lo gi n. asp ?use r= bi gbi rd &pass=open- sesame”

In version5, ausernameandpassword maybegivenin theBaseURL. Normally, if only onelogin is
requiredto accessthesiteto bewalked,theusernameandpassword shouldbegivenin theLogin Info walk
setting.However, if severaldifferentloginsarerequired,theadditionalloginscanbespecifiedas
user:password@ prefixedto thehostnamein theBaseURL. Notethattheuser/passis for WWW Basic
Authentication.If yoursiteusesacustomor form-basedlogin, usehttp-post instead.Example:

“http://MyName:My Pass word @www. myhost .co m/lo gi n. asp ”

SeealsoURL file 3.5.7,URL URL3.5.8,Single page 3.5.9,Page file 3.5.10,andPage URL
3.5.11for morewaysto specifyURLs.

3.4.4 Enterprise

Syntax:asingledomainname

Thenameof yourcompany’s domain.This is usefulif yourcompany’s webpresenceconsistsof multiple
hostswithin its domain,andyouwantthemall indexedtogetherasaunit.

Thisallows you to walk any URLsencounteredduringthewalk of thebasesite(s)thatarewithin thegiven
domain.TheSearchAppliancewill attemptto guessthisvaluefor you,but youmaysetit to whatever you
wish. ChecktheYes box to enablethis feature.

SeealsoExtra domains 3.5.16which is thesamebut allows morethanonedomain.Theseoptionsmay
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beusedtogether.

3.4.5 Robots

Syntax:selectYesor No buttons

robots.txt

With thissetto Yes,theSearchAppliancewill initially get/robots.txt from any sitebeingindexedand
respectits settingsfor whatprefixesto ignore.Ignoringrobots.txtis notgenerallyrecommended.

SeealsoRobots.txt 4.5.

Meta

Respectthemetatagcalledrobots . With thissetto YestheSearchAppliancewill processandrespectthe
robotcontrolinformationwithin eachretrievedHTML page.

SeealsoRobots.txt 4.5.

3.4.6 Allow Extensions

Syntax:oneor morefile extensionsseparatedby space

A list of theURL extensionsthatthewalker will accept.Thedefault list is empty, i.e. all extensionsare
allowed. Includethe. in eachextension.

To searchMS-Worddocuments,use.doc . For Shockwave/Flashuse.swf . For WordPerfectdocuments
specifywhatever extensionyouuseandensurethatthewebserver returnstheMIME type
application/wor dper fe ct asthereis noconsistentextensionfor WordPerfectdocuments.Any
extensionsnot listedherewill notbesearchedor walked.

A few otherextensionsyoumayfind usefulare

.asp

.cfm

.jsp

.shtml

.jhtml

.phtml

3.4.7 All Extensions

Syntax:selectYesor No button

Retrieve all files insteadof only thoselistedin Allow Extensions . This turnsoff checkingof URL
extensions.All URLswill beretrievedregardlessof theextension(includingimagesandsuchfiles).
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3.4.8 ExcludeExtensions

Syntax:zeroor morefile extensionsseparatedby space

A list of URL extensionsthatthewalker will reject.Thedefault is empty, i.e. noextensionswill berejected.
Includethe. in eachextension.

3.4.9 Exclusions

Syntax:zeroor morestrings,eachonaseparateline

ExcludesURLscontainingany of thespecifiedliteral stringsanywherein theURL (hostname,path,or
query).

SeealsoExclusion REX3.5.19andExclusion prefix 3.5.20for morewaysto excludeURLs.

3.4.10 Walk Delay

Syntax:adecimalnumberfrom 0 to 10

CausestheSearchApplianceto wait thespecifiednumberof secondsbetweenpagefetches.Normallyset
this to 0, andtheSearchAppliancewill fetchandprocesspagesasquickly asit can.IncreasetheWalk
Delayif thewebserver cannothandlebeinghit rapidly. Increasingthisvalueforcesthewalk to take at least
thefollowing numberof secondsto complete:theWalk Delaynumbertimesthenumberof pagesonthesite.

Decimalnumbersmaybespecified- 0.1 will causeit to walk nomorethan10pagespersecond,etc.

Note: Usingadelaylargerthan0 forcesThreads (3.4.11)to 1. A delaydefeatstheadvantageof multiple
threadsandlargedelayscouldcauseunexpectedpagefetchtimeouts.

3.4.11 Parallelism

Syntax:wholenumbersfrom 1 up

Thr eads

This is themaximumnumberof simultaneouspagefetchingthreadsto allow againsteachsite.Setting
Threadshigherthan5 is probablynotveryhelpful,unlessyouhave many “SinglePages”thatareonvarious
hosts.

Servers

This is themaximumnumberof differentwebserversto walk simultaneously. Settingthis toohighcan
stressyourmemory, cpu,andnetwork.

3.4.12 Verbosity

Syntax:wholenumberfrom 0 through4
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Setshow muchinformationthewalker shouldprovideaboutwhatit’sdoing.Thedefault verbositylevel is
2. Thevaluesaredescribedin thefollowing table.

Table3.1: VerbosityLevels
Level Description
0 Issuenomessagesexcepterrors
1 DisplaystartingpointURLs
2 Displayselectedsettinginfo
3 List URLs foundin URL files
4 Indicatewhy URLsarerejected

Thelevelsarecumulative. In otherwords,eachlevel includesthepreviouslevels.

Warning:at Verbosity4, full PrimerURLswill beprintedto theWalk StatusLog. If youusePrimerURLs
thatcontaincredentialsthatyoudon’t wantothertheSearchApplianceadministratorsto see,you will need
to restrictaccessto theWalk Status,in additionto thePrimerURL, whenusingVerbosity4.

3.4.13 DisableWalks

Whensetto Y, nowalk will launchfor thisprofile for any reason(manuallyrun,schedule,etc).Notethat
evenif setto N, walksmaystill begloballydisabledif theSystemWideSettingDisable All Walks is
set.

Thiscanbeusefulwith profilesthatshouldbedataload-only, or for profilesthatwantto guaranteetheir
contentwon’t change.

3.4.14 Rewalk Type

Syntax:selectfrom dropdown box

Thisdetermineshow rewalksareperformed.

New

ThetypeNewcreatesanew databaseanddoesacompletewalk of everything,startingwith theBaseURLs.
A Newwalk doesnotdisturbtheexistingdatabase.

Refresh

Thedefault rewalk typeRefresh updatestheexistingdatabase,andonly downloadsfiles thathave been
modifiedor createdsincethelastwalk. Pagesthatareno longerpresenton theserver areremovedfrom the
database.

Hereareotherconsiderationsfor usingRefresh . Pagesthatwerereferencedbut weremissingin the
initial walk (thewalk prior to theRefresh ), but wereaddedaftertheinitial walk, will bemissedby
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Refresh if theirparentpagehasnotbeenmodified.If youchangeyoursettingsto bemoreinclusive (i.e.
addextensions,ignorerobots,adddomains,etc.),youshoulddoaNewwalk once,becauseaRefresh is
not likely to find thenewly alloweddata,unlessall of thepagesleadingto thisdatahave beenmodified.

If morethan30%-50%of yoursitechangesbetweenwalksyoumaybebetteroff usingaNewwalk instead
of Refresh . Also, many dynamiccontentgeneratorsdonotgivemodifieddateswhichwill causeevery
pageto berewalked. In thatcaseyoushoulduseNewinsteadof Refresh .

Refreshin version5 vs. 4

In theSearchApplianceversion4 andearlier, therefreshwalk checkedeverypagein thedatabaseto
determinewhetherit neededupdating.Sinceonly changedpagesneedupdating,andthosearetypically a
smallpercentageof thesite,checkingfor changedpagesis fasterthandoingacompletenew walk.
However, it is still time-consuming,becausethewebserver mustbeaccessedfor everypageon thesite,and
only thewebserver caninform theSearchAppliancewhetherthepagehaschanged.

In theSearchApplianceversion5 andlater, thereis animprovedrefreshprocess.Thewalk is adaptedto
focuson thesmallbut importantgroupof changingpages.As eachpageis walked,a refreshperiodis
calculatedfor thatindividualpage.Thecalculationis basedonwhetherthepagehaschangedsincethelast
time it wasfetched,andhow longagothatfetchwas.This refreshinformationis usedto determinewhen
thepageshouldbecheckedagain.In thisway, thewalk prioritizesthewalkingof pagesthatchangeoftenor
arenew, andit delaysthefetchof pagesthatseldomchange.

Thus,whenawalk (scheduledor manual)takesplace,only thepagesthatneedto berefreshednow are
actuallyfetched– not theentiredatabase.Theresultis adatabasethatis updatedby aprocessthat
consumesfewer server resources.

Rewalk TypeSummary Table

Thefollowing tablesummarizesthetrade-offs for thenew andrefreshrewalk types.

Method Advantages Disadvantages
New Guaranteesmostaccuraterepresentation

of currentsite.
Usesmorebandwidthandtemporarydisk
space.

Doesnotdisturblivesearchdatabase. Longer time beforesite changesare re-
flectedin live search.

Refresh Faster. Couldgetoutof syncwith actualsiteun-
derrarecircumstances.

Useslessbandwidthandtemporarydisk
space.

A lot of changedpagescould substan-
tially slow searchesduringthewalk.

Site changesare reflectedin live search
muchsooner.

RequiresIf-Modified-Sin ce sup-
portonwalkedwebserver.

3.4.15 Rewalk Schedule

Syntax:selectfrom dropdown boxes
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Thisperformsa rewalk on theschedulespecified.Therewalk actionis thesameastheonethatcanbe
startedmanuallyby clicking theGObutton.TheFrequency defineshow oftento automaticallyrewalk.
TheHour defineswhichhourto starttherewalk for daily or weeklyruns.

Youcandefinemultiplewalk schedulesfor thesameprofileby clicking theAdd More Schedules link.
Thisgivesyoumoregranularcontrolin settingschedules.For example,insteadof choosingbetween
once a day andonce an hour , youcanhave awalk launch3 timesadayby makingthe3 schedules

� Daily at 8AM

� Daily at 12PM

� Daily at 4PM

To remove aschedule,setits Frequency to -None- .

SeealsoNotify 3.5.2.If youareusing“On Change ” seealsoWatch URL3.5.1.

3.4.16 Action Buttons

Thesebuttonstell theSearchApplianceto dosomethingnow. Only thebuttonsapplicableto thecurrent
statusaredisplayed.Thebuttonsareasfollows:

� Update : Save thecurrentsettingsfor futureusebut don’t begin awalk.

� GO: Begin awalk usingthecurrentsettings.

� Update and GO: Save thecurrentsettingsthenbegin awalk usingthosesettings.

� STOP: Stopandabandonthewalk thatis currentlyrunning.

SeetheWalk Settingssection(3.3) for detailsabouttheoperationof thesebuttons.

3.5 AdvancedWalk Settings

Thesearetheadvancedsettingsthatareusedlesscommonlythanthesettingsavailablein
Basic Settings . Theadvancedsettingsareavailablein All Walk Settings .

3.5.1 Watch URL

Syntax:anHTTPURL

TheURL specifiedherewill berefreshedevery time thatTheSearchAppliancestartsa refreshwalk. This
canbeusedif youhave apagethatlistsnew documentsthatareaddedto thesiteasit will ensurethatthe
links arefoundassoonaspossible.
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3.5.2 Notify

Syntax:anemailaddress

If this is set,asummaryreportwill besentto thesuppliedemailaddresswhenascheduledrewalk occurs.

3.5.3 Attach Logs

Thisselectsthelog files to attachto thewalk notification.Thelog filesandwalk errorsarefor theperiodof
therefreshwalk, andaresentastabseparatedfiles thatcanbeopenedwith programssuchasExcelfor
furtherprocessing.

If thequerylog is attachedit will beclearedafterbeingemailed.This is analternative to separatequerylog
rotationandemailingandis particularlyusefulwhenusingmodenew for rewalksandyoudon’t wantto
losethequerylog. SeealsoRotate Schedule (section3.6.3).

3.5.4 Categories

Syntax:textualnameandURL patternpairs,additionalinputboxeswill appearasyoufill theonesprovided

TheSearchAppliancecancreatesearchablesub-categoriesthatwill appearin adropdown boxon the
Searchpage.Enterthenameof thecategoryon theleft, andits correspondingURL patternon theright.
URL patternsmaycontainasterisk(* ) to indicate“anything” andquestionmark(?) to indicateany single
character. Theremaybemorethanonepatternfor eachcategory. Separatemultiplepatternswith space.
Thefollowing tableprovidesanexample.

Table3.2: ExampleCategories
Category URL Pattern
Demonstrations http://SERVER/ demos/ *
Manuals http://SERVER/ manual /*
Books http://SERVER/ a1/* http://SERVER/b 3/ *

Thisexamplewouldcreateacategorynamed“Demonstrations ” whichwouldonly searchtheURL
“http://www.mysit e. com/demos/ ” andany files underthisdirectory, therebycreatingamore
concisematchto theuser’s search.Thesameis truefor “Manuals ”. However, the“Books ” category
would includepagesfrom boththe“a1” and“b3” directories.Theuserwouldnow have theoptionto
searchwithin just thesecategoriesor theentiredatabase.Thepatternshouldnotbeasinglepageunlessyou
wantacategorywith asinglepagein it (e.g.“http://www.mysit e. com/manual/ in dex .h tml ”
wouldbeincorrect).It shouldtypically beaprefix for a directorythathasmultiplepageswithin it followed
by anasterisk(* ).

For bestsearchperformance,categoriesthatoverlaponeanother– i.e. containpagesin common– should
belistedmost-commonly-searchedfirst.

Note:URL Patternswill notbeusedto determinecategoriesif any DataFromField rulessetCategory .
PleaseseetheData From Field (p. 64) for moredetails.
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3.5.5 CategoriesType

Syntax:radiobuttonchoice

TheCategoriesTypesettingsetswhattypeof categoriesarebeingused,andhow to optimizecategory
searches.It setto oneof:

� Auto-detect
Automaticallydetectwhatkind of category is beingusedonaper-category basis,andoptimize
searchesaccordingly. This letsnon-overlappingcategories(i.e. thosewhosepagesdonotoccurin
any othercategory) besearchedfastest,while still supportingoverlappingcategoriesasfastas
possible.This is thedefault mode.

� Overlapping
Assumethatany categorymightoverlapanother. Categorysearcheswill beslower thanwith theother
modes.ThismodewasusedbeforetheCategoriesTypesettingexisted.It canbesetasa fallbackif
thecachedoverlapdatais believedto beincorrectfor somereason,e.g.categorysearchesarewrong.

� Non-overlapping
Assumethatnocategoryoverlapsanother. All category searcheswill beasfastasthefastest
Auto-detect modesearch,but searchesfor overlappingcategoriesmaynotshow all results.This
modecanbesetto forcehigher-performancesearchesat thepotentialexpenseof accuracy.

For bestsearchperformance,categoriesthatoverlaponeanother– i.e. containpagesin common– should
belistedmost-commonly-searchedfirst in theCategoriessettinglist. Also, theCatnoLowest field
shouldbeselectedasoneof theCompoundIndex Fields (p. 76. Theseguidelineswill allow the
Auto-detect modeto optimizethemostsearchesto thefastestpossiblespeed.

3.5.6 DBWalker

Hereyoucanselectonemoremoredatabasewalkingconfigurationsto includein thisprofile. Thiscanbe
donein additionto specifyingany BaseURLs(section3.4.3).To selectmultipleconfigurations,holdCtrl
while clicking in theselectbox.

For moreinformationon thedatabasewalker module,pleaseseetheDBWalker (4.21,pg. 162)of the
manual.

3.5.7 URL File

Syntax:thefull pathto afile on thewebserver’s disk

Thisallows you to specifyafile containinga list of siteURLs to walk. This is anadditionalwayof
specifyingmoreBaseURLs3.4.3.Thisfile will berereadeachtimearewalk is started.In thefile, thelist of
URLscanbeoneURL perline (preferred)or delimitedby any numberof spaces.
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3.5.8 URL URL

Syntax:anHTTPURL to aplain text file (notHTML)

Thisallows you to specifytheURL of aplain text file containinga list of siteURLs to walk. This is an
additionalwayof specifyingmoreBaseURLs3.4.3.ThisURL will berefetchedeachtimea rewalk is
started.In thefile, thelist of URLscanbeoneURL perline (preferred)or delimitedby any numberof
spaces.

Warning:Dueto thenatureof Stay Under , a largenumberof URL URLs(1000+)in differentdirectories
will causethewalk to progressveryslowly, asall URLsencounteredwill needto becheckedagainstevery
oneof thosedirectories.In suchasituation,we recommendturningoff Stay Under andinsteadwriting
yourown Required Prefix /Required REXexpressions,whichwill bemoreefficient.

3.5.9 SinglePage

Syntax:oneor moreHTTPURLs,oneperline

HereyoumayspecifyURLsfor individualpagesto includein theindex. Thesepagesarefetchedandstored
in thedatabaselike othersbut thehyperlinkson themarenot followedduringawalk.

If youchangethisandclick “Update ” insteadof “GO” theaddedpageswill befetchedimmediatelyand
addedto theexistingdatabase.Pagesremovedfrom thelist will NOT beremovedfrom thedatabaseuntil
thenext rewalk.

3.5.10 PageFile

Syntax:thefull pathto afile on thewebserver’s disk

Thismaybeusedto specifyafile containingURLs for individual pages.

If youchangethisandclick “Update ” insteadof “GO” theaddedpageswill befetchedimmediatelyand
addedto theexistingdatabase.Thefile itself is notcheckedfor changes,andpagesremovedfrom thefile
will NOT beremovedfrom thedatabaseuntil thenext rewalk. In thefile, thelist of URLscanbeoneURL
perline (preferred)or delimitedby any numberof spaces.

SeealsoSingle page 3.5.9.

3.5.11 PageURL

Syntax:anHTTPURL to aplain text file (notHTML)

Thismaybeusedto specifytheURL for aplain text file containingURLs for individualpages.In thefile,
thelist of URLscanbeoneURL perline (preferred)or delimitedby any numberof spaces.

If youchangethisandclick “Update ” insteadof “GO” theaddedpageswill befetchedimmediatelyand
addedto theexistingdatabase.Thefile itself is notcheckedfor changes,andpagesremovedfrom thefile
will NOT beremovedfrom thedatabaseuntil thenext rewalk.
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SeealsoSingle page 3.5.9.

3.5.12 Strip Queries

Syntax:selectYesor No button

Stripquerystringsfrom all URLs. SomeURLshave querystringson theendindicatedby aquestionmark
(?). With thisoptionsetto Yes,all querystringsareremovedfrom URLsbeforethey areprocessedor
retrieved.

3.5.13 KeepQuery Vars

Syntax:comma-separatedlist of queryvariablenames

If set,theSearchAppliancewill remove all but thethesequeryvariableswhenwalkingURLs. Thiscanbe
usefulwhenyouknow only a few selectqueryvariablesareimportant,andothersmayappearbut are
irrelevant.

All thenamedvariablesarenot requiredto bepresent,they aresimply theonesthatwill belet through.

For example,settingKeepQueryVarsto id,type will turn theURL

http://www.mysi te .c om//p age. aspx?st at e=A3N4&id =432&pri nti t= Y

into

http://www.mysi te .c om//p age. aspx?id =432

3.5.14 IgnoreQuery Vars

Syntax:comma-separatedlist of queryvariablenames

If set,theSearchAppliancewill remove thesequeryvariableswhenwalkingURLs. Thiscanbeuseful
whenyoucanestablisha few irrelevantqueryvariables,but anythingelsewouldbesignificant.

URLswith thesequeryvariablesdonotcauseany kind of error, they simplyhave thevariablesstrippedout
andcontinueprocessingnormally.

For example,settingIgnoreQueryVarsto printit will turn theURL

http://www.mysi te .c om//p age. aspx?st at e=A3N4&id =432&pri nti t= Y

into

http://www.mysi te .c om//p age. aspx?st at e=A3N4&id =432

3.5.15 IgnoreCase

Syntax:selectYesor No button
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This tells theSearchAppliancewhetherto ignorecasein URLsor not. Thecaseof hostnamesis always
ignoredbut thecaseof pathsandfilenamesis respected.Somewebserversdon’t respectcaseandpeople
usevariousrandomcapitalizationswithin filenamesmakingthesamefile look like differentURLs.

3.5.16 Extra Domains

Syntax:oneor moredomainnamesseparatedby spaceor line break

Allow walk to fetchpagesfrom any hostin thespecifieddomain(s).Any URL with ahostnameendingin
any of thespecifieddomainswill beaccepted.

e.g.:GivenabaseURL of http://www.mysit e. com/ andextradomainothersite.com the
SearchAppliancewill walk all of www.mysite.com andany URLsreferringto any machinein
othersite.com .

Thisoptionis nota “restricter”but an“enabler”.All hostsspecifiedwill bewalkedandany othersthat
matchthegivendomain(s)will alsobewalked.

Note: ThisoptiondoesNOT directthewalk to completelyindex everywebserver in thespecifieddomain.
It simplyallowswalking themif a referenceto themis encountered.

3.5.17 Extra Networks

Syntax:oneor moreIP addressprefixesseparatedby spaceor line break

Allow walk to fetchpagesfrom any hostwithin thenetwork specifiedby thenumericIP address(es).

e.g.:GivenabaseURL of http://www.mysit e. com/ andextranetwork 192.0.2 theSearch
Appliancewill walk all of www.mysite.com andany URLsreferringto any machinehaving anIP
addressprefixmatching192.0.2 .

Note: ThisoptiondoesNOT directthewalk to completelyindex everywebserver in thespecifiednetwork.
It simplyallowswalking themif a referenceto themis encountered.

Note: Usingthisoptionhasthepotentialto slow thewalk, becauseeveryURL’shostnamemustbelooked
up. If therearemany differentoff-sitehosts,or yourDNS is slow, thewalk maybeslowedsubstantially.

3.5.18 Extra URLs REX

Syntax:zeroor moreregularexpressions(REX), separatedby spaceor line break

Restrictswalksto fetchURLsonly matchingany of thespecifiedregularexpressionsanywherein theURL
(hostname,path,or query)whentheBaseURL matches.

If aBaseURL is matchedby anExtraURLsREX, thentheonly URLs thatmatchtheExtraURLsREX
will bewalkedonthathost.If aBaseURL doesnotmatchanExtraURLsREX, thenit is walkedasnormal.

It is a rarelyusedsetting,mostcommonlyusedin conjunctionwith ahostnameto fetchmatchingURLson
anadditionalhost.Links still needto befoundto thosepagesfor themto beindexed.
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For example,with thefollowing ExtraURLsREX:

>>=http://produ ct s\ .mysi te \. com=!su ppli er id +su ppli er id \=B ig Co

(whichmatchesaURL thatbeginswith products.mysit e. comandcontainssupplierid=BigC o),
andusingthefollowing BaseURLs:

http://products .mys it e.c om/l is tP rod uc ts .a spx?s uppl ie ri d=Big Co
http://help.mys it e. com/i ndex .a spx

TheExtraURLsREX matchestheproducts.mysit e. comURL, soonly pageswith
supplier=BigCo will bewalked,while all of help.mysite.com will bewalked(following other
inclusion/exclusionrules).

Availablefrom version4.3.9 .

SeealsoExtra Domains , p. 61.

3.5.19 ExclusionREX

Syntax:zeroor moreregularexpressions(REX), eachonaseparateline

ExcludesURLsmatchingany of thespecifiedregularexpressionsanywherein theURL (hostname,path,or
query).

Table3.3: ExclusionREX examples
REX Matches
/scratch[0-9]/ asubdirectorynamedscratch followedby asingledigit
[ˆ\alnum]test[ ˆ\ aln um] theword test (but not retest or tester etc.)

SeealsoExclusions 3.4.9,Exclusion prefix 3.5.20andExclude by Field 3.5.22.

3.5.20 ExclusionPrefix

Syntax:zeroor moreURL prefixes,eachonaseparateline

ExcludesURLsbeginningwith any of thespecifiedprefixes.TheentireURL (hostname,path,andquery)is
usedfor comparison.

Examples:

http://www.mysi te .c om/sc ra tc h0/
http://www.mysi te .c om/sc ra tc h1/
http://www.mysi te .c om/bo oks/ t

SeealsoExclusions 3.4.9,Exclusion REX3.5.19andExclude by Field 3.5.22.
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3.5.21 RSSFeeds

Syntax:selectfrom options

RSS Feeds determinesthebehavior takenwhena RSSor Atom feedis encounteredduringawalk, either
by directly linking or anembedded<link rel="alternate" >.

� Follow Links Only (default)- Links listedin thefeedarefollowed,but thetext contentfeed
itself is not indexed.

� Index Content and Follow Links - Links listedin thefeedarefollowed,andthefeed
itself is consideredsearchablecontent.Thetitle anddescriptionof thefeedareindexed,aswell asthe
titlesof theentriesin thefeed.

3.5.22 Excludeby Field

Syntax:Metamorphquery, field to search,whatto exclude

Thisprovidesmoreflexible controlof whatto excludeandhow to excludeit. Oneexclusionperrow of
controlsmaybeentered;new blankrowswill beprovidedasrowsareused.TheMetamorph Query
columnis whereaMetamorphquery(i.e. a typicalsearchon theSearchAppliance)is entered:e.g.several
keywordsor a regularexpression.TheField andMeta Field columnsdeterminewhatthe
Metamorph Query searches:if Meta Field is non-blank,thatnamedmetafield is searched,
otherwisethefield selectedin Field is searched.TheExclude columncontrolstheactionfor pagesthat
matchthequery:Pages and links indicatesthatboththematchingpageandits links areto be
excluded;Pages only indicatesthatthematchingpageis to beexcludedbut its links arestill followed–
this is usefulfor excludingnavigation-onlypages;Links only indicatesthatthepageis still includedbut
its links areexcluded.

SeealsoExclusions 3.4.9andExclusion REX3.5.19.

3.5.23 Additional Fields

Syntax:Name,Type,Searchable,Sortable,Output

Theadditionalfieldsallow you to addup to threeadditionalfieldsto theindex. Thesefieldscanbeincluded
in theoutput(if youusetheXML outputstyle),sortedon,andsearchedon. They arepopulatedwith the
Data from Field settings(p. 64).

� Name- specifiesthenameof theadditionalfield. It alsospecifieselementthatwill hold thefield
contentsif it is outputin XML. Thenamemustbeavalid XML elementname(maycontainonly
alnum or -_ andmuststartwith a letteror _).

� Type - specifiestheinternalstoragetypefor theadditionalfield. AnythingcanbestoredasText , but
if youwantto donumericor datecomparisons(suchassorting),youhave to useanappropriatedata
type.
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� Searchable- specifieswhetherthisadditionalfield is directlysearchable.This is donewith an
additionalURL parameterthatis separatefrom thenormalquery. PleaseseetheAdditional Fields
sectionof Proceduresand Examples, p. 161,for moredetails.

� Sortable - specifieswhetheryouallow sortingby thisadditionalfield. This is donewith theorder
searchparameter. PleaseseetheAdditional Fieldssectionof Proceduresand Examples, p. 161,for
moredetails.

� Output - specifieswhetherthisfield shouldbeincludedwith theoutputfor XML results.Notethat
thisONLY refersto XML output,noneof the’stock’ resultstyleswill includeadditionalfields. If you
wantanadditionalfield to show up in yoursearchresults,youmustsetOutput to Y for thefield, use
theXSL Stylesheet resultstyle,andcustomizethestylesheetto displaytheelementfor the
AdditionalField.

NotethatonceAdditionalFieldsarecreatedandused,changingtheirorderor Typemayalterothersettings
thatusethem,suchasData from Field (p. 64), Index Fields (p. 76)or CompoundIndex Fields (p. 76).

3.5.24 Data fr om Field

Syntax:REX expression,Replaceexpression,field to search,whereto storeit

Thisprovidesalternatemeansof settingboththeHTML fields(Modify Date , Title , Description )
andany AdditionalFields.It allows gettingpageinformationfrom non-default placesby searchingand
optionallyreplacingthedata.New blankrows will beprovidedasrows areused.Seebelow for examples.

REX Search - Allowsyou to specifyaREX expressionto narrow down whatcontentsof the
From Field will beused.Leave it emptyto usetheentirefield.

NotethataREX Search MUST bespecifiedfor thefollowing From field types:

� HTML

� Text

Youcanspecifythey entirefield for theseby using.+ astheREX Search .

Replace- Replace canbeusedto specifyasubsetof thevalueto bestoredin theTo field (or subsetof
thematch,if you’re usingREX Search . It usessandr replacementstringsyntax.

From Field - specifieswhatthesourcefield is for thedata.

� HTML- theraw HTML sourceof thepage.

� Text - thetext of thepage,afterHTML renderinghasbeenapplied.

� Title - theHTML title of thepage

� All Meta - thecontentsof all meta headersspecifiedin theHTML page.
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� Meta Field -> - thecontentsof aspecificmeta field, specifiedin thenext inputbox,From
Meta Field.

� Keywords - thecontentsof thekeywords metaheader.

� Description - thecontentsof thedescription metaheader.

� Mime Type theMIME typeof thepage.Thismayhave beenderivedfrom theContent-Type
header, a<META HTTP-EQUIV> tag,or theURL extension,dependingonwhatis available.

� URL- theURL of thepage.

� URL Decoded - thedecodedversionof theURL. Any %XX’URL-safe’ sequencesin theURL are
replacedwith their realcharacters.E.g. Pre%20%2D%20Expense%20Repor t. doc is decoded
into Pre - Expense Report.doc .

� URL Protocol - theURL’sprotocol,e.g.http .

� URL Host - thehost(withoutportnumber)from theURL.

� URL Host and Port - thehost(andportnumberif given)from theURL.

� URL Path - thefile pathfrom theURL.

� URL Path Decoded - thefile pathfrom theURL, URL-decoded.

� URL Anchor - theanchorfrom theURL (if any), i.e. thepartafterthe# (poundsign).May notbe
availableif alreadystripped.

� URL Query - thequerystringfrom theURL (if any), i.e. thepartafterthe? (questionmark).

� URL Query Var -> - thevalueof theURL query-stringvariablenamedin From Meta Field,
URL-decoded.

� Referrer’s Data - thevalueof a referringpagesfield. Storerefsis requiredfor this. Thefield
selectedwill bethesamefield beingpopulated.

From Meta Field - If Meta Field -> or URL Query Var -> is givenastheFrom Field, thisfield
is usedto specifywhichmetafield’s or queryvar’s contentsto useasdata.Leave blankotherwise.

Enteringtext in thisfield will forcetheuseof Meta Field -> , if FromField is setto anythingbesides
MetaFieldor URL QueryVar.

To Field - specifieswhereinformationshouldbestored.

� Modified Date , Title , Description , Keywords , Depth , andBody - Overridethe
standardfieldsextractedfrom thecontent.

� Authorization Url - PopulatestheUrl usedwhencheckingthis resultfor Results
Authorization.PleaseseetheAllow Authorization Url section(3.6.54)for moredetails.
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� Category - To populatethecategory via DataFromField,all thepossiblecategory namesmustbe
enteredin theCategorysetting.Usingoneor moreDataFromField rulesto setCategorywill cause
theApplianceto ignoretheCategories’URL Patternsandinsteadsetcategorymembershipbasedon
theseDataFromField rules.

Note:dueto thewaycategoriesarestored,if categoriesareadded,reordered,or removedafter
contenthasbeenwalked,thenaNew walk will needto beperformedto updatethecontent’s
categories.Renamingcategoriesdoesnotneeda rewalk.

� Subfetch - ThiscausestheSearchApplianceto take thevalueit finds,andperformsa fetchof that
URL. Nothingis changedby thesubfetch,but any furtherDataFromField ruleswill usethatfetched
documentasthesourceof its content.PleaseseetheSubfetchexamplebelow for asituationwhere
thiscouldbeused.

� Additional Fields - If thisprofilehasany AdditionalFields,they will beavailableasa target
To Field .

If you justaddedthenameof a new AdditionalField,you will needto hit Update for thenew
AdditionalField to appearin theTo Field list.

Data From Field Example - UsingDescription for Title

If there’s asitethatusesthesameHTML title for everypagebut hasanicedescription,you canusethe
following settingsto storethedescriptionin thetitle field (in additionto thedescription field).

REX Search - (Empty)
Replace- (Empty)
From Field - Description
From Meta Field - (Empty)
To Field - Title

Data From Field Example - usingPublishDatefor Modified Date

If you’re walkinga siteof articlesthatspecifyaPublishDate metafield for everypage,youcanusethat
field’s valueinsteadof thenormalModifiedDate.

REX Search - (Empty)
Replace- (Empty)
From Field - Meta Field ->
From Meta Field - PublishDate
To Field - Modified Date

Data From Field Example - grabbing Price from meta

If thesiteyourwalkingdefinesa metaheaderoneachpagecontainingaprice,it’s possibleto storethat
numericdatain anAdditionalField for searching.Assumingyou’ve alreadydefinedanAdditionalField
calledPrice , thefollowing settingswouldsave thatmetafield in theAdditionalField.
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REX Search - (Empty)
Replace- (Empty)
From Field - Meta Field ->
From Meta Field - Price
To Field - Price

Data From Field Example - grabbing Price from Text

Thetargetsitemightnotbeorganizedenoughto stick thePricevaluein ametaheader. If everypage
containstext in theformatPrice: $19.95 , DataFromFieldcankey in on that.

REX Search - Price:=\space+\$ \P =[ 0- 9\ .]+
Replace- (Empty)
From Field - Text
From Meta Field - (Empty)
To Field - Price

Noticethatweusethefield Text asthesource,notHTML. By operatingon theformattedtext insteadof the
raw HTML source,it allows properoperationevenif theHTML sourceusesthingslike
Price: <b>$19.95</b> or <td>Price:</td> <t d>$19 .9 5</t d>.

Data From Field Example - Subfetchto usePDF contentsfor a WebPage

Subfetch esallow you to usecontentfrom otherURLs to populatethecurrentURL’s record.Wemay
have asiteaboutarticles,whereeacharticlehasawebpagedescribingthearticle,anda link to aPDFof the
actualarticle.We’d like searchesthatmatcharticlecontentsto take usto thewebpage,not thearticlePDF
itself.

If thewebpagehasametaheadercalled“pdfLink” with aURL to thearticlePDF, wecanusethebodyof
thePDFasa replacementfor thewebpage’s bodywith two DataFromFieldruleslike this:

REX Search - (Empty)
Replace- (Empty)
From Field - Meta Field ->
From Meta Field - pdfLink
To Field - Subfetch

REX Search - .+
Replace- (Empty)
From Field - Text
From Meta Field - (Empty)
To Field - Body

TheSubfetch DataFromFieldrule fetchestheURL specifiedin thepdfLink header. While thisgrabs
thePDF, it doesn’t changeanythingon its own. Wethenpull from thePDF’s text output,andusethatasthe
Body of thecurrentwebpage.
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3.5.25� RequiredREX

Syntax:zeroor moreREX expressions,eachonaseparateline

If specified,all URLswalkedby theSearchAppliancemustmatchat leastoneof theseexpressions.
Oppositeof Exclusion REX.

3.5.26 RequiredPrefix

Syntax:zeroor moreURL prefixes,separatedby whitespace

If specified,all URLswalkedby theSearchAppliancemustmatchat leastoneof theseprefixes.

3.5.27 Max PageSize

Syntax:awholenumberfrom 1 up

Setsretrievedpagesizelimit to thespecifiednumberof bytes.Pageslargerthanthelimit will betruncated-
notdiscarded.

Note: PDFfiles tendto bevery largefor theamountof text containedwithin them.TruncatedPDFfilesare
notprocessabledueto theirdesign.Make surethissettingis largeenoughto handlethelargestPDFfile you
wantto index.

3.5.28 Max Pages

Syntax:awholenumberfrom -1 up

Limits thenumberof pagesretrievedin a run to thespecifiednumber. Use-1 for no limit.

3.5.29 Max Bytes

Syntax:awholenumberfrom -1 up

Limits thenumberof bytesretrievedin awalk to thespecifiednumber. Use-1 for no limit. Theactuallimit
is roundedup to includethesizeof thelastpagesothatit doesnotgettruncated.

3.5.30 Max Depth

Syntax:awholenumberfrom -1 up

Limits thedepthof pageretrieval to thespecifiednumber. Use-1 for no limit. Depthis determinedby
countinghow many links weretraversedto reachaparticularpage.ThebaseURLsareall at depth0. URLs
referredto by thebaseURL aredepth1, andsoon.
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3.5.31 Max URL Size

Syntax:anintegerfrom 1 through2033

Limits thesizeof URLswalked.URLs longerthanthiswill beskipped.Shouldnotexceed2033.The
default is 1024.

3.5.32 Max Requests

Syntax:anintegergreaterthan0

Thisgivesthemaximumnumberof server requests(pagefetches)to make onasingleserver connection
(i.e. Keep-Alive requests),if theserver andprotocolsupportmultiple requests.Multiple requestsper
connectionincreaseswalk speed,andis neededfor Windows/NTLM-protectedpages.Thedefault is 100 .

3.5.33 Max ConnectionLifetime

Syntax:anintegergreaterthan0

Thisgivesthemaximumlifetime (in seconds)for a connectionto aserver. Multiple requestsperconnection
maybemade(if theserver andprotocolsupportit) until theconnectionis thisold. Thedefault is 600 (i.e.
tenminutes).

3.5.34 PageTimeout

Syntax:awholenumberfrom 1 up

CausestheSearchApplianceto timeoutafterthespecifiednumberof secondsduringeachpagefetch.This
includesthetime to lookuptheIP addressof thehost,make theconnectionto theserver, anddownloada
singlepage.A timeoutdoesnotcausetheentireprocessto quit. Thatpageis just skippedandconsidered
unavailable.

3.5.35 Meta Tags

Syntax:zeroor moremetatagnames,eachonaseparateline

Thisoptiontells theSearchApplianceto look for thespecifiedmetadatain fetcheddocumentsandstoreit
in thedatabase.Then,this datais includedin text searches.Themetatags“Description”and“K eywords”
donotneedto bespecifiedherebecausethey will beindexedby default. Seebelow.

3.5.36 Standard Meta

Syntax:selectYesor No button
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Thisoptionindicateswhetherto automaticallyextractthestandardmetatags“Description”and
“K eywords” from HTML documents.If “Yes”,descriptionandkeywordsmetadatawill beextractedand
storedin their own fieldswithin thedatabase,unlike othermetadatawhichwill becollectedandplaced
togetherinto asinglemetafield in thedatabase.Thesemetatagswill beincludedin thesearchwith ahigher
precedencethanothermetatags.

3.5.37 All Meta

Syntax:selectYesor No button

Extractall metadatafrom HTML documentsandplacethis datainto themetafield for searching.This
eliminatestheneedto know thenameof all possiblemetatags,but it alsoopensthepossibilityof recording
all mannerof nonsensicalmetadata.

3.5.38 StorageCharset

Syntax:standardIANA characterset(charset)name

Thissetsthecharsetfor storingpagetext in thedatabaseduringwalks.Pageswill betranslatedto this
charsetwheninserted.If apagecannotbetranslated,it is storedandlabeledwith its sourcecharset(if
known). If left empty(thedefault) it is UTF-8 . Thischarsetshouldbeasupersetof US-ASCII (same7-bit
sequences),andtranslatableby theSearchAppliancefrom all walkedpages’sourcecharsets.

Notethatthis is notnecessarilythecharsetthatsearchresultswill bedisplayedin: seeDisplayCharset
underSearchSettings.Thissettingis thedefault valuefor DisplayCharset;seenotesunderDisplayCharset.

3.5.39 SourceDefault Charset

Syntax:astandardIANA characterset(charset)name

If thesourcecharsetfor awalkedURL is not labeledandcannotbedetermined,assumeit is thischaracter
set.Default is ISO-8859-1 . Thisshouldonly bechangedif a largenumberof walk pagesarein an
unlabeleddifferentcharset,e.g.aWindows charset.

3.5.40 XML UTF-8

Syntax:selectYesor No button

Whetherto attemptto cleanupUTF-8datafor XML output:remove invalid sequencesandcharacters.
ShouldbeYes if XML output(e.g.resultstyle8) is used(andStorageCharsetshouldbeempty).This
helpsavoid browsererrorswith XML pages.Note: if XML outputis notbeingused,thisshouldbesetto
No, ascertaincharactersthatareHTML-safebut notXML-safewill beremovedif enabled.
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3.5.41 KeepHTML

Syntax:selectYesor No buttons

Specifieswhetherto includethenamedtypeof text in thedatabase.

ALT text

ALT text from IMG or AREAtags.
� STRIKE �
Text between<STRIKE> and</STRIKE> tags.
� DEL �
Text between<DEL>and</DEL> tags.
� FORM �
Text of form elements,suchas<input> tags,<select> boxes,and<textarea> elements.

3.5.42 KeepLinks

Syntax:selectYesor No buttons

Specifieswhetherto follow thenamedtypeof links whenwalking.

Stylesheet

Links from <LINK HREF=�	�	� REL=stylesheet > tags.Notethatnon-stylesheet <LINK> tags
will still befollowed.Thedefault is N.
� FORM �
Links from <FORMACTION=�	�	� > tags.Without therestof theform properlyfilled out,suchlinks can
oftenproducenuisanceerrorpagesfrom database-drivensites.Thedefault is N.

3.5.43 RemoveCommon

Syntax:selectYesor No button

Thiscausescommonleadingandtrailing text from pagesto beremovedfrom thedatabase.This is goodfor
eliminatingnavigationmenusandotherstaticboilerplatetext at thebeginningand/orendof eachpage.

3.5.44 IgnoreTags

Syntax:oneor morepairsof strings,moreinputboxesareaddedasyou fill stringpairs

All databetweenthespecifiedbegin andendwill bestrippedfrom theHTML beforethetext is extracted.
Thesearesimplestrings,notpatternsor REX’sandthecaseis ignored.This is usefulfor excluding
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boilerplateor otherwiseunwantedportionsof HTML documents.

3.5.45 KeepTags

Syntax:oneor morepairsof strings,moreinputboxeswill beaddedasyou fill stringpairs

All dataNOT betweenthespecifiedbegin andendwill bestrippedfrom theHTML beforethetext is
extracted.Thesearesimplestrings,notpatternsor REX’s,andthecaseis ignored.This is usefulfor
extractingprimeinterestareasof HTML pageswithout thesurroundingboilerplate.

3.5.46 IgnoreCharacters

Syntax:List of characters

List charactersherewhichshouldberemovedfrom thetext andquery. Thesecanbepunctuationthatis
optional.Examplesarepartnumbers,phonenumbers,etc.Takecareto avoid removing important
characters,whichyoumaywantto delimit words.E.g.with thesetting“ -@”, thetext “part 123-45@6 ”
wouldbestored(andsearchableas)“part 123456 ” instead.

3.5.47 Plugin Split

A groupof settingsthatcontrolwhetherandhow to split anytotx pluginoutputinto multiplesub-URLs
in thetable.Non-text files,suchasPDFs,thatanytotx processesareoftenvery largeor composedof
sub-files.ThePluginSplit settingallows thesefiles to besplit up for finer-grainsearching.Split fileswill
causemorethanoneURL to beenteredin thehtml table(andthusalsoin potentialsearchresults)for the
originalURL. SuchsubsequentURLswill have ananchorappendedto distinguishthemfrom eachother;
usuallythis is thesub-filename,but it maybegenerice.g.“#part5 ” if therearenosub-files.Note:
adjustingany of thesesettingscanaffect theability of Refresh-typerewalksto completesuccessfully(New
walksoperateasusual).

Depth TheDepthsettingcontrolsatwhatdepthto split anytotx output.Eachtimeamulti-file archive is
unpackedby anytotx , thedepthincreases.Depth0 (thedefault)meanssplit at thetop level (i.e. donot
split). Depth1 would thereforeinserteachfile of aZIP file asaseparateURL in thetable.

BytesTheBytessettingcontrolshow many byteseachpartwill beafterthefile hasbeensplit. Thedefault
of 0 indicatesdonotsplit. This is usefulfor largemonolithicfiles thathave nodetectablesub-fileor page
structure.If bothPagesandBytesareset,thefirst limit reachedis usedfor eachpart.

AtPageTheAtPagesettingcontrolswhetherto forcetheBytes-controlledsplitting to occurat apage
boundary(aCtrl-L). Checkingthismaymake eachpartarbitrarily largerthantheBytessetting,becausea
partmayextendto thenext pagebreak.With thissettingunchecked,apartmaybeupto 50%largerthanthe
Bytessetting,becausethepage-breakcheckwill only go thatfarover thelimit.

PagesThePagessettingcontrolshow many pagesto groupin apart.Thedefault of 0 doesnotsplit at all. If
bothPagesandBytesareset,thefirst limit reachedis usedfor eachpart.For example,settingPagesto 10
andBytesto 100000wouldbreakat 10pagesor 100KB,whichever comesfirst. This is usefulto catch
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page-boundeddocumentslike PDFs,andsimultaneouslyavoid generatinghugetext for non-paged
documents.

PluginSplit wasaddedin version4.03.1049838346Apr 8 2003.

3.5.48 LanguageAnalysis

If Enable is setto Y, pageswalkedareprocessedthroughtheLanguageAnalysisModule(LAM), obtained
andinstalledseparately. Thismodulehelpssupportsearchingin languagessuchasChinese,Japaneseand
Korean,wherethereis oftennowhitespaceto delineateone“word” (logogram,or groupof characters)from
another, makingsearchingdifficult. TheLanguageAnalysisModuleinsertsspacesbetweenwordsin the
text of suchpages,enablingordinarynon-wildcardsearchesto matchbetter. At searchtime,users’queries
arealsopassedthroughthemodule,sothatthey canmatchtheprocessedpages’text.

Language

A two-letterISO639languagecode“hint” for theLAM. If all or a majorityof thewalkeddatais asingle
language,enteringthatlanguage’s codeherewill helptheLAM processdatabetter. Thedefault is empty
(nohint). Addedin Texis version6.00.129497588120110113.

Preserve 7-bit

Whetherto preserve theseparationof all-7-bit tokens.SometimestheLAM will separatealphanumeric
tokensthatarenot languagewords,e.g.partnumbers,causingsearchproblems.Settingthis to Y will
attemptto preserve theseparation(or lack thereof)of all-7-bit tokensin thewalkedtext.

3.5.49 CJK Mode

Syntax:selectYesor No

CJK Mode modifiesthewalk andthesearchfor betterhandlingmany Chinese,Japanese,andKorean
queries.

At index time,multi-byteUTF-8charactersareindexedasindividualwords.At searchtime,multi-byte
UTF-8charactersin thequeryareseparatedby spaces,andquotessurroundthesequenceto make it a
phrase.

Thisallows thequeryto matchwherespacingmaycauseit to otherwisenotmatch.

3.5.50 Unknown File Formats

Syntax:selectExcludeor Include

Unknown File Formats controlshow files in anunknown format(e.g.binarycontentnot identifiedasPDF,
Word,text, etc.)arehandled.If setto Exclude (thedefault), suchunknown formats’datawill beignored;
thisavoidsbloatingthecrawl databaseandqueryautocompletedictionarywith garbagebinarycontent.

If setto Include , thedatawill beincluded.Thismighthelpfind wordsin otherwise-unsearchable binary
files,but is unlikely to succeed:sincethefile formatis unrecognized,all thatcanbedoneis asimple
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strings -likescanfor ASCII wordsin thefile. If thefile doesnotstorewordsin anASCII format,only
garbagebinarycontentwill bereturned.

Notethatunlabeledplain-text files– i.e. thosenot identifiedby MIME typenorby file extension“ .txt ” –
will generallybeidentifiedby anaturallanguagescan(if runningTexis 7.01or later),andproperlypassed
as-is.Thissettingonly appliesto files thatfail thattest,i.e. areunlikely to beplain text. Addedin
Appliance9 / Webinator7.

3.5.51 PDF Title Action

Syntax:selectoption

Controlshow titlesarehandledfor PDFfiles.

� Automatic (default) - Usetheinternaltitle if oneis set,otherwisegeneratea title.

� Always Generate - Alwaysgeneratea title for thePDF, ignoringany title setin thedocument.

� Never Generate - Alwaysusetheinternaltitle from thePDF. If thereisn’t one,thetitle is left
empty.

Binaryfiles like Worddocumentscanhave titlessetinternally. They’re usuallyunset,andif they areset,it’s
likely to agoodtitle thatshouldbeused.

PDFfiles oftendiffer from this. Many PDFconverterssetthePDF’s title to theoriginalfilenamethatthe
PDFcamefrom. This resultsin aPDFwith a title likeexpenseReport.d oc , whichshowsupasthelink
text in thesearchresult.Usersclick onwhatappearsto bea Worddocument,only to arrive ataPDF
document.

SettingPDF Title Action to Always Generate tells theSearchApplianceto ignoreany internally
settitle for PDFfiles,andalwaysgenerateonebasedon thecontent.

3.5.52 Word Definition

Syntax:oneor moreregularexpressions(REX), eachonaseparateline

Setsthewordmatchingexpression(s).Eachline is a regularexpressiondefiningwhatis consideredaword
within thetextual contentof theretrieveddocumentsduringtheindex process.Thedefault expressions
index normalwordsandsomespecialitemssuchasdomainnames.

Youmaysupplymultipleexpressions,oneperline, if youcan’t defineyour ideaof all possiblewordsin one
expression.

For example,>>\alpha=\alnu m{1,2 0} will index “words”beginningwith analphabeticcharacter
followedby 1 to 20alphabeticor numericcharacters.

If Word Definition is changed,theLanguageCharacterssetting(p. 111)shouldgenerallybeupdatedto
reflectany new charactersadded.
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Changingtheworddefinitionwith Update insteadof Update and GOwill causetheexistingsearch
index on thedatato bedroppedandrebuilt. Thedatabasewill notbesearchableduringthetime thatthe
index is beingrebuilt; thismaytake severalminutesor morefor largeprofiles.

3.5.53 Text Search Mode

Syntax:selectfrom optionsor entercustommode

(Note: In earlierreleasesthissettingwasknown asCharacter Match Mode.)

Setsthecharacter-matchingmodefor text (keyword) searches.Thiscontrolsaspectslike case-sensitivity,
ignoringaccents,etc.Theselectablevaluesare:

� Loose - Ignorecase,ignorediacritics(accents),expandligatures,ignorewidth differences.Storage
Charsetshouldbeemptyor UTF-8 , thoughISO-8859-1 maysometimeswork. With this mode,
notonly will a lower-case“e” matchanupper-case“E” andvice-versa(ignorecase),but “e” will
match“ é” (UnicodeU+00E9),“oe” will match“œ” (U+0153),andfull-width will matchhalf-width
characters(for ASCII andkatakana).

� Strict - Ignorecaseonly. “e” will match“E”, but not “ é”. StorageCharsetshouldbeemptyor
UTF-8 , thoughISO-8859-1 maysometimeswork.

� Strict ISO-8859-1 - Ignorecaseonly, andassumeStorageCharset is ISO-8859-1 . For
back-compatibility. Availableonly for Text Search Mode.

� Exact - Matchcharactersexactly, respectingcase,diacritics,width etc.Availableonly for Attrib ute
Compare Mode.

� Custom -> - Usethecustommodeenteredin theCustomMode box. This is acomma-separated
list composedfrom thefollowing tokens;consultThunderstonetechsupportfor advice:

– iso-8859-1 - Assumetext is ISO-8859-1encoded.Shouldonly beusedif StorageCharset
is alsoISO-8859-1 . If this flag is notset,text is assumedto beUTF-8,thoughoccasional
ISO-8859-1characterswill usuallybeableto matchtheirUTF-8equivalents.

– ignorediacritic s - Ignorediacriticmarks(accents,umlauts,etc.).E.g. “e” will match
“ é” (U+00E9)andvice-versa.

– expandligatures - Expandligaturecharacters.E.g. “oe” will match“œ” (U+0153)and
vice-versa.Notethatwith thisflagoff, certainligaturesmaystill beexpandedif necessaryfor
case-foldingwith ignorecase .

– ignorewidth - Ignorehalf-/full-width differences,e.g.for ASCII andkatakanacharacters.

– ignorecase - Ignorecasedifferences,e.g.“e” matches“E” andvice-versa;this is the
default. Thealternative is respectcase .

– respectcase - Case-sensitive search,e.g.“e” doesnotmatch“E”. Thealternative is
ignorecase .

– unicodemulti - UseUnicodecase-comparetables,with multi-characterexpansionswhere
needed(e.g.for ligatures).Thealternative is ctype or unicodemono .
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– unicodemono - UseUnicodecase-comparetables,but donotexpandcharacters.The
alternative is ctype or unicodemulti .

– ctype - Usetheoperatingsystem’s ctype.h case-comparetables.Only codepointsU+0001
throughU+00FF(i.e. single-byteor ISO-8859-1range)aresupported,thoughtheactual
encodingmaybeISO-8859-1or UTF-8dependingon the iso-8859-1 flag. Thealternative is
unicodemulti or unicodemono .

Note:ChangingtheText Search Mode settingwill causetext searchindexesto berebuilt, whichmaytake
severalminutesor morefor largeprofiles.

3.5.54 Attrib ute Compare Mode

Syntax:selectfrom optionsor entercustommode

Setsthecharacter-matchingmodefor attributecomparisonsearches,e.g.equals,less-than,order-by, IN .
Thiscontrolsaspectslike case-sensitivity, ignoringaccents,etc.SeeText Search Mode (p. 75) for details
onwhatthesettingvaluesmean.Thedefault is Exact . NotethatsearchesonEnumfieldsareunaffected
by thissetting,astheEnumtypeis definedto becase-insensitive.

Note:ChangingtheAttrib ute CompareMode settingwill causeExtra Indexes(if any) to berebuilt. This
maytake a few minuteson largeprofiles,andmaypreventwalksfrom proceedinguntil theindexesfinish.

3.5.55 Index Fields

Syntax:list of fieldsorderedby desiredweight

Thesefieldswill besearchedby theuser’s text query. Fieldslistedhigherwill beweightedhigherin search
results,accordingto thePosition in Text searchsetting.Additional Fieldsmaybeselected,if they areto
besearchedby theuser’s text query. NotethatchangingAdditional Fields’ names,typesor orderlatermay
affect their presencein Index Fields.

Notethatchangingthesefieldswill causeindexesto berebuilt, whichmaytake severalminutesor morefor
large-dataprofiles.Theold settingwill beuseduntil theindex rebuild is complete.

3.5.56 CompoundIndex Fields

Syntax:list of field(s)from selectboxes,any order

Thesefieldswill beindexedalongwith Index Fields, but in thecompoundportionof themainsearchindex.
They arenotsearchedby thetext query, but areusedto improve accuracy andperformancefor certain
ancillaryqueriesperformedin additionto themaintext search,suchaswhenorderingresultsby
last-modifieddate,or searchingby Depth.Thedefault valuesareVisited , Modified , Depth andPop.

Theselectedfieldsmaybein any order;they areusedonly whenneeded,unlike Index Fields, all of which
arealwayssearchedby theuser’s text query. Notethefollowing caveats:
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Addingafield to CompoundIndex Fieldswill nothelpsearchperformanceif thereis nomain(text)
queryalso,asthecompoundpartof theindex canonly beusedin conjunctionwith a text query.

Only afixed-sizeamountof datacanbestoredin eachrow of eachof theCompoundIndex Fields,
soonly fixed-sizefieldssuchasdates,integers,numbers,etc.shouldbechosen.If text datais used,
all valuesfor thefield in thedatabaseshouldbesmall(a few characters)for bestperformance.

Additional FieldsText fieldsarenotpermittedin CompoundIndex Fields.

Notethatasthis is thesameoverall index asIndex Fields, changingany of thesefieldswill causeindexesto
berebuilt, whichmaytake severalminutesor morefor large-dataprofiles.Theold setting(s)will beused
until theindex rebuild is complete.

3.5.57 Extra Indexes

Syntax:select-boxfor index typeandtable,text box to enterindex nameandfields

Extra Indexesmaybecreatedto improve searchperformanceandaccuracy in situationswherethemain
text index (Index Fields) and/orits Compound Index Fieldsarenotsufficient. They arenotgenerally
createdunlesssuggestedby Thunderstonetechsupportfor certainqueries.

Notethatcreatinganextra index ona large-dataprofilemaytake severalminutesor more.If theindex Type
is notMetamorph norMetamorph Inverted , creatingtheindex mayalsoimpedewalksor other
databasemodifications.Non-Metamorph /Metamor ph Inverted indexesshouldthereforebecreated
before theprofile is walkedor populatedwith datato avoid this issue,if possible.Extra Indexesshould
only becreatedwhentheprofile is notactively walking,to minimizeloadandpotentialwalk impediments.

3.5.58 Spell-checkDictionaries

Syntax:select-boxchoice

Thissettingcontrolswhatdictionariesto createfor spellchecking.Thedefault (Create all ) is to create
all neededdictionaries.However, thiscanconsumesignificanttimeandmemoryfor somelarge-data
profiles,soto conserve systemresources,only themulti-word-occurrencedictionarymaybecreated
(Create multi-word only ). Thismayreducespell-checksuggestionsatsearchtimehowever. To
furtherconserve systemresources,nodictionariesatall maybecreated(None). Thiswill disablespell
checkingatsearchtime.

3.5.59 Primer Type

“PrimerURLs” areURLsthatarefetchedbeforeactuallystartinga walk. They arenotstoredin thesearch
database,but insteadareusedto “prime” theSearchAppliancewith any necessarycredentials(e.g.login
cookies)for accessingtherestof thesite.By default, theBaseURL is used,in caseany session/ASP
cookiesareneeded.

ThePrimer Typesettingspecifieswhich (if any) urlsareusedto primetheprofile:
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� None - No primerURL is used.TheBaseURLsarewalkedasnormal.

� Base URL- theBaseURLsareusedto primethewalk. Thisdiffersfrom None in thatthebase
URLsaresubmittedonceandtheresultsdiscarded,andthensubmittedagainfor walking.

This is usefulin situationswheretheBaseURL containslogin information,andthepagereturns
“thankyou for loggingin” with noothercontentuntil thepageis requestedagain.

� Custom (default)- TheURLs listedin CustomPrimer URLs (if any) areused,asdescribedbelow.

For HTTPBasicor NTLM protectedwebsites,theLogin Info settingshouldbeusedinstead.

3.5.60 Primer URLs

Syntax:URL, optionalvariables,optionalbad-loginquery, optionalURL query

WhenthePrimer Typesettingis setto Custom , thePrimer URLs settingvaluestake effect. Thereare
two waysto useacustomprimerURL - submittingtheform directly, andfilling out theform.

Submitting the Form Directly: CustomPrimer URL

If a form-basedlogin mustbefilled outbeforeaccessingasite,theCustomPrimer URL canbesetto the
<FORMACTION>URL of thelogin (fully-qualified),with any form variables(e.g.user/pass)filled out in
thequerystring. If the<FORMMETHOD>mustbePOSTinsteadof GET, theURL protocolmaybe
changedto thepseudo-protocol“http-post ”. E.g.:

http-post://log in .a cme.c om/c heck Log in .a sp?User =Admin &Pass =open- sesame

wouldbesubmittedusingthePOSTmethod,with thegivenquery-stringvariablessentasthecontent.Note
thatthequery-stringvariablesandvaluesshouldbeURL-encoded.

Filling Out the Form: CustomPrimer Variables

Sometimessubmittingtheform directly is notsufficient. Formsonwebpagescancontaindynamichidden
variables,suchasaviewstate for sessiontracking.Thismeanstheform mustbeopened,filled out,and
submitted,insteadof simplysubmittingapre-definedactionURL.

This is achievablewith theCustomPrimer Variablessetting.Insteadof settingCustomPrimer URL to
theactionof thelogin form, yousetit to theURL of thepagethatcontainstheform. CustomPrimer
Variables is a URL-encodedlist of name/valuepairsto seton theCustomPrimer URL page.

WhenCustomPrimer Variables is set,theCustomPrimer URL is fetched,andthenthevariables
specifiedin CustomPrimer Variablesareusedon theform, andthenthat form is submitted.

For example,let’s saythere’s apleaseLogin.asp pagethatsubmitsto checkLogin.asp , andthe
form containsadynamicstatethathasto beincludedor checkLogin.asp will rejectthelogin. If youset
CustomPrimer URL to
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http://login.ac me.c om/pl easeLogi n.a sp

andsetCustomPrimer Variables to

User=Admin&Pass =open%26c lo se

ThepleaseLogin.asp pagewill befetched,theform field User will besetto Admin andPass will
besetto open&close (notetheURL-encoding),andthenform on thepleaseLogin.as p pagewill be
submitted,goingto checkLogin.asp .

Thismeansthatif theform onpleaseLogin.as p contains

<input type="hidden" name="sessionsta te " value="abc123xyz "/ >

thenthathiddenvariablewill besubmittedalongwith therestof theform.

Note: After version8.0.4(2012-07-13)theSearchAppliancewill settheHTTP(S)Referer headerfor
eachprimerURL to theURL of thepreviouslyusedprimer. Soauthenticationsystemsthatrequire
Referer swill work. If thefirst primerURL alsorequiresaReferer addaprimerURL beforethatsoit
picksup thatastheReferer . Thisdoesnotaffect theuseof Referer in themainwalk.

Checkingfor Bad Logins: Bad Login MM Query

Sometimes,theprimerURL login mayfail, e.g.badlogin. However, sincetheonly errorindicationmaybe
a “Login failure”-typemessageandnota trueHTTPerrorcode,theSearchAppliancemaynotbeableto
detectthisandmightcontinuewalkinguseless(permission-deniedor “Pleaselog in first”) pages.

To helpdetectsuchaprimerURL failure,a Bad Login MM Query maybeentered.If non-empty, this is a
Metamorphqueryto runagainsttheHTML returnedfrom theassociatedprimerURL. If it matches,the
primerURL is considereda failure,andthewalk is stoppedfor thatparticularsite(otherBaseURLswill
continue).

Multiple Primers: BaseURL MM Query

If multiplecustomprimerURLsarebeingused,youcancontrolwhichonesareusedfor whichBaseURLs
via BaseURL MM Query.

By default,primerURLsareonly usedonBaseURLs thathave amatchingprotocolandhostname.If Base
URL MM Query is non-empty, thenthisMetamorphquerywill berunagainsttheBaseURL being
walked.TheassociatedprimerURL will only befetchedif it matches.

Following additional links with the !FOLLO W LINK token

Theprimersystemautomaticallyfollows theHTTPredirects301 Moved Permanently and
302 Found . Sometimeslogin systemsproduceadditionallinks thatmustbefollowedto getthelogin
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cookie,
 but aren’t trueHTTPredirects.Examplescouldbejavascriptthatsetsdocument.locat ion or a
pagethatsimplysays“click hereto continue”.

ThespecialCustomPrimerUrl token !FOLLOW_LINK canbeusedinsteadof aurl to follow thefirst link
generatedby thepreviousprimer’s fetch.Thiscanbeaddedmultiple timesto follow multiple links.

3.5.61 Login Info

Syntax:nameandpassword

Specifya usernameandpassword for sitesthatrequirea login to view certainpages.Theseareusedwith
HTTPBasic,Windows NTLM, andFTPauthentication.Otherauthenticationmethodsarenotsupported
currently. Withoutproperlogin, protectedpageswill beskipped.

If this is adomainaccount,enterbothin theUsernamefield, separatedby abackslash(\ ), i.e.
MY_DOMAIN\myuser .

If youaretrying to walk asitewherea login form is providedonawebpage,youmaybeableto walk it by
usingtheactionURL from theform with theform variablesencodedontotheendasyourbaseURL. For
exampleif theform variablenameswereUnameandUpassandtheactionURL was
http://www.mysi te .c om/lo gi n. asp youmaybeableto useaURL like

http://SERVER/l ogin .a sp? Uname=YOURNAME&Upass=YOURPASSWORD

Note: Thesearchinterfacedisplayshit context andhasanoptionto view theentiretext of thepage.This
allows searchusersto view “protected”pageswithoutenteringapassword.

3.5.62 Proxy

Syntax:thefull URL to awebproxyserver

ThisspecifiestheURL (not justhostname)of aproxywebserver throughwhichto passpagefetchrequests.
Blankmeansdon’t useaproxy.

3.5.63 Proxy Login Info

Setstheusernameandpassword to authenticateto proxyservers,usingtheProxy-Authentic at e
headerandBasicAuthentication.Usedif theProxyURL is filled in. Addedin version4.01.1031600000
Sep9 2002.

3.5.64 CookieSourcePath

File pathto aNetscapeor Microsoft InternetExplorerformatcookiefile to readatstartup. Thisallows
persistentcookiessavedby abrowserto bereadby theSearchAppliance,soit caninherit thebrowser’s
state.This is not recommendedwith theSearchApplianceasit would requireexportingafilesystemwith
yourcookiefile andmountingit to theSearchAppliance.Theneverywalk wouldbedependenton that
machinebeingonlineandthecookiefile beingpresent.
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3.5.65 CookieJar

Netscapeor Microsoft InternetExplorerformatcookiedatato loadatstartup. An inline alternative to
Cookie Source Path . Thisallows persistentcookiessavedby abrowserto bereadby theSearch
Appliance,soit caninherit thebrowser’s state.To easilywalk asitethatrequiresacustomlogin (i.e. not
HTTPBasicauthentication),andthatusespersistentcookies,just login normallyusingabrowser. Then,
copy thatbrowser’s cookiedatainto theCookie Jar setting.Then,theSearchAppliancewill
automaticallyinherit thebrowser’s permissions.Addedafterversion8.0.42012-07-13.

3.5.66 Strict CookiePaths

If setto Y, thePath attribute(if present)of any receivedcookiemustbea prefixof theURL settingit, or
thecookiewill bediscarded,asperRFC29653.3.2.Thishelpspreventoneapplicationfrom alteringthe
cookie(s)of anotherapplicationon thesameserver; suchisolationmaybedesiredif theapplicationsshould
beprotectedfrom eachother. However, typically suchcross-pathalteringis acceptable– e.g.somelogin
systemsdependon it – sothissettingdefaultsto N, whichalsoalignswith typicalbrowserbehavior. Only
availablewith productsusingTexis version6.00.1342215000201210713andlater;earlierversions
effectively behave asif thissettingwerealwaysY.

3.5.67 Off-Site Pages

Syntax:selectYesor No button

Allow retrieval of individualoff-sitepages.By default theSearchAppliancewill not retrieve pagesthatare
noton thesamehostasthebaseURL(s). Usingthisoption,pagesnoton thesamemachinewill be
retrieved,but noneof thepagesthatthey referencewill bewalked.

All otherdiscardingrulesdon’t involve thesiteexceptfor StayUnderstill apply(Extensions,Exclude
Prefix,RequiredRex, etc).

3.5.68 Off-Site Components

Syntax:selectYesor No button

Thisoptionalsoallowsoff-site resourcesembeddedwithin on-sitepagesto befetchedfor processing.This
includesjavascriptsources,embeddedframes,andredirects.

3.5.69 StayUnder

Syntax:selectYesor No button

Whenthisflag is Yes,walkswill stayunderthedirectoryspecifiedin thebaseURL(s). Whenthis is No, if a
hyperlinkto anotherlocationon thesamesiteis encountered,thewill follow thelink. In neithercasewill
thewalk go to othersitesunlessthey arein thelist of walk URLsor alloweddomainsor networks.
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3.5.70� Prevent Duplicates

Syntax:selectYesor No button

Thisoptionenablesextracheckingfor duplicatedocuments.Documentswith thesamecontentareonly be
storedonce,evenif theirURLsaredifferent.This is accomplishedby hashingthetextual contentof the
pageandnotstoringany pagewith ahashcodethatis alreadyin thedatabase.

3.5.71 Duplicate CheckFields

Syntax:checkboxesto choosefields

Thesearethefieldswhichwill becheckedfor duplicateprevention(if Prevent Duplicates is
enabled).Theconcatenationof thesefieldsis hashedfor eachincomingdocument,andif thehashis the
sameasanexistingdocument,theincomingdocumentwill bediscardedasaduplicate.

By default,only Body is checked,asthebodyis themajorityof searchcontentfor adocument,andthus
anotherdocumentthathasanidenticalbodyshouldbeconsideredaduplicateevenif it hasaslightly
differenttitle or description.

However, sometimeserrorsin processing(e.g.anytotx ) cancausethebodiesof largenumbersof
documentsto becomeemptyandthusbeconsideredduplicatesof eachotherandremoved. In thiscaseit
maybedesirableto eitherturnoff Prevent Duplicates or checkmorefieldsin Duplicate Check
Fields .

Note:ChangingDuplicate Check Fields aftera walk hascompleted(i.e. beforea laterRefresh
typewalk) maycausenew documentsto notberemovedasduplicatesasexpected,sincethepre-existing
documents’hashesarenow for a differentsetof fields.Thiswill not causeerrorsor corruption;it justmight
leave somenewly-duplicatedocumentsin thedatabase.

3.5.72 Store Refs

Syntax:selectYesor No button

ControlswhetherURLsreferencedby retrievedpagesareaddedto therefstable.Thiscansave sometime
duringthewalk, aswell as,diskspaceif it’s turnedoff. But turningit off preventsthe“Show Parents ”
optionin thesearchfrom working. It alsoreducesthedetailavailablefrom walk errorreports.

3.5.73 Inline Iframes

Syntax:selectYesor No button

This indicateswhetherto treatiframesasapartof thepagethey areonor asseparatestandalonepages.
SelectingYeswill make thempartof thepage.Selectingnowill make themseparate.
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3.5.74 Max Frames

Syntax:awholenumberfrom 0 up

This indicatesthemaximumnumberof framesallowedona page.Pageswith moreframesthanthisare
discarded.If this is setto 0, theframesof frameddocumentsaretreatedasindependent,stand-alonepages.

3.5.75 ExecuteJavaScript

Syntax:selectYesor No button

ExecuteJavaScriptthatis containedon fetchedpagesandthatmightalteror generatethepagecontentand
URLs.

3.5.76 FetchJavaScript

Syntax:selectYesor No button

FetchJavaScriptthatresidesat aseparateURL insteadof beinginline on thepage(e.g.<SCRIPT SRC>
tags).

3.5.77 JavaScript String Links

Syntax:selectappropriatecheckboxes

Setswhichadditionalsourcesof potentialJavaScriptlinks to check.SomeJavaScriptlinks maynotbe
foundwhenscriptsonawalkedpageareexecuted,sotheinternallist of all JavaScriptstringobjectsis
scannedfor potentialURLsaccordingto thecheckedboxes.Menu will look for commonJavaScriptmenu
navigationsystemlinks; Protocol will look for stringsthatlook like valid fully-qualifiedWeblinks;
File will look for probablefile strings.

Notethatany of thesesourcesmaypotentiallyfind incorrectlinks, especiallytheFile type.Checking
File is generallyusedonly asa last-ditcheffort to find someJavaScriptlinks.

3.5.78 Debug JavaScript

Syntax:selectYesor No button

Printadditionaldebuggingmessagesfor JavaScripterrors.

3.5.79 JavaScript Memory

Syntax:numericmemorysizee.g.20MB

Alters themaxamountof memoryallowedfor runningJavaScript.Thedefault (if thesettingis empty)is
20MB. Increasingthelimit mayhelpif errormessagessuchas“JavaScript exceeded scriptmem
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limit ” areencountered.NotethattheMaximumProcessSizelimit settingmayalsoneedto beincreased
if this is increased.

3.5.80 JavaScript Timeout

Syntax:integer

Max time, in seconds,to allow for runningJavaScript.Thedefault (if thesettingis empty)is 5 seconds.
Largeor complex JavaScriptpagesmayrequiremoretime,e.g.if “JavaScript exceeded
scripttimeout ” messagesarereceived.

3.5.81 Protocols

Selectwhichprotocolsto allow to befetched.If aprotocolis notenabled,but theBaseURL usesit, it will
beautomaticallyenabledfor thewalk. Theprotocolscurrentlysupportedarehttp , https , ftp , gopher
andfile .

3.5.82 HTTP Version

WhatHTTPversionto usefor requests.HTTP/1.1 enablescompression(gzip,chunked,compress,deflate
Content-Encoding)andis thedefault for productsusingTexis version6 andlater. HTTP/1.0 wasthe
default for previousversions.HTTP/0.9 is of limited/nouse.

3.5.83 SSLClient Protocols

WhichSSLprotocolsto allow for clientHTTPS/SSLconnectionswhenwalkingandsearching,i.e. for
connectionsfrom theSearchApplianceto remotehttps:// URLs. Thedefault is to leave all protocols
enabledfor maximumcompatibility;themost-secureprotocolwill thenbenegotiated.However, sometimes
theconnectionfails at (or soonafter)thenegotiation,possiblywith theerrormessage“Missing HTTP
response line in reply from ...”. Thismaybedueto settingson theremoteserver thatdisallow
certainSSLprotocols.In suchcases,disablingvariousSSLprotocolsunderSSLClient Protocolsmay
enabletheconnectionto succeed.

Note:To changetheserver-sideSSLprotocolsacceptedby theSearchAppliance,seeHTTPS/SSL
ProtocolsunderSystemWideSettings.

3.5.84 Authentication Schemes

Selectwhichauthenticationschemesto allow for password-protectedURLs. Thesettableschemesare
Basic , File (for file:// URLs),NTLMv1andNTLMv2. NTLMv2 requiresTexis version
5.01.121391700020080619or later. Notethatthescheme(s)actuallyacceptedfor agivenURL are
determinedby theserver; if noneof theserver-offeredschemesareenabledby thissetting,thenthe
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protectedURL cannotbewalked.Thissettingcanbeusedto disableless-secureor undesiredschemes,such
asBasicor NTLMv1 authentication.

3.5.85 EmbeddedSecurity

Selectthesecurityfor embeddedobjectsonapage(e.g.frames,scripts).Any fetchesany requiredobject.
Non-decreasing will fetcha requiredobjectif its security(https:// vs. non-https:// in the
URL) is not lessthanthemainpage,i.e. anhttps:// objectonanhttp:// pagewill befetched,but
notvice-versa.Non-increasing is theopposite.Same protocol requiresthattheprotocolof the
objectbethesameasthemainpage.

3.5.86 Entropy Source

Selectsstandard(default) or alternateentropy source.Entropy is usedto initialize theSSL/https plugin.
Thestandardsourcesshouldbesufficient; thealternatesourceis only neededif theprngd daemon(some
Unix platforms)is requiredbut cannotbesuccessfullyrun. Note:Settingthesourceto Alternatewill
decreaseSSL/https security.

3.5.87 Multiple Fetches

Syntax:selectY or N

Multiple Fetches allows apageto befetchedmultiple times,andcanpotentiallyslow down a walk.
It shouldonly beusedin specificsituationsin conjunctionwith Off-Site Pages .

For example,Considerthesituationof walking two sites,a.com andb.com with Off-Site Pages
enabled.A link from apageona.com to b.com/page.htm is consideredoff-site,soit will bewalked
but its links won’t. Then,whenb.com startsits walk, b.com/page.htm won’t beprocessedbecauseit’s
alreadybeendone,causingb.com/page.htm ’slinks to notbeincluded.

Multiple Fetches allows the2ndencounterof b.com/page.htm to beprocessedagain,whichwill
allow its links to beproperlyprocessed.

3.5.88 Follow Cross-SiteLinks

Syntax:selectY or N

Whenwalkingmultiplehosts,settingFollow Cross-Site Links to Y will allow links from onehost
to anotherto berespected,asopposedto only startingfrom eachhost’s BaseURLs.

If youhave a lot of BaseURLs thathave lots of duplicatelinks to eachotherthatwould’ve beenfound
on-siteanyway, settingFollow Cross-Site Links to Ncanimprove walk performance.
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3.5.89 Max Redirects

Syntax:awholenumberfrom 0 upor -1

This indicatesthemaximumnumberof redirectsthatarefollowedwhenattemptingto retrieve apage.If set
to -1 thenredirectswill notbefollowedwhenattemptingto retrieve thepage,but will betreatedasa link.

3.5.90 Empty Form Redirects

Syntax:selectY or N

Somewalkedpagesimplementa redirectby having aHTML form thatpointsto thetarget,anduses
JavaScriptto submittheform.

If Empty Form Redirects is setto Y andapagedoesn’t have any content,theSearchAppliancewill
treatany HTML <form> targetson thepageasa redirect.

3.5.91 ExecuteWalkedDataload

Syntax:selectY or N

TheDataloadsystem(section4.19.3,p. 154)allows administratorsto loadarbitrarycontentinto theSearch
Applianceby POSTing XML files.

If Execute Walked Dataload is setto Y, thenvalid dataloadXML files thatareencounteredduring
thecrawl will befully processedasif they wereuploadedto theappliance.

Dataloadandreplicationaresupportedin thefull Texis product,but notWebinator-only.

3.5.92 Index Name

Syntax:oneor morefilenamesseparatedby space

Setthefilenameassumedfor directoryURLs. Thedefault is “ index.html ” and“ index.htm ”. This
filenamewill beremovedfrom storedURLs to preventredundantfetchesof thepage.SotheURLs
“http://www.mysit e. com/fu n/ ” and“http://www.mysi te .c om/fu n/ in dex. htm l ” will
beconsideredthesameandonly befetchedonce(ashttp://www.mys it e.c om/f un/ ).

3.5.93 DNSMode

Syntax:choosefrom dropdown list

Thiscontrolshow theSearchAppliancelooksup IP addressesfor hostnames.“ Internal ” usesTexis’s
own internalparallelizingnamelookuproutines.“System ” usesthestandardsystemroutines.Youshould
use“ Internal ” unlessit causescompatibilityproblems.
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3.5.94 UserAgent

Syntax:full user-agentstring

SettheUser-Agent(browsertype)to reportto webservers.Normally theSearchAppliancereportsitself as
Mozilla version4.0.Modify thissettingto reportasadifferentuseragent.If youwantto emulatea
particularbrowser, you canaccessyoursitewith thatbrowser, thencheckthesite’s transferlog to seewhat
useragentstringwaslogged(typically thelastdouble-quotedentryon theline).

3.5.95 Mime Types

Syntax:oneor moreacceptableMIME types,eachonaseparateline

ThesearetheMultipurposeInternetMail Extensions(MIME) typesthattheSearchApplianceinformsthe
webserver areacceptable.MIME typeshave thesyntaxtype/subtype . Eithertype or subtype may
be* to mean“any”. By default all MIME typesareallowed(*/* ).

3.5.96 CustomHeaders

Syntax:oneor moreName/Valuepairs

Theseareextraheadersto sendto thewebserver whenfetchingpages.Sometimesaserver applicationwill
notwork right whenoptionalHTTPheadersarenotpresent.Thisallows settingthemasneededin such
situations.

Headernamesshouldnothave any spacesor thetrailing colon(:).

3.5.97 RespectExpiresHeader

Syntax:choosefrom dropdown list

For refresh -typewalks,thiscontrolshow theExpiresheaderis used.Setto No theExpiresheaderwill
beignored.Setto Limited theExpiresheaderwill beused,but limited by theMinimum andMaximum
RefreshTimes.Setto Yes theExpiresheaderwill betreatedasdefinitive.

Invalid andoutof rangeheaderswill beignored,with theexceptionof ”0”.

3.5.98 CacheContent

Syntax:choosefrom dropdown list

CacheContentallows theApplianceto storea copy of thecontentasit walks. In thesearchinterface,a
View Cached link will appearby results,whichallows usersto downloadthecontentsdirectly from the
Applianceratherthanusingto theoriginal location.

Thiscanbeusefulin situationslike providing resultswhentheoriginal locationbecomesunavailable,or
allowing internetusersto downloadfile:// resultsfrom afile server whenusersaren’t on thelocal
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network.

Thechoicesfor CacheContentare:

� None (default)- No extrastorageof theoriginal contentoccurs,theApplianceonly maintainsthe
plain text representationof theresultsfor searching(asit alwayshas).

� Results Only - While walking, theAppliancemaintainsacopy of theoriginal content.Selecting
View Cached from a searchresultwill presentthatcachedcopy. Links andreferencesfrom web
pagesareleft unmodified,pointingbackto theoriginalsite.

� Site Mirror - While walking,theAppliancemaintainsacopy of theoriginalcontent,andalso
collectsandstoresauxiliarycontentusedby webpages(images,cssstylesheets,etc)thatisn’t
normallynecessaryfor theAppliancewalks.

WhensearchusersselectView Cached , links andreferencesoncachedwebpagesarerewritten to
pointbackto theAppliance,utilizing thecachedversionsof theseresources.Thisallows a full
cachedview of asiteto operatewhentheoriginal sitebecomesunavailable,insteadof presentinga
cachedwebpagewith lotsof brokenimagesandlinks.

Notethatsomecomplex, dynamicwebsitesmightnotbeableto befully mirrored.

Note:CacheContentis acompletelyseparatefeaturefrom thesimilarly namedResultsCaching.

� ResultsCachingsavesanentirepageof resultsafterasearchis performed,soadditionalsearchesfor
thesametermscanusethatcacheinsteadof performingthesearchagain.This is invisible to search
users.

� This feature,CacheContent,savesadditionalinformationwhile walkingsothatuserscandownload
anoriginalcopy of theresultdirectly from theApplianceinsteadof theoriginal location.This is done
throughaView Cached link on thesearchinterface.

Pleasesee3.6.101for moreinformationonResultsCaching.

3.5.99 Default RefreshTime

Syntax:choosefrom dropdown list

For refresh -typewalks,this is thedefault timeperiodto initially try refreshingaURL; typically setto 1
minute.Notethattheactualrefreshperiodis dynamicallycomputedfor eachURL basedonhow oftenit
changes.

3.5.100 Minimum RefreshTime

Syntax:choosefrom dropdown list

For refresh -typewalks,this is theminimumtimeperiodto try refreshingaURL. Theactualrefresh
periodis dynamicallycomputedfor eachURL basedonhow oftenit changes,andwill notbelessthanthis
value.Thispreventstoomuchtimebeingspentrefreshingaverydynamicpage(i.e. constantlyrefreshingit
andloadingthewebserver). Typically setto 1 minute.
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3.5.101 Maximum RefreshTime

Syntax:choosefrom dropdown list

For refresh -typewalks,this is themaximumtimeperiodto try refreshingaURL. Theactualrefresh
periodis dynamicallycomputedfor eachURL basedonhow oftenit changes,andwill notbegreaterthan
thisvalue.Thisensuresthatall URLs– evenrelatively staticones– areeventuallycheckedfor changes.

3.5.102 Maximum ProcessSize

Syntax:choosefrom dropdown list

Upperlimit to memorysizeof walker processes.If awalker processexceedsthis limit, it is re-started(at the
samepoint it left off) by thedispatcher, atmostonce.If thesamechild repeatedlyexceedsthis limit, the
walk maystopuntil it is re-startedvia scheduleor manually. Notethatthis is asoft,nothardlimit: the
processmayexceedit briefly, yetwill exit gracefullyandnotcrashif so.

3.5.103 Maximum Load Average

Syntax:number, or -1 for no limit

Maximum Load Average helpspreventtheSearchAppliancefrom becomingoverloaded.If theload
goesabove thespecifiedMaximum Load Average , thewalk will pauseitself until theloaddecreases.

Youcanseethecurrentloadof theapplianceatany timeby goingto System -¿
System Information , next to Load . The3 numbersrepresenttheaverageloadduringthelast1, 5,
and15minutes.

3.5.104 Replication Settings

Syntax:List of hostsandprofiles

A list of hostsandprofilesto sendwalk dataupdatesto. Thehostsmusthave thesendingserver listedasa
clustermemberunderthesystem-widesettings.

3.5.105 SendData

Syntax:selectY or N

SendDatawill causethisprofile to sendchangesin searchablecontentto besentto this replicationtarget.
This includesaddingor changingcontent,andrefreshwalksremoving URLs thatareno longerpresent.

Thisdoesnot includestartinga new databasefor a “New” walk. If URLsarepresentin apreviouswalk and
notpresentin thenext “New” walk, this will not remove theURLs from thereplicationtarget.This requires
Send Settings , asdescribedbelow.
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3.5.106 SendSettings

Syntax:selectY or N

SendSettingscausesthisprofile to sendany settingschangesto this replicationtarget.This includesstarting
“New” walks,whichwill causethereplicationtargetto startfrom a freshdatabaselike thereplication
senderdoes.

3.5.107 Batch Rows

Syntax:number

Definesthenumberof itemsthereplicationsenderwill attemptto accumulatein asinglebatch.Thisshould
notneedchanged.

3.5.108 Batch Size

Syntax:number(in bytes)

Definesthethresholdfor sizefor asendingabatchof replicationitems.Whencollectingitemsto replicate,
oncethesizeof theitemsis over this threshold,thebatchwill besentoff to thetargets.Thisshouldnotneed
changed.

3.5.109 Batch Idle

Syntax:number(in seconds)

Definestheidle timeoutfor sendingabatchof replicationitems.Whencollectingabatch,if nonew items
appearfor thismany seconds,thereplicationbatchwill besentto thetargets.Thisshouldnotneedchanged.

3.5.110 Log Replication

Writesinformationfor thisprofile’s replicationqueueprocessorto replication.lo g.

If boththeSystem-wideLog All Replication andthisprofile’s Log Replication areset,
loggingfor thisprofilewill bethemoreverboseof thetwo.

Seealso“Replication”4.19.

3.6 Search Settings

Thisgroupof optionsappliesto thestandardsearchandprovidesaconvenientway to make common
changesto thesearchbehavior andappearance.

Seealso“CustomizingtheSearchAppliance’s Appearance”2.2.



3.6. SEARCHSETTINGS 91

3.6.1 Notes

This is thesamesettingasNotesunderWalk Settings:ascratchpadareafor theadministratorof theprofile.
It in nowayaffectsthewalk or search.

3.6.2 Query Logging

Syntax:selectYesor No button

This indicateswhetherthesearchshouldlog userqueries.If Yes,users’queriesareloggedto thequerylog
tableof thedatabase.Thecontentsof this tablemaybeviewedfrom theQuery Log menuof the
Administrative Interface.

Note: Thequerylog tablegetserasedduringeverynew walk. Youwill only beableto view queriesthat
have occurredsincethelatestnew walk. Refreshwalksdonotcausethetableto beerased.

3.6.3 RotateSchedule

Syntax:Thedayof week(or daily) andthetimeof dayto rotate

Thisselectswhento rotatequerylogson thisprofile. Duringa rotateaction,thelog tabledatais optionally
e-mailedto someone,andthenthedatais erasedfrom thelog table.

SeealsoAttach Logs (section3.5.3).

3.6.4 Email

Syntax:A valid e-mailaddress

Whenthequerylog is rotated(accordingto thescheduleset),ane-mailmessagewith anattachedfile
(containingthepreviouslog data)is sentto thisaddress.Multiple addressesmaybespecified,separatedby
commas.

3.6.5 ResultOrder

Syntax:selectRelevance,Date,or URL button

Thisdeterminesthedefault orderingof searchresults.

� Rank - searchresultsareorderedby rank(or relevance)by default.

� Date - searchresultsareorderedby datedescending(newestfirst) by default.

� URL- searchresultsorderedby theirURLsalphabeticallyby default.

Searchusersmayselectthealternateorderingfrom thisdefault in theAdvancedsearchform.
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3.6.6 ResultsStyle

Syntax:choosefrom dropdown list

Thiscontrolsthestyleusedfor displayingindividualanswersto userqueries.Therearevariousstylesfrom
which to choose.Thearrangementandamountof informationvariesin everystyle. In theadministrative
interfaceyoumayclick thequestionmark(?) next to “Results Style ” to seeasampleof eachof the
availablestyles.

3.6.7 Allow RSS

Syntax:selectYesor No button

If Allow RSSis setto Y, theneachsearchresultpagewill includea referenceto anRSSfeedfor that
search,whichuserswill beableto monitor.

SettingAllow RSSto Nwill bothremove thereferencefrom searchresultpages,anddisallow theviewing
of RSSfeeds.

3.6.8 Format XSL Output

Syntax:selectYesor No button

If setto Y, thenextra line breaksareaddedin to theoutputof theserver-sideXSL stylesheetprocessing.
Thishasthefollowing effects:

� It makestheHTML outputmorereadableby humans,changingit from oneextremelylong line to a
well formatteddocument.

� It addsasmallamountof sizeto thedocument(usuallybetween1-4%)

� Adding line breaksatcertainlocationscansometimestriggeroddrenderingbugsin InternetExplorer
(addingspaceswherethereshouldn’t bespaces).

3.6.9 XSL Engine

Syntax:ChooseInternal (recommended)or Legacy

theSearchAppliancerecentlychangedits XSL processingfrom anexternaltool to aninternallibrary. All
processingshouldusethenew Internal engine.

Thisswitchshouldn’t causeany issues,but in casetherearequirks,theXSL Engine settingallows
profilesto changebackto theold Legacy engineuntil any issueswith theInternal engineareironed
out.

This featurewill bedeprecatedin thefuture,andtheLegacy enginecompletelyremoved.
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3.6.10 XSL File

Syntax:Browselocaldisk for aXSL file

Thisallows theuseof acustomizedXSL file to formattheoutputof asearch.A default XSL stylesheetis
includedwith theSearchAppliance(/xsl/default.xsl ). TheXSL File optionis usedonly if the
ResultsStyle is setto XSL Stylesheet . Thelinks below thisoptiondisplaythecurrentXSL
stylesheets,whichmaybedownloadedfor editingandthenre-uploadedwith this option.

3.6.11 Abstract Style

Syntax:choosefrom dropdown list

Thissettingcontrolstheshortdescriptionor abstractthatis generatedfor eachsearchresult.Choosing
Query usesasnippetthatmatchesthequery. Beginning usesthestartof thedocument’s content.Top
usesthetopof thecurrentpage.Description usesthevalueof theDescription metatag.

3.6.12 Abstract Length

Syntax:enternumberin text box

Thisdeterminesthelengthin bytesof thedocumentabstract.

3.6.13 Max Title Length

Syntax:enternumberin text box

Thisdeterminesthemaximumlengthin bytesof thedocumenttitle shown in theresults.If thetitle is over
this length,it will betruncatedandendedwith ellipses.

Title lengthmaybeexpandedup to 10charactersover thissettingin orderto avoid cuttingoff in themiddle
of a word.

Setto -1 to alwaysusethefull title.

3.6.14 Max URL Display Length

Syntax:enternumberin text box

Thisdeterminesthemaximumlengthin bytesof thematchingURL shown in theresults.If thetitle is over
this length,it will betruncatedafterthehostnamewith ellipsesandendedwith asmuchof thepathand
filenameasit can.

Notethatthisdoesnotaffect theURL thatis actuallylinkedto - thatURL is alwaysthefull, properURL.
Thissettingonly affectsthedisplayedURL.

Setto -1 to alwaysusethefull URL.
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3.6.15 Resultsper Page

Syntax:awholenumber

Thiscontrolsthenumberof results(answers)listedoneachresultspage.Whentherearemorethanthis
many answersto auser’s querytheuserwill have to hit “next” to seemoreanswers.

3.6.16 Max UserResultsper Page

Syntax:awholenumber, or -1 to disable

Searchusersareableto customizehow many hitsperpagethey seeby supplyingtheparameterrpp . This
settingplacesanupperboundonhow many resultsperpagethey canrequest.Thispreventssomeonefrom
requesting1000000resultsonapageandboggingdown thesearchsystem.

If setto -1 , thenall rpp parametersareignored.

3.6.17 PageLinks Shown

Syntax:awholenumber, defaultsto 10

Thisspecifiesthenumberof pagelinks to includein thesummaryof theresults.

For example,if weareonpage22of 5,000total results,by default directlinks will beshown to pages18
through27(for a total of 10 links). If Page Links Shown is setto 20 , it will show links 13 through32,
for a totalof 20pagelinks.

3.6.18 Resultsper Site

Syntax:anintegerselectboxandYes/Nobutton

TheMax settingcontrolsthemaximumresultspersiteperpageto display. For largeprofileswith many
pages(andthusresults)persite,settingResultsperSitecanincreasetheresultsvarietyshown ona single
page,by replacingsomesame-siteresultswith lesser-rankedbut different-siteresultsfrom subsequent
pages.

Whenresultsarelimited to � persite,nomorethan � resultsfor any givensitewill beshown onany given
page.Resultspast� for asitearesuppressed,andresultsfrom new sites(thatarenotpast� yet)added,
until thepageis full. Oncethepageis complete,theresultsarereordered:thesecondandlaterresultsfrom
asitearemovedupunderthefirst resultfrom thatsite,indented,andfollowedby a More results for
site link. Thenext page’s resultswill beobtainedby thesameprocess,resumingat thepoint in raw
resultsleft off by thepreviouspage.Notethatagivensitemayappearonsubsequentpages(if thereare
moreresultsfor it), but its resultsthatweresuppressedfor thepreviouspagewill notbeshown (because
they arevisiblevia thepreviouspage’s More results for site link). Also, sincetherearenow two
degreesof navigationthroughtheresults– standardpagination,plustheMore results for site
links – notall of thetotal resultscountedmaybeshown via pagination:therestareshown via More
results for site .
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NotealsothatsettingResultsperSiteto otherthanUnlimited canincreasesearchtime,aspotentially
muchmorethanonepageof raw resultsmustbeobtainedandsuppressed,andresultsmustberegrouped.

TheAllow override buttoncontrolswhetherthesearchusercanoverridetheprofile’s ResultsperSitelimit
on theAdvancedSearchform. Thiscanbesetto N to preventthepotentialdelayof groupingby site,or Y to
allow theuserto setacustomvalue.For profilesthatareMetaSearchback-ends,if thefront-endMeta
Searchis usingResultsperSite,all theback-endsshouldhave Allow override setto Y sothatthe
front-end’s valuecanbeused,for consistency.

3.6.19 Allow site: syntax

Syntax:aYes/Nobutton

Thiscontrolswhetherto allow thesite:host querysyntaxin asearch,to limit resultsto asingledomain.
It hasnoeffecton theFrom this domain boxon theAdvancedSearchform, whichusesaseparatevariable
(sq ) insteadof embeddingin thequery. For profilesthatareMetaSearchback-ends,if thefront-endMeta
Searchis usingResultsperSite,all theback-endsshouldhave Allow site: syntaxsetto Y sothatthe
front-end’s valuecanbepassedvia thesite:host syntax.

3.6.20 ResultsWidth

Syntax:awholenumberor apercentagevalid for anHTML � TABLE � WIDTH

Thiscontrolsthewidth of the<TABLE>susedin thesearchresults.Thismaybeanumberindicatinga
fixedwidth or a numberfrom 1 to 100followedby a percentsign(%). This tells theuser’s webbrowserhow
wide to make thetable.

3.6.21 Box Color

Syntax:acolornameor numbervalid for HTML colorspecification

Thiscontrolsthecolorof the“gray” informationalboxesat thetopandbottomof searchresultspages.

3.6.22 Show File Icons

Syntax:selectYesor No button

Show file typeiconson individual results.Theseiconsappearfor non-htmltypes(office files,PDF, images,
etc).Theexactpositioningor usageof theiconscanbecustomizedusingtheXSL Stylesheet(see
XSL File setting3.6.10).

3.6.23 Show Thunderstonelogoon results

Syntax:selectYesor No button
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Thiscontrolsthedisplayof theThunderstonelogoon thesearchresultspage.Thelogo is displayedon the
first andlastpageof asearch.

3.6.24 Show AdvancedSearch

Syntax:selectYesor No button

Thiscontrolswhetheror not theAdvancedSearchbuttonis displayedon thesearchform. If setto No then
thebuttonwill behidden,otherwiseit will bedisplayed.

3.6.25 Query Autocomplete

Syntax:selectYesor No button

QueryAutocomplete(alsoknown as“typeahead”)letstheSearchAppliancesuggestfull wordsfrom the
user’s partially typedqueriesasthey’re beingtyped.If theuserhastypedense , queryautocompletemay
suggestensemble , enseignement , etc.

LikeSpellCheck,thelist of wordsusedfor QueryAutocompletecomesfrom thecurrentprofile’s content,
sotheonly suggestionsmadewill bewordsthatoccursomewherein thecontent.

3.6.26 Max Completions

Syntax:awholenumber

Thiscontrolsthemaximumnumberof completionsthatwill beshown to theuserwhenusingQuery
Autocompletefunctionality.

3.6.27 ResultsHighlighting

Syntax:selectNone,Classes,Inline or Bold

Theuser’s querywill behighlightedin variouspartsof thesearchresults(Title, Abstract,etc.)with the
selectedmethod:

� None or N - No highlightingwill bedonein searchresults.

� Classes or Y - Termswill behighlightedwith <span> tagsthatreferto classesthataredefinedin
aseparateCSSfile, /common/search. cs s by default. Eachtermin thequeryis taggedwith a
differentclass,whichareeachhighlightedadifferentcolor in thedefault search.css . All these
rulescanbeoverriddenwith yourown CSSon theresultspage.

� Inline - Termswill behighlightedwith <span> tagsthatdirectlyspecifyafixedCSSstyle.This
is notcustomizable,but is self-containedanddoesnotdependonaseparatestylesheetor file. Same
visualresultasClasses with thedefault CSS.

� Bold - Termswill behighlightedwith <b> tags.
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Thedefault is Bold .

3.6.28 Context Highlighting

Syntax:selectNone,Classes,Inline or Bold

Theuser’s querywill behighlightedin thecontext view (MatchInfo page)with theselectedmethod.Same
choicesasfor ResultsHighlighting . Thedefault is Classes .

3.6.29 PDF Query Highlighting

Syntax:selectYesor No button

Whenmakinglinks to PDFsin searchresults,theSearchAppliancewill addextra info to thelink which
will causetheuser’s queryto behighlightedby thePDFviewer. Changingthissettingto “N” will remove
thatextra informationfrom thelink, andno longerhighlight theuser’s queryin thePDFdocument.

3.6.30 PDF Highlighting Format

Syntax:select“Acrobat7+” or “Legacy”

Controlstheformatusedto providequeryhighlightinginformationfor PDFlinks.

� Acrobat 7+: Usesthesearch parameterasdefinedin thePDFOpenParameterspecification.
Supportedby AdobeAcrobat7 (January2005)andall laterversions.

� Legacy : Usesthexml Highlight File Formatsyntax,whichhasbeendeprecatedby Adobe.It was
disabledby default in AcrobatReader9 (July2008),andcompletelyremovedfrom AcrobatReaderX
(Nov 2010)andall laterversions.

This is a temporarysettingis for compatibility, andwill beremovedin a futureversionof theSearch
Appliance(forcingAcrobat 7+ behavior).

3.6.31 Font

Syntax:a font namevalid for HTML � FONT� specification

Thisspecifiesthefont to usethroughoutthesearchinterface.

3.6.32 Display Charset

Syntax:astandardIANA charsetname
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Thissetsthecharsetusedto displaysearchresultsin. Thedefault if emptyis thecharsetfor StorageCharset
underAll Walk Settings.Thischarsetshouldbeasupersetof US-ASCII (same7-bit sequences),
compatiblewith TopHTML, andtranslatableby theSearchAppliancefrom StorageCharset.

A <META HTTP-EQUIV=Conte nt -Ty pe> tagin TopHTML will beupdatedautomaticallyto reflect
thischarset.Thisupdatecanbedisabledby putting2 or morespacesbetweenMETAandHTTP-EQUIV in
TopHTML.

Notethatif theDisplayCharsetdiffersfrom theStorageCharset,searchresultsmustbeconverted
on-the-fly, potentiallydegradingperformanceslightly. Thus,if DisplayCharsetis ever changed,it is
recommendedthatStorageCharsetbechangedaswell, andafterthenext rewalk (whenall thedatabasedata
is now in thenew StorageCharset),DisplayCharsetbechangebackto default (empty, whichwill still
displayin thenew StorageCharset).

3.6.33 Top HTML and Bottom HTML

Syntax:HTML

This is staticHTML to placeat thebeginningandendingof everysearchpagerespectively. It is usefulfor
settingstylesanddisplayingnavigationmenusandotherwisemakingthesearchpageslook like therestof
yoursite.

The<!-- THUNDERSTONE_HEADERS --> placeholderis replacedat searchtimewith custom
informationnecessaryfor search.If youcustomizeyourTopHTML, make sure
<!-- THUNDERSTONE_HEADERS --> is somewherein theTopHTML’s<head> section.

TopandBottomHTML whenplacedtogethershouldbeexactlywhatis requiredto createacompleteand
valid HTML page.Youcanuseyour favoriteHTML editorto createapagewith aplaceholderfor the
searchform andresults.Thencutandpastethesectionof HTML beforetheplaceholderinto theTop
HTML andthesectionof HTML aftertheplaceholderinto theBottomHTML.

If $query occurswithin thesefields,it will bereplacedby theuser’s query.

CSSStylesheet

TopHTML shouldalwaysincludea<link> to theCSSstylesheet/common/search. cs s , which is in
thewebserver documentroot tree.Thiscontainsstylesfor hit-highlightingandothersearchfunctionality.
While it maybeeditedto changethesestyles,it is moreportableto addaseparatestylesheetwith any
customstyles,includedaftersearch.css . Thatway, any futureSearchApplianceupgradeswill upgrade
stockstylesasneeded,but notaffectany customstylesin separatefiles.

3.6.34 EnableSherlock

Syntax:selectYesor No button

This informsthesearchto includecommenttagsin theresultspageto allow Sherlockto processthelist.

Sherlockis ametasearchtool for Macintoshcomputers.
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3.6.35 Top BestBet Title

Syntax:text

This is thetitle text of bestbetsdisplayedabove thesearchresults.Commonchoicesare“Best Bets ”
and“Suggested Links ”. SeeUsing Best Bets 4.16for moredetails.

3.6.36 Right BestBet Title

Syntax:text

Thetitle text of bestbetsdisplayedto theright of searchresults.Commonchoicesare“Best Bets ” and
“Suggested Links ”. SeeUsing Best Bets 4.16for moredetails.

3.6.37 Top BestBet Group

Syntax:choosegroupfrom drop-down list

Thiscontrolswhichgroupof bestbetswill beshown above theresults.Thegroupmustalreadybecreated.
SeeUsing Best Bets 4.16for moredetails.

3.6.38 Right BestBet Group

Syntax:choosegroupfrom drop-down list

Thiscontrolswhichgroupof bestbetswill beshown to theright of theresults.Thegroupmustalreadybe
created.SeeUsing Best Bets 4.16for moredetails.

3.6.39 Top BestBet Box Color

Syntax:valid HTML color

Thiscontrolsthecolor to beusedfor thebackgroundof thetopbestbetbox. SeeUsing Best Bets
4.16for moredetails.

3.6.40 Right BestBet Box Color

Syntax:valid HTML color

Thiscontrolsthecolor to beusedfor thebackgroundof theright-sidebestbetbox. See
Using Best Bets 4.16for moredetails.
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3.6.41 Top BestBet Border Style

Syntax:selectfrom drop-down list

Thiscontrolsthestyleof thetopbestbetbox border. Youcanchooseto have noborder, a borderaroundall
thebestbets,or anindividualborderaroundeachresult.SeeUsing Best Bets 4.16for moredetails.

3.6.42 Right BestBet Border Style

Syntax:selectfrom drop-down list

Thiscontrolsthestyleof theright-sidebestbetborder. Youcanchooseto have noborder, aborderaround
all thebestbets,or anindividualborderaroundeachresult.SeeUsing Best Bets 4.16for moredetails.

3.6.43 Right BestBet Box Width

Syntax:enternumberin text box

Thiscontrolsthewidth of thebestbetboxesshown to theright of theregularsearchresults.See
Using Best Bets 4.16for moredetails.

3.6.44 Authorization Method

TheAuthorization Method settingcontrolswhatResultsAuthorizationmethod(s)areusedby the
SearchAppliancewhenverifying useraccessto searchresultURLs. SeetheResultsAuthorizationsection
(p. 124)for details.Thepossiblesettingsare:

� None: No accessverification;returnall searchresultsto all users.This is thedefault. It is alsothe
settingthatshouldbeusedfor aMetaSearchprofile,evenif oneor moreof its back-endprofilesdoes
useResultsAuthorization:therequestandresponsefor credentialswill automaticallybepassedback
andforth from front-endMetaSearchto back-endprofiles,whichwill handletheauthorization(not
thefront-end).

� Forward login cookies : TheSearchAppliancewill forwardlogin cookiesfrom theuserto
theresultURL. This is for customHTML-form-basedsingle-sign-onsystems.

� Basic/NTLM/file - prompt via form : TheSearchAppliancewill prompttheuserfor
their credentialswith a form, thensendthemto theresultURL via HTTPBasic,NTLM or
Windows/SMBfile authentication.

3.6.45 Login Cookies

For theForward login cookies ResultsAuthorizationmethod,oneor morecookiesmustbenamed
in theLogin Cookies setting.No valuesaregiven,asthey will beobtainedautomaticallyona
per-searchbasisfrom theuser.



3.6. SEARCHSETTINGS 101

Whenauserconductsasearch,if thenamedcookiesareseenfrom theuser’s browser, theuseris assumed
to beloggedin, andthecookiesareforwardedto theresultsURLs for authorization.If thenamedcookies
arenotseen,theuseris assumednot to have loggedin yet,andis redirectedto Login URLinstead.

3.6.46 Login URL

For theForward login cookies ResultsAuthorizationmethod,if noneof theLogin Cookies are
seenat searchtime,theuseris assumednot to have loggedin yet,andwill beredirectedto thisURL
instead.TheLogin URLshouldbetheURL to thesite’s form-basedlogin page.

After loggingin, thesite’s login pagecanbeconfiguredto re-redirecttheuserbackto theiroriginalsearchif
desired.Thespecialtoken“%REFERER%”, if usedin theLogin URL, will bereplacedwith theURL back
to theuser’s search.Thus,it couldbeassignedto aquery-stringvariablein theLogin URLsothatthe
login pagecanredirectbackto thesearch.E.g. with thisvaluefor theLogin URL:

http://login.ac me.c om/lo gi n. asp?sea rc hurl =%REFERER%

theSearchAppliancewould redirecttheuserto http://login.ac me.co m/lo gi n. asp , with the
searchurl variablesetto theSearchAppliancesearchpage(with query).The login.asp codecould
bemodifiedto redirecttheuserbackto thesearchurl queryvariableafterlogin.

3.6.47 Basic/NTLM/file CookieType

For theBasic/NTLM/file - prompt via form ResultsAuthorizationmethod,thissetting
controlswhatcookietypeto usefor theSearchAppliance’s copy of theuser’s credentials.

With Basic/NTLM/file - prompt via form set,whenauserconductsasearchfor thefirst time,
a form is presented(from theSearchAppliance)askingfor auserandpassword. Theuser/passis sentback
to theuserasacookiefrom theSearchAppliancefor usein futuresearcheswithouthaving to re-prompt.
Theuser/passis alsosimultaneouslyusedto validatesearchresultsvia HTTPBasic/NTLMor
Windows/SMBfile access.

TheBasic/NTLM/file Cookie Type settingcontrolswhetherthiscookiefrom theSearch
ApplianceshouldbePersistent (retainedpermanentlysotheuserdoesnothave to login again)or
Session (discardedafterbrowserclosurefor security).

NotethattheBasic/NTLM/file Cookie Type cookieis distinctfrom theLogin Cookies ; they
areusedfor differentaccessmethods.Theformeroriginatesfrom theSearchApplianceandis only ever
sentto/fromtheuserandtheSearchAppliance:non-cookie-basedaccessmethodsarethenusedfrom the
SearchApplianceto theresultURLs for actualauthentication.Login Cookies , however, originatefrom
a third-partyform-basedlogin system,andpassfrom thelogin server to theuserto theSearchApplianceto
theresultURLs.
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3.6.48 Login Verification URL

For theBasic/NTLM/file - prompt via form ResultsAuthorizationmethod,theuseris directly
promptedfor a login by theSearchAppliance.Sinceauthenticationis handledby anotherserver, when
searchresultsaredeniedaccess,theSearchAppliancecannotknow if thedenialis URL-based(lackof
accessby theuser),or login-based(mistyped/wrongpassword).

To differentiatethetwo andgive usersachanceto correctmistypedpasswords,a Login
Verification URLmaybeset.ThisshouldbeaURL thatall usershave accessto, but thatis still
protected(i.e. anonymoususersaredenied).It shouldbeanactualfile (notadirectory),preferablysmall(a
few KB), andpermanent(not likely to move,berenamedor have permschanged).

If Login Verification URLis set,theSearchAppliancewill verify auser’s prompted-forlogin by
accessingthispage.Sinceall usershave accessto it, adenialis assumedto meanthelogin wasincorrect,
andtheuserwill bere-promptedfor theircredentials.WithoutaLogin Verification URLset,a
mistypedpassword will resultin nosearchresults,but theuserwill not know if they donothave accessto
theresults,or they merelymistypedtheir password.

3.6.49 Unauthorized ResultQuery

For all Authorization Method typesof ResultsAuthorization,it is assumedaprotocol-level denial
will beissuedwhentheSearchApplianceaccessesURL(s) thatauserdoesnothave accesstoo. E.g. for
HTTPURLs,a401 Unauthorized messageshouldbeissued.

However, someserversmayonly issueahuman-readabledenialmessage,but otherwisereturnanok (e.g.
HTTP200 ) protocolmessage.For suchresultstheSearchAppliancewill assumetheuserhasaccess,and
will erroneouslyreturntheresult.

To remedythis,Unauthorized Result Query maybesetto aquerythatwill matchonly denied
pages(e.g.“Access Denied ”). TheField/Type boxshouldbesetto thequerytype(substringvs.
REX) andfield (raw HTML vs. formattedtext) for thesearch.TheQuery field is setto theactualsubstring
or REX query.

Notethatthissettingimposesanextrasearchload,aseachsearchresultmustbeverifiedwith a full-page
GETinsteadof aHEAD, aswell asqueriedagainst.Thus,Unauthorized Result Query should
only besetif absolutelynecessary.

3.6.50 UsernameFixup

UsernameFixupallows you to makemodificationsto theResultsAuthorizationusernameprovided,suchas
addingor removing a domain.Thisallowsmultipleback-endswith slightly differentauthentication
schemesto besearchedsimultaneouslyin aMetaSearch.

� Search - thesearchexpressionto matchon theincomingusername.Unlessyou’re strippingoff a
domain,this shouldbeleft blankto matcheverything.
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� Replace - thereplacementstringusedto modify whatwasmatchedin thesearch.Pleasesee
examplesbelow, or theReplacementStrings of theVortex manualonourwebsitefor theexact
syntax.

For example,supposeyouhave awiki andafile server. They usethesameauthenticationback-ends,but the
wiki takestheformatusername andthefile server takestheformatDOMAIN\usernam e. If youcreatea
profile for eachof themandsettheUsername Fixup Replace valuefor thefile server to
DOMAIN\\\1 , thenyoucanmeta-searchbothwith username andeachwill gettheformatit needs.

Examples

� Changingusername to MYDOMAIN\userna me

– Search- (Empty)

– Replace- MYDOMAIN\\\1

� ChangingMYDOMAIN\usern ame to username

– Search- >>=!\\+\\=.+

– Replace- \4

� ChangingMYDOMAIN\usern ame to OTHERDOMAIN\usern ame

– Search- >>=!\\+

– Replace- OTHERDOMAIN

3.6.51 Max Docsto Auth-Check

Thissettingis themaximumnumberof raw (pre-auth-check)searchresultURLs to examinefor authorized
results,duringresultsauthorization.Decreasingthis limit canspeedupsearchesandreduceorigin server
load,at thecostof possiblytruncateddisplayedresults.E.g. noisyqueriesthatmatchmany overall
documentson theserver, but few of whichareauthorizedfor thesearchuser, mayusea lot of server
resources,soreducingthis limit mayreducethatload.

Themaximumvalueis -1 or blank(thedefault), for no limit: i.e. continueuntil all resultsarechecked,or
Successful Auth Result Limit or Total Auth Timeout is reached.

3.6.52 SuccessfulAuth ResultLimit

Thissettingis themaximumnumberof authorized(displayable,post-auth-check)resultsto try to establish,
duringresultsauthorization.Increasingthis limit makesit morelikely to getanexacthit countfor asearch
(insteadof asinglepage),at theexpenseof moresearchtimeandmoreorigin server load.

Theminimum(anddefault if empty)is thesameastheResults per Page setting(p. 94),which
producesapageof resultsthefastest.Themaximumis -1 for no limit, i.e. continueuntil all resultsare
checked,or Max Docs to Auth-Check or Total Auth Timeout is reached.
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3.6.53 Total Auth Timeout

Thissettingis themaximumtotal time in secondsto spendsearchingandauthorizingresults,duringResults
Authorization.Themaximumsettingvalueis -1 for no limit, i.e. let Search Timeout (p. 110)cancel
thesearchif reached.Any othernegative valueis relative to Search Timeout . Thusthedefault (if
empty)of -5 meansstopsearching5 secondsbeforeSearch Timeout , sothattherearea few seconds
left to sendtheresultsto theuser.

3.6.54 Allow Authorization URL

If enabled,theAuthorization URLfield of eachdocumentis usedfor ResultsAuthorizationinsteadof
thedocumentURL. (If theAuthorization URLfield of adocumentis empty, or thissettingis disabled,
thedocumentURL is used.)Enablingthiscanspeedupsearchesundercertaincircumstances.

Sometimesanentiregroupof documentssharethesameauthorization.For example,onsomesystemsthe
contentsof adirectoryalwayshave thesameauthorizationasthedirectoryitself. In otherwords,every
user’s permissionson thefiles in any directoryis thesameastheirpermissionson thedirectoryitself. If this
is thecase,thenResultsAuthorizationcanauthorizeall resultsin thedirectoryjustby authorizingthe
directoryitself, once.This reductionin callsspeedsupsearches.

For thisoptimizationto beeffective, theAuthorization URLfield in thedatabasemustbepopulated
(seeData from Field, p. 64). For example,onsystemswherethecontentsof adirectoryalwayshave the
sameauthorizationasthedirectoryitself, Authorization URLshouldbesetto theparentdir of each
URL. Themorefiles thereare(onaverage)in agivendirectory, themoreeffective thisoptimizationwill be.
Additionally, theAuthorization Cachingsettingshouldbesetto Session , sothattheone-timedirectory
authorizationcanbereusedfor eachresultinsidethedirectory. (OtherwiseResultsAuthorizationmust
repeatthedirectoryauthorizationfor every resultin thedirectory, asnormal.)

TheAuthorization URLfield mayalsobeusedonsystemsthatdonotmeetthegroup-authorization
criteria(many docssharingthesameauthorization)detailedabove. An environmentmayexist wherethe
walked/resultURL is simplynot thesameURL thatshouldbeusedfor ResultsAuthorization.For example,
thewalk/resultURLsmaybefile:// URLs,yet theauthorizationshouldtake placewith http://
URLsof thesamehostandpath.In suchacase,theAuthorization URLfield couldbepopulatedwith
thehttp:// variantto tell ResultsAuthorizationto usethoseURLs. In this instance,thefield is being
usedto properlyauthorizeURLs,andwill notnecessarilyspeedupsearches(becausethe
Authorization URLsareuniqueandnotsharedacrossgroups).

3.6.55 Authorization Caching

Whetherandhow to cacheResultsAuthorizationtraffic. Thedefault of None doesnocaching.Whensetto
Session , ResultsAuthorizationtraffic is cachedfor thedurationof thesession,i.e. thatsearchalone.
Normallycachingis of little benefit,becauseauthorizationURLsaretypically thesameasresultURLs,and
thelatteraretypically uniquein agivensearch;thuscachingwill nothelp.However, if the
Authorization URLfield is populated,andAllow Authorization URL is enabled,enablingcaching
mayspeedupResultsAuthorizationsearches.SeeAllow Authorization URL (p. 104)for details.
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3.6.56 Debug ResultsAuthorization

Enablingthissettingcausescopiousdebugginginformationto belogged.It shouldonly beenabledat the
requestof TechSupportfor diagnosingResultsAuthorizationproblems.

3.6.57 Show Authorization Info

EnablingthiscausesdetailsabouttheResAuthprocessto bedisplayedon thesearchresultspage- which
URL arebeingattempted,whattheoutcomeis, how long it takes,etc.Thiscanassistin troubleshooting
why resultsaren’t displayingwhenexpected.

� None (default)- No informationis displayed.

� Admin Users Only - informationis displayedonly if thebrowseris currentlyloggedin to the
admininterface.Thisallowsadminsto troubleshootResAuthwithoutexposinginformationto all
users.

� All Users - informationis displayedfor all searchusers.

WARNING - Theinformationshown includesinfo aboutURLs thatsearchusersdon’t have accessto
(explaininghow/why they failed).TheSearchApplianceacknowledgingtheexistenceof theseURLswhen
they’re unauthorizedcouldbeconsidereda securitybreachin somescenarios.

It is recommendedto only setit to Admin Users Only whentroubleshooting,andthensetit backto
None whenno longerneeded.

3.6.58 EnableSpellCheck

Syntax:selectYesor No button

This turnson thespellcheckoption.With thisoptionon,any searchwhichproducesnoresultsdisplaysa
list of alternate-spellingqueries,whichwill producemoreresults.If aqueryproducesoneresult,theSearch
Appliancesuggestsotherwordssimilar in spellingto thewordsyouentered.Thesuggestionsarebasedon
theactualwalk database,sounusualspellingsor terminologyusedonyoursitearepickedupby the
spell-checker. Thenumberof suggestionsvaries,dependingon theSuggest Time Limit and
Number of Suggestions options.Thedefault is on.

3.6.59 SuggestTime Limit

Syntax:choosefrom drop-down list

Thiscontrolsthenumberof secondstheSearchApplianceallows for spellingsuggestionsto bemade.See
alsoEnable Spell Check 3.6.58for moreinformation.
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3.6.60 Number of Suggestions

Syntax:choosefrom drop-down list

Thiscontrolsthenumberof spellingsuggestionsoffered.SeealsoEnable Spell Check 3.6.58for
moreinformation.

3.6.61 Synonyms

Syntax:choosefrom drop-down list

Thisallows you to selecta level of equivalencematching.Youcanlimit resultsto specificmatches,or you
canallow synonymsandphrases.Thevaluesaredescribedasfollows:

Disabled : nophraserecognitionandnosynonyms(equivalences).Only searchesfor thetheactualterms
in a query. This is regardlessof ˜ usage.

Phrase recognition only : recognizequerywordgroupsthatareknown phrasesandsearchfor
themasphrases.

Phrases & Allow synonyms : phraserecognitionplusallows thetilde ( ) operatorto match
synonymsonspecificqueryterms

Phrases & Use synonyms by default : phraserecognitionandmatchingsynonymsonall query
terms(tilde to turnoff onspecificterms).

SeealsoUsing the Thesaurus (section4.3).

3.6.62 Main Thesaurus

Syntax:thesymbolicnamefor theprimarythesaurus

Hereyoucanselectamainthesaurus.A drop-down list allowsyou to selectoneof thethesaurithatwas
definedin System , Custom Thesaurus .

SeealsoUsing the Thesaurus (section4.3).

3.6.63 SecondaryThesaurus

Syntax:thesymbolicnamefor thesecondarythesaurus

Hereyoucanselectasecondarythesaurus.A drop-down list allows you to selectoneof thethesaurithat
wasdefinedin mSystem , Custom Thesaurus .

SeealsoUsing the Thesaurus (section4.3).
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3.6.64 TranslateBoolean

Syntax:selectYesor No button

Off by default. If on,Booleankeywordsand , or , andnot in thesearchquerywill betranslatedinto set
logic.

TheSearchApplianceusessetlogic internally, andthissettingtranslatesbasicbooleanstatementsinto
propersetlogic automatically. This is a limited translation,anddoesnotsupportnestingof statements.

For moreinformationon theSearchAppliance’s useof setlogic, pleaseseetheUsingSetLogic to Weight
Search Items of theTexis manualonourwebsite.

3.6.65 Allow the @ Operator

Syntax:selectYesor No button

Off by default. If on,allow useof the@(intersections)operatorin queries.Querieswith few or no
intersections(e.g.@0) maybeslower, asthey cangenerateacopiousnumberof hits.

3.6.66 Allow Linear

Syntax:selectYesor No button

Off by default. If on,anall-linearquery–onewithoutany indexable“anchor”words–is allowed.A query
like “ /money #million ”, whereall thetermsuseunindexablepatternmatchers(REX, NPM or XPM) is
anexample.Suchaqueryrequiresa linearsearchof theentiretable,andthiscanbeveryslow for a tableof
significantsize.

If allinear is off, all queriesmusthave at leastonetermthatcanberesolvedwith theMetamorphindex,
andaMetamorphindex mustexist on thefield. Undersuchcircumstances,otherunindexabletermsin the
querycangenerallyberesolvedquickly, if the“anchor” termlimits thelinearsearchto a tiny fractionof the
table.Theerrormessage“Query would require linear search ” maybegeneratedby linear
queriesif this is off.

3.6.67 Allow NOT Logic

Syntax:selectYesor No button

Onby default. If on,allows “NOT” logic (e.g.the- operator)in aquery.

3.6.68 Allow Post-Processing

Syntax:selectYesor No button

Off by default. If on,post-processingof queriesis allowedwhenneededafteranindex lookup,e.g.to
resolve unindexabletermslike REX expressions,or only partially indexableterms.If off, somequeriesare
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faster, but they maynotbeasaccurateif they aren’t completelyresolved.Theerrormessage“Query
would require post-processin g” maybegeneratedby suchqueriesif this is off.

3.6.69 Allow Wildcards

Syntax:selectYesor No button

Onby default. If on,wildcardsareallowedin queries.Wildcardscanslow searchessomewhatbecause
potentiallymany wordsmustbelookedfor.

3.6.70 Allow Leading Wildcards

Syntax:selectYesor No button

Off by default. If on, leadingwildcards(“*word ”) areallowedin queries.Allow Wildcards mustalsobe
enabled.Notethatleading-wildcardtermsaresignificantlyslower to searchfor thantrailing-wildcardterms
suchas“word* ”.

3.6.71 Single-Word Wildcards

Syntax:selectYesor No button

Onby default. If on,wildcardsearcheswill spanonly oneword in thetext – insteadof up to 80characters
acrosswords– andwill suffix-match.E.g. thequery“con*tion ” will match“condition ” but not
“consider my position ” nor “conditionally ”.

3.6.72 Allow WITHIN Operators

Syntax:selectYesor No button

Off by default. If on,“within” operators(w/ ) areallowed.Thesegenerallyrequireapost-processto resolve,
andthereforethey canslow searches.If off, theerrormessage“ ’delimiters’ not allowed in
query ” will begeneratedif thewithin operatoris usedin aquery.

3.6.73 Require All Words

Syntax:selectYesor No button

By default,all wordsa usersearchesfor mustbein theresultfor it to match.If Require All Words is
changedto N, a resultwill beshown if anyof thequerytermsarein theresult.

Resultsthatmatchmultiplewordswill berankedhigherthanresultsthatmatchfewer.



3.6. SEARCHSETTINGS 109

3.6.74 ResolvePhraseNoiseWords

Syntax:selectYesor No button

Off by default. This indicateswhetherto exactly resolve thenoisewordsin phrases.If on,aphrasesuchas
“state of the art ” will only matchthoseexactwords;however, thismayrequirepost-processingto
resolve (potentiallyslower). If off, any word is permittedin placeof thenoisewords,andno
post-processingis needed;this is fasterbut potentiallylessaccurate.

3.6.75 PhraseWord Processing

Syntax:selectbox

Thissettingcontrolshow suffix/wildcardprocessing– asdeterminedby theWord Forms setting– is
appliedto phrases.Single-word termsalwayshave suffix/wildcardprocessingapplied;however phrases–
multi-word termsboundby hyphensor in double-quotes– areonly processedif thissettingallows it.

Therearetwo choices:

� Last word only : Only processthelastword in thephrase;this is thedefault. For example,with
thisvalueset(andWord Forms setto Any word forms ) thequery“"vacuum cleaner" ”
wouldmatch“vacuum cleaner ” aswell as“vacuum cleaners ”.

� None: Do noprocessingonphrasewords.With thisvalueset,thequery“"vacuum cleaner" ”
wouldonly match“vacuum cleaner ”, regardlessof Word Forms.

Notethatasingleword termis notaphrase– evenif double-quoted– andthusPhraseWord Processing
doesnotapplyto it.

3.6.76 KeepNoiseWords

Syntax:selectYesor No button

Off by default. This indicateswhetherto keepnoisewords(Yes) in thequeryduringqueryprocessingand
searchfor them,or remove them(No, thedefault) from thequeryandignorethem.

3.6.77 NoiseList

Syntax:whitespaceseparatedlist of noise(stop)words

A list of wordsto beignoredin queries(if Keep Noise Words is No). If emptythedefault list will be
used,which is:

aaboutafteragainagoall almostalsoalwaysamamanandanotherany anybodyanyhow anyoneanything
anywayareareasatawaybackbebecamebecausebeenbeforebeingbetweenbut by camecancannotcome
coulddid dodoesdoesdoingdonedown eacheachelseevenever everyeveryoneeverythingeverythingfor
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from front getgettinggogoesgoinggonegotgottenhadhashashave havehaving heherherehim hishow i
if in into is is isn’t it just lastleastleft lesslet like make many maymaybememineminemoremostmuch
my my myselfnever nononenotnow of off ononeontoor ourourselvesoutoverperputputtingsamesaw
seeseenshallshallshesheshouldshouldsosomesomebodysomeonesomethingstandsuchsuretake than
thatthetheir their themthemthentherethesethey this this thosethroughtill to too two unlessuntil upupon
ususverywaswaswewentwerewerewhatwhat’s whatever whenwherewhetherwhichwhile whowho
whoever whomwhosewhosewhy will will with within withoutwon’t wouldwouldn’t yet youyour

3.6.78 Search Timeout

Syntax:integernumberof seconds

This is themaximumoverall time to spendsearchingandsendingresults.Exceedingthis limit, whetherdue
to server load,network slowness,etc.will resultin a “Timeout”messageto theuser. Thishelpsprevent
heavy loadfrom overwhelmingtheserver. Thedefault (if empty)is 30seconds.Themaximumis -1 for no
limit, which is stronglydiscouraged.

3.6.79 Show Err or Messages

Syntax:selectbox

Show ErrorMessagesdeterminesthedispositionof errormessagesduringsearches.It maybesetto oneof
thefollowing values:

� None
Suppressall errors

� In HTML comments
Show errorsin HTML comments(for HTML resultstyles)sothatthey arenotnormallyvisible to the
user, but canbeviewedvia View Sourcein abrowser. In XML resultstyles,errorswill besuppressed.

� In HTML comments & query errors visible
Show errorsin HTML comments(for HTML resultstyles),but show query-relatederrors(e.g.
“Your query was all noise words. ”) visibly (in grayboxes).

Thedefault is In HTML comments & query errors visible . Notethatin admin(testsearch)
mode,all errorsarealwaysshown visibly, for adminperusal.

3.6.80 Debug SQL Level

Syntax:integer/hex numberor empty/0to disable

SettingDebug SQLLevel to anon-empty/non-zerovalue(typically 3) enablesextradebug messagesfor
certainSQLstatements.Generallyonly setat therequestof techsupportfor diagnosingproblems.
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3.6.81 Debug Metamorph Level

Syntax:integer/hex numberor empty/0to disable

Thisenablesextradebug messagesfor certainMetamorphstatements.Generallyonly setat therequestof
techsupportfor diagnosingproblems.Notethatthissettingcangeneratecopiousamountsof messages.

3.6.82 FastResultCounts

Syntax:selectYesor No button

Off by default. Somecomplex queriesinvolving categoriesor proximitiescloserthanpagecantake more
time to determineexactresulthit counts.In somecasesit maycausetimeouts.Enablingthisoptionwill
determinehit countsmuchfaster, andusinglessCPU,in thesecasesat theexpenseof accuracy. Thehit
countsfor complex querieswill generallybeoverestimated(it will saytherearemorehits thantherereally
are).

3.6.83 Proximity

Syntax:choosefrom drop-down list

Proximitygivestheability to locateanswerswith greaterprecision.TheSearchApplianceinput form gives
youseveraloptionsto controlthesearchproximity:

line All querytermsmustoccuron thesameline

sentenceQueryitemsmustall residewithin thesamesentence

paragraph Within thesameparagraphor text block

page All itemsmustoccurwithin sameHTML document(thedefault)

A bar-graphdisplaywill beshown any timea rankingsearchwasperformed(e.g.all searchesexcept
Show Parents ).

3.6.84 LanguageCharacters

Syntax:list or rangeof characters,asinsideREX []

TheLanguageCharacterssettingcontrolswhatcharactersconstitutea languagequery. Queryterms
composedentirelyof thesecharactersareconsideredlanguageterms,andhave Word Forms processing
applied.Thesyntaxis a list of characters(noseparation),and/ora rangeof characters;thesameasaREX
characterclass(without thebrackets).Thedefault is \alpha\’\x80-\ xFF, i.e. alphabetic,hi-bit (for
UTF-8)andapostrophe(for contractions).For bestresults,all charactersthatcouldmatchpartof aWord
Definition expression(p. 74)shouldusuallyalsobelistedin LanguageCharacters.
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3.6.85 Word Forms

Syntax:choosefrom drop-down list

TheWord forms optionsgiveyoucontroloverhow many variationsof yourquerytermsaresoughtin
yoursearchasfollows:

Exact match: Only exactmatchesareallowed. (thedefault)

Plurals & possessives: Pluralandpossessive formsarefound.(s , es , ’s )

Any word forms: As many word formsascanbederivedarelocated.

Custom: usethethreecustomsettingsbelow to determineword forms.

3.6.86 CustomSuffix List

Syntax:Space-separatedlist of suffixes

WhenusingtheWordFormsCustom , this is thespace-separatedlist of suffixesto use.All of thesewill be
repeatedlystrippedoff of words,aslongastheword is longerthantheCustom Suffix Min Length .

An examplesettingcouldbes es ’ a e i y . For thewordsmith’s , thesand’ wouldbestripped,
causingit to matchsmith , smiths , etc.

3.6.87 CustomSuffix Default Removal

Syntax:Y or N

WhenusingtheWordFormsCustom , thiscontrolswhetherto remove a trailing vowel, or oneof a trailing
doubleconsonantpair, afternormalsuffix processingis finished.Thiswill notapplyif it would take the
wordbelow theminimumword length.

For example,if ing is in thesuffix list andDefault Removal is Y, thentheword running will have
the ing stripped,andthenthe2ndn will beremovedvia Default Removal , producingrun .

DefaultRemoval is setto Y whenusingAny Word Forms , but notwith Plurals & Possessives .

3.6.88 CustomSuffix Min Length

Syntax:Number

WhenusingtheWordFormsCustom , theSearchAppliancewill not try to stripadditionalsuffixesfrom
any wordshorterthanthis length.For example,if min lengthis 3or more,thees onyes will notbetreated
asa suffix.

Min Lengthis setto 3 whenusingPlurals & Possessives , and5 for All Word Forms .
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3.6.89 Word Ordering

Syntax:choosefrom drop-down list

Controlshow importantwordorderis for resultsranking:hitswith termsin thesameorderasthequeryare
consideredbetter. For example,if searchingfor “bear arms ”, thenthehit “arm bears ”, while
matchingbothterms,is probablynotasgoodasanin-ordermatch.Thedefault weightis Medium(500).

3.6.90 Word Proximity

Syntax:choosefrom dropdown list

Controlshow importantproximity of termsis for resultsranking.Thecloserthehit’s termsaregrouped
together, thebettertherank.Thedefault weightis 500.

3.6.91 DatabaseFrequency

Syntax:choosefrom dropdown list

Controlshow importantfrequency in thetableis for resultsranking.Themorea termoccursin thetable
beingsearched,theworseits rank.Termsthatoccurin many documentsareusuallylessrelevantthanrare
terms.For example,in aweb-walk databasetheword “HTML” is likely to occurin mostdocuments:it thus
haslittle usein findingaspecificdocument.Thedefault weightis 500.

3.6.92 DocumentFrequency

Syntax:choosefrom dropdown list

Controlshow importantfrequency in documentis for resultsranking.Themoreoccurrencesof a termin a
document,thebetterits rank,up to apoint. Thedefault weightis 500.

3.6.93 Position in Text

Syntax:choosefrom dropdown list

Controlshow importantclosenessto documentstartis for resultsranking.Hits closerto thetopof the
documentareconsideredbetter. Thedefault weightis 500.

3.6.94 Clicks fr om Home

Syntax:choosefrom dropdown list

Controlshow importantbeingcloseto aBaseURL is for resultsranking.Themoretimesthewalk hadto
click on links to getto thepage,thelower weightit will have. Thedefault weightis off, i.e. donot factorin
clicks-from-homefor resultsranking.
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3.6.95 RankedRows

Syntax:number

Themaximumnumberof rows thatcanbescrolledto whenreturningrankedresults.Thiscanbesetto 0 for
all matchingrows,or to any othernumber. Thelower thenumberthebettertheperformance,however users
won’t beableto scroll throughasmany results.Thedefault is 200.

3.6.96 XML Export Variables

Syntax:namesseparatedby newlines

XML Export Variables is a list of variables,oneperline, thatareto bedisplayedandpropagated
throughXML searchresults.Thiscanbeusedto propagateHTTPheadersfrom theclient’s request,or for
includingarbitraryextra information.

� HTTP Headers

Youcanspecifytheheadernamein all caps,with underscoresfor spaces,andwith aHTTP_prefix.
For example,to include“UserAgent”, specifyHTTP_USER_AGENT.

� Arbitrary variables

Youcanspecifyany namedvariable,andvaluespassedin to thesearchquerywill bepropagatedin
theXML output.

For example,if youusecbtGroup andHTTP_USER_AGENT, andthesearchUrl includes
...&cbtGroup=us er &cbt Group=backup&. .. , thenthefollowing blockwill appearin theXML
output:

<exportVar>
<variable name="HTTP_USER_AGENT"> Mozi ll a/ 5.0 ....</variable >
<variable name="cbtGroup "> user </v ar ia bl e>
<variable name="cbtGroup "> back up</v ar ia bl e>

</exportVar>

3.6.97 File URL Format

Syntax:choosefrom dropdown list

Controlshow file URLsareformatted.TheMax Compatibilitysettingwill formatthemas
file://///serve r/ shar e whichbothInternetExplorerandMozilla-basedbrowserssuchasFirefox
andSeaMonkey support,while theInternetExploreronly settingwill formatthemas
file://server/s hare .

Notethatfor Mozilla-basedbrowsersyouwill alsoneedto enablepermissionfor HTML pagesto openfiles
by creatingauser.js in yourprofilesdirectory(whereprefs.js is) thatcontains(note:lineswrapped
to fit theprintedpage):
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user_pref("capa bi li ty .po li cy .p ol icy names" , "localfilelinks" );
user_pref("capa bi li ty .po li cy .l ocalf il el in ks .si te s" ,

"http://HOSTNAME ") ;
user_pref("capa bi li ty .po li cy .l ocalf il el in ks .ch eckl oaduri. enable d" ,

"allAccess");

whereHOSTNAMEis thenameor IP addressof thesearchresultsasseenin thebrowseraddressbar.

3.6.98 RedirectFormat

Syntax:choosefrom dropdown list

Controlshow redirectsarepresentedwhendoingQueryLogging,assomecombinationof HTTP302
redirectsandHTML meta-refreshredirects.

TheMax Compatibility settingis recommended,whichworksaroundknown bugsin Internet
Explorerby notusinga302redirectwhenInternetExploreris requestingfile:// URLs.

3.6.99 PhishingProtection

PhishingProtectionpreventstheSearchAppliancefrom beingusedasa tool in aphishingattack.

TheSearchAppliancehasa redirectpageaspartof its QueryLoggingfunctionality, whereit will providea
redirectto theURL specified.It wouldbepossiblefor anattacker to specifya URL that,at first glance,
lookslike a link from theSearchAppliance,which theusermaytrust.After theredirect,it actuallyendsup
somewhereelse.

If PhishingProtectionis enabled,theredirectpagewill make surethatany URL specifiedis actuallyin the
profile’s walk databasebeforeissuingtheredirectto it.

3.6.100 DecodeDisplayedURLs

DecodeDisplayedURLswill causetheURL thatis displayedin searchresultsto beURL-decoded,which
includesreplacingsequenceswith their propercharacters.

ThiscanbeusefulwhenURLshave wordsseparatedwith spaces,whicharereplacedwith %20to beavalid
URL. DecodeDisplayedURLsallows you to displaythedecodedversion,makingthefileseasierfor search
usersto read.

"this%20is%20a% 0f il e. txt " becomes"this is a file.txt".

3.6.101 ResultsCaching

TheResultsCachingoptioncanbeusedto enableasearchresultscachemechanism,whichcanspeedup
responsetime for frequently-usedqueries.Whenenabled,theHTML or XML resultsof searchesarestored
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in a per-profilecache,andif a latersearchis madewith thesamequerystringparameters,thecacheresult
maybereturned,avoiding theneedfor a full search.SettingEnabled to Y enablesresultscaching.

SettingAllow Override to Y allows usersto controlwhetherasearchusesand/orupdatesthecache,by
specifyinga valuefor therescache querystringvariable:

� n - Do notsearchor refreshthecache;i.e. searchasif cachingweredisabled.

� refresh - Do notsearchthecache,but updateit if rulesallow.

� norefresh - Searchthecache,but donotupdateit.

� y - Searchandupdatethecachenormally.

BothEnabledandAllow Override areconsidered“appearance”options,i.e. they will not take effect for
LiveSearchunlessUpdate Live and Test is used.SeetheResultsCachingsectionof ProfileTools
(p. 37) for moredetailsonwhento useresultscaching,its caveatsandmanagement.

Note:ResultsCachingis acompletelyseparatefeaturefrom thesimilarly namedCacheContent.

� CacheContentsavesadditionalinformationwhile walkingsothatuserscandownloadanoriginal
copy of theresultdirectly from theApplianceinsteadof theoriginal location.This is donethrougha
View Cached link on thesearchinterface.

� This feature,ResultsCaching,savesanentirepageof resultsafterasearchis performed,soadditional
searchesfor thesametermscanusethatcacheinsteadof performingthesearchagain.This is
invisible to searchusers.

Pleasesee3.5.98for moreinformationonCacheContent.

3.6.102 Max CacheEntry Age

Thissetsthemaximumage,in seconds,for a resultscacheentry. Entriesolderthanthiswill notbeusedfor
results,andwill bepurgedby theresultscachemanager. Thedefault (if empty)is 21600seconds,i.e. six
hours.

3.6.103 Max CacheSize

Thissetsthemaximumsize,in bytes,of theresultscache.This is notahardlimit, but whenthecachegrows
largerthanthis, theresultscachemanagerwill startto remove old/low-priority entries.Thedefault (if
empty)is 100000000(onehundredmillion bytes).

3.6.104 Min Search Time

Thissetstheminimumsearchtime, in seconds,thata querymusttake in orderto beconsideredfor results
caching.Queriesthatarefasterthanthisarenotcached,becausethey areconsideredfastenoughto save the
space.Thevaluemaybeanintegeror floating-point(decimal)number;thedefault (if empty)is 2.0.
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3.6.105 Visible

Thiscontrolswhetherthisprofile is visible to otherSearchAppliances(or eventhesameone)for usein a
metasearch.Any profile thatis to beusedasapartof a metasearchmusthave theVisible flagsetto Y.

If aprofilehasVisible setto Nandis usedasaback-endfor metasearch,it will returntheerror
Profile not Visible .

3.7 SystemWide Settings

Thisareais for settingsthataffect theSearchApplianceasawholeand/ormaybesharedby multiplewalk
profiles.

3.7.1 Admin Theme

Selectsacolor themeto usefor theSearchAppliance’s administrative interface.Thisdoesn’t affectwalking
or thesearchinterfacein any way.

It canbeusefulto provideameansof quickvisualdifferentiationbetweenmultipleSearchAppliances.

3.7.2 HomePage

By default whentheSearchApplianceis directlyaccessed,asin http://hostname _or_i p it will
presentapagethatallows selectionof theadminor searchinterface.Thisoptionallowsyou to replacethat
pagewith any HTML youdevise.TheHTML youuploadshouldreferto imagesandsuchusingfully
qualifiedURLsbecausethey cannotbeuploadedto theSearchAppliancefor usein relative URLs.

CheckingDefault will revert theSearchAppliancehomepageto its factorybehavior.

3.7.3 Enter At Search, Default Profile

By default usersaccessingtheSearchApplianceusingnoparticularURL will begivenachoiceof adminor
search.Enablingthisoptionremovesthatchoiceandentersat thesearchfor theprofilenamedin the
DefaultProfilesetting.

3.7.4 Favicon.ico

TheSearchAppliancecomeswith no favicon.icofile. If youwishusers’browsersto displayyour
company’s favicon whenthey areaccessingtheSearchApplianceyou’ll needto uploadthaticon. If youno
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longerwish to have a favicon checkDelete .

3.7.5 Robots.txt

TheSearchAppliancecomeswith no robots.txtfile. If youwantto controlhow webwalking robotsvisit
yoursearchpagesyoucanuploada robots.txtfile. This robots.txtfile will applyto all pagesreturnedbythe
SearchApplianceincludingadmin,documentation,andsearcheswhetheraccessedby HTTPor HTTPS.
Seehttp://www.robo ts tx t. org for thesyntaxof robots.txtfiles.

If youno longerwish to have a robots.txtcheckDelete .

Note:Youmayalsocontrolrobotsfor searchesonaprofileby profilebasisby usingmetarobotswithin the
topHTML of thesearchsettingsor thecustomXSL if you’re usinganXSL stylesheetfor searchresults.
Seehttp://www.robo ts tx t. org for thesyntaxof themetarobotstag.

3.7.6 Cluster Members

Thisfield definesthemachine(s)and/ornetwork(s)thatconstitutea clusterof SearchAppliances.If you
have morethanone,all of their IPsor anetwork prefixandwildcard(suchas10.10.10.* ) shouldbe
specifiedhere.All machinesmatchingtheseIPswill beallowedfull accessto theSearchAppliance
internalswithoutverification.Thisallows for replicationanddataload.

3.7.7 API Logging

Allowsyou to recordtheXML requests& responsesof all dataloadandSOAP adminAPI callsto
api.log in thelogsdirectory. Thiscanbeusefulwhentroubleshootingwhy dataloadrequestsaren’t
storingproperly.
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Dataloadandreplicationaresupportedin thefull Texis product,but notWebinator-only.

3.7.8 TaskMonitor Logging

Controlstheverbosityof loggingfor theTaskMonitor. Messagesareloggedto taskmonitor.lo g in
thelogsdirectory.

3.7.9 GoogleConnectorLogging

Controlstheverbosityof loggingfor theprocessingof GoogleConnectors.Messagesareloggedto
gcon.log in thelogsdirectory. This includesGoogleFeedpushes,andfull connectoractions.

3.7.10 DisableAll Walks

Whenthissettingis on,nowalkswill launchfor any profilesfor any reason(manual,schedule,etc).Setting
to Y will stopALL profilesfrom walking,overridingany individual profile’s Disable Walks setting.

Thiscanbeusefulwith machinesthatshouldbedataload-only, or for machinesthatwantto guaranteetheir
contentwon’t change.

3.7.11 UpdateSoftware

Thisallows you to configurethesystemto performupdatesautomatically. Therearethreestepsto
performinganupgrade,andyoucanselecthow many stepsareperformedautomatically. Thestepsare
describedasfollows:

� Don’t check for updates automatically - theSearchAppliancewill notperformany
actionson its own.

� Check for updates but don’t download or install - theSearchAppliancewill
discoverswhethersoftwarethatis newer thanwhatis installedis available.

� Download updates but don’t install - theSearchAppliancewill downloadsoftware
updatesandhold themfor you to peruseandinstall.

� Install updates automatically - theSearchApplianceautomaticallyappliessoftware
updatesasthey’re madeavailable.

3.7.12 HTTP Proxy Server

If youneedaHTTPproxy to accesstheinternetwhile checkingfor updates,youcanspecifytheserver here.

If youdon’t needaproxy, leave blank.
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3.7.13 Proxy Username

If theHTTPproxyusedwhencheckingfor updatesrequirescredentials,enteryourusernamehere.

If you’re notusingaproxyor it doesn’t requirecredentials,leave blank.

3.7.14 Proxy Password

If theHTTPproxyusedwhencheckingfor updatesrequirescredentials,enteryourpassword here.

If you’re notusingaproxyor it doesn’t requirecredentials,leave blank.

3.7.15 SystemReplication Settings

“Targets”definesmachinesthatwill receive systemreplicationfrom theAppliance.This includesthe
creationanddeletionof profiles,all profilesettingschanges,andall profiledata.

Systemreplicationtargetsmusthave Allow Receiving enabled,asdescribedbelow.

3.7.16 Allow Receiving

theAppliancecanonly bea receiver of SystemReplication(describedabove) if thisAppliancehasAllow
Receiving setto Y. Thesendermustalsobelistedin thisAppliance’s ClusterMembers,asdescribedabove.

3.7.17 Log All Replication

Writesinformationfor eachreplicationqueueprocessorto replication.log . This forcesloggingfor
all profiles,andalsofor non-profile,Systemdatareplication.

If both”Log All Replication”andaprofile’s ”Log Replication”areset,loggingfor thatprofilewill bethe
moreverboseof thetwo.

3.7.18 EnableHTTPS Server

ThisenablestheSearchAppliance’s HTTPSwebserver, allowing webbasedadminandsearchesto be
accessedvia HTTPSin additionto or insteadof HTTP. Turn thison to enableencryptedcommunications.
Thenaccesstheadmininterfaceusinghttps in theURL insteadof http . (Note: thissettingwasformerly
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calledEnableHTTPS Admin .)

3.7.19 Require HTTPS for Dir ectAdmin

Setthisoptionto Y sothatdirectaccessto theadmininterfaceis only permittedvia HTTPSandnotHTTP.
“Direct” meanstheimmediate,directconnectionto theSearchAppliancefrom thewebbrowser(or proxy,
if any); securityof theearlierhopsof proxy-forwardedconnectionsis checkedby Require HTTPS for
Proxy Admin .

If youusethisyoumustalsoturnonEnableHTTPS Server.

For safety, Require HTTPS for Direct Admin canonly beenabledwhile accessingtheadmin
interfacevia HTTPS.

If youhave setthisoptionY andaccidentallyconfigureit suchthatyoucannotaccesstheSearch
Appliance,youcanre-enableHTTPadminby goingto thephysicalconsoleof theSearchApplianceand
selectingthedrop Admin restrictions (HTTPS,IP,Ciph er requirements) option.

(Note: this settingwasformerlycalledRequireHTTPS Admin .)

3.7.20 Require HTTPS for Proxy Admin

Setthisoptionto Y sothatproxy-forwardedaccessto theadmininterfaceis only permittedvia HTTPSand
notHTTP. Forwardedconnectionsarethosehop(s)in theconnectionchainthatareforwardedfrom the
client to aproxy (thatthenaccessestheSearchAppliancedirectly); for controlof directconnectionsto the
SearchApplianceadmin(or thedirectlast-hopfrom aproxy to theSearchAppliance),seeRequireHTTPS
for DirectAdmin .

Forwardedconnectionsarecheckedby examiningtheX-Forward-Proto headervalueof connectionsto
theadmininterface:if all tokensarehttps , theforwardedconnectionis consideredsecure/HTTPS,
otherwiseinsecure/HTTP. If noX-Forwarded-Pro to headeris present,theconnectionis not
consideredforwardedandthissettingdoesnotapply. Notethatfor thissettingto beeffective, thenetwork
mustbesecuredsuchthatall deviceswith directaccessto theSearchAppliancecanbetrustedto set(or
clear)theX-Forwarded-Prot o headerproperly, astheheaderis easilyforged.

For safety, RequireHTTPS for Proxy Admin cannotbeenabledif you’re currentlyaccessingtheSearch
Appliancevia aninsecureproxies.
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If youhave setthisoptionY andaccidentallyconfigureit suchthatyoucannotaccesstheSearch
Appliance,youcanre-enableHTTPadminby goingto thephysicalconsoleof theSearchApplianceand
selectingthedrop Admin restrictions (HTTPS,IP,Ciph er requirements) option.

3.7.21 Admin AccessIPs

ThiscontrolswhatIP addressesareallowedto accesstheadmininterface.Youmayspecifyoneor more
individual IP addressesor networks.Networksmaybespecifiedwith eitheraddress:netmaskor
address/prefixlensyntaxes.Placeeachentryona line by itself. Blankmeansno IP restriction,theadmin
interfacemaybeaccessedfrom any IP.

Example.If youhavea localclassC network of 10.10.1.0aswell asonepublic IP suchas198.49.220.1you
wantto have adminaccessyouwoulduse

10.10.1.0/24
198.49.220.1

or

10.10.1.0:255.2 55.2 55.0
198.49.220.1

For safety, TheSearchAppliancewill only acceptAdmin Access IPs thatallow theIP addressit’s
currentlybeingaccessedfrom.

3.7.22 HTTPS/SSLProtocols

Whichprotocolsto allow for HTTPS/SSLconnectionsto theSearchApplianceserver from remoteclients.
Note:webmin will only usethefirst onecheckedunlessall arechecked.

For clientSSLprotocolsduringwalks,seeSSLClient ProtocolsunderAll Walk Settings.

3.7.23 HTTPS/SSLCiphers

Whichciphersto allow in HTTPS/SSLconnectionsto theSearchApplianceserver from remoteclients.
Thisusestheopenssl ciphers command-lineformat.e.g.turnoff low securitycipherswith
DEFAULT:!LOW.

3.7.24 EnableSNMP service

ThisenablestheSNMPserver on theSearchAppliance.With thisenabledyoucanuseSNMPmonitoring
toolsto monitortheconditionof theSearchAppliance.

A few itemsof particularinterestmightbe
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What OID (ObjectIdentifier)
Disk space .1.3.6.1.4.1.2021.9
Systemload .1.3.6.1.4.1.2021.10
Critical processes .1.3.6.1.4.1.2021.2

3.7.25 SNMP Community Name

This is thecommunitynameusedto accesstheSNMPinformation.Wesuggestusingsomethinguniqueto
yourorganizationratherthan”public”.

3.7.26 SNMP Location Value

This is prettymuchanythingyouwant. It hasnosignificanceexceptasadesignatorfor you to identify
whereor whattheSearchApplianceis.

3.7.27 SNMP Contact Value

This is prettymuchanythingyouwant. It wouldnormallycontainsomecontactinformationfor theadmins
of theSearchAppliance.

3.7.28 SNMP AccessIPs

ThiscontrolswhatIP addressesareallowedto accesstheSNMPinterface.Youmayspecifyoneor more
individual IP addressesor networks.Networksmaybespecifiedwith eitheraddress:netmaskor
address/prefixlensyntaxes.Placeeachentryona line by itself. Blankmeansno IP restriction,theSNMP
interfacemaybeaccessedfrom any IP.

Example.If youhavea localclassC network of 10.10.1.0aswell asonepublic IP suchas198.49.220.1you
wantto have SNMPaccessyouwoulduse

10.10.1.0/24
198.49.220.1

or

10.10.1.0:255.2 55.2 55.0
198.49.220.1

3.7.29 Administration Interface Options

Thesesettingsallow you to tweaktheappearanceof thepageswhenyou’re workingwith the
AdministrationInterface.Notethatthis is thetitle of theSearchApplianceadministration pages,suchas
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All Walk Settings , List/Edit URLs, System ,etc.,not thetitlesof theactualsearch pages,
whicharecontrolledin eachprofile’s Search Settings .

3.7.30 � title � order

By default, thetitle of administrationpagesshow $profile-$sectio n, whereprofile is thecurrent
profile,andsection is thesectionof theprofilebeingviewed.Thissettingallowsyou to swapthoseto so
it shows sectionfirst.

3.7.31 � title � max profile length

If thenameof thecurrentprofile is longerthanthisnumber, it will betruncatedby ellipseswhenit displays
in thetitle. Thiscanensureyouwill alwaysbeableto seeboththeprofileandthesectionin yourpagetitles.

-1 (default)meansdon’t truncate,and0 removestheprofile form pagetitles.

3.8 ResultsAuthorization

ResultsAuthorizationallows restrictionof searchresultsto authorizedusersonly, onaper-URL basis.Only
userswith accessto agivenURL will ever seethatURL in a resultlist, insteadof all usersseeingall
matches(andpotentiallybeingdeniedaccessto resultsalreadyshown).

Accessto aURL, aswell asthenamespaceof users,is determinedby theURL’sorigin server, not the
SearchAppliance,sonoreconfigurationof usersor accessis needed– thepre-existing server access
controlsarejust forwardedby theSearchAppliance.And sinceaccessis determinedonaper-result,not
per-search,basis,a singleprofilecanserve amultitudeof userswith any combinationof whole/partial
accessto theunderlyingdata.

ResultsAuthorizationworksat searchtime (latebinding)by accessingeachpotentialsearchresultURL
with theuser’s credentials.Only URLsauthorizedto thatuserarethenshown in searchresults.The
authenticationmethod(s)usedwill dependon theexistingsystem(s)alreadyusedby theindexedURLs.
Variousschemesaresupported:

� None: No accessverification;returnall searchresultsto all users.This is thedefault.

� Cookie-based : CustomHTML-form-basedsingle-sign-onsystems.Usersfirst login onaweb
server (notaWindows workstationlogin), which thensendsanaccesscookieto theuser’s browser.
Thiscookieis automaticallyreturnedto theserver whenaccessingfuturepages,andgrantstheuser
access.

� Basic : HTTPBasicauthentication,for webservers.

� NTLM: Windows NTLM authentication,for webservers.

� SMB/Windows : SMB for Windows file servers(for Thunderstoneproductsthatsupportfile://
walking).
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For cookie-basedsystems,theSearchAppliancewill merelyforwardthecookiestheuserhasalready
receivedfrom thesitelogin page.For all others(Basic/NTLM/SMB),theSearchAppliancemustprompt
for theuserandpassword directly, asthey areneededto verify resultURLs. In thelattercase,credentials
will thenbestoredin acookieby theSearchAppliancesothatfuturesearchesdonotneedto re-promptfor
a login. NotethatNFS-mountedfile serversarenotcurrentlysupportedby ResultsAuthorization,dueto
limitationsof NFS.

3.8.1 ResultsAuthorization Walk Settings

TheSearchApplianceitself needsreadaccessto theentiresetof URLs in orderto build asearchindex.
Therefore,beforewalkinga protecteddatasetfor ResultsAuthorization,it maybenecessaryto fill out the
Login Info setting(p. 80)underAll Walk Settings with a full-accessadmintypeaccount,sothat
theSearchAppliancecanwalk thedata.

Or it maybenecessaryto fill outaPrimer URL(p. 78)containinglogin info to submitto asite’s login
form, sothattheSearchAppliancecanobtainthelogin cookiesneededfor accessto therestof thesite.

3.8.2 ResultsAuthorization Search Settings

After asuccessfulwalk, ResultsAuthorizationis configuredwith theResults Authorization
Options groupon theSearch Settings page.Theprimarysettingis Authorization Method
(p. 100),which is determinedby theauthenticationsystem(s)in useby theindexedURLs. If cookie-based,
this is setto Forward login cookies ; for all othersystems,it is setto Basic/NTLM/file -
Prompt via form . Mostof theremainingsettingsdependonwhichmethodwasselected;seethe
Authorization Method setting(p. 100)for details.

Therearealsoa few resource/tuningsettings,suchasMax Docs to Auth-Check , Successful
Auth Result Limit , Total Auth Timeout , andDebug Results Authorization , which
arenot required,but merelyfine-tunetheresults.

3.9 Meta Search - Search multiple profilesasone

Metasearchallows you to searchmultipleprofilessimultaneouslyandmergeanddisplaytheresultsasif it
wasonebig profile. Themetasearchcansearchandcombineprofilesfrom multipleSearchAppliances.

3.9.1 Profile Creation

Whencreatingaprofile,changetheStandard selectbox to Meta Search instead.

3.9.2 Meta Search Walk Settings

Walk Settings is somewhatof amisnomerfor ametasearchprofilesinceit doesn’t doany walkingof
it’s own. On thispageyou list thehost(s)andprofile(s)to searchandmergewhenthisprofile is accessed.
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For eachprofileyouwantincludedin thesearchyou list theprofile’s namein theProfile Namecolumn
andthehostnameor IP of themachinewherethatprofile residesin theHost IP or Namecolumn.You
mayuseDNSresolvablenamesor IP addressesin thehostcolumn.IP addressesareslightly moreefficient
becausethey don’t requireDNSlookup.But namesaremoreflexible. Only theDNS,notabunchof profile
settings,hasto changewhenmachinesgetreplacedor renumbered.

TheDisplay Namecolumnis usedto provideauserfriendly namefor thisprofile thatwill bedisplayed
if theuseris allowedto choosewhichprofilesto search.

TheStatus columnshows thestatusof theremoteprofileonceahost/profilehasbeenenteredand
Update hasbeenpressed.If thetargetis searchable,OKis displayed.Otherwise,text explainingtheerror
is displayed.Refreshingthepagere-queriesthetargetprofiles.

If User Selection is setto Y thentheuserwill bepresentedwith a list of Display Namesandcan
choosewhichonesto search.Leaving themall uncheckedwill causethemall to besearched.

TheMeta Mode settingcontrolswhetherprofileson thesamehostwill besearchedseriallyor in parallel.
“Sameness”of hostis determinedby theHost IP or Namesetting,sousingdifferentnamesor aname
andanIP addresswill allow you to mix serialandparallel.

TheResults Merge Method settingcontrolshow targetprofiles’ resultsaremergedandsortedby the
metaprofile. Two methodsareavailable:

� Requested order
Theresultswill besortedasrequested,i.e. asspecifiedby theorder query-stringvariable(or if that
is unset,themetasearchResult Order searchsetting).This is thedefault. Thus,resultsfrom
differenttargetprofilesmayor maynotbemixedtogether(dependingonhow they sortby order ).

� Target profile order
Theresultswill besortedby theirProfiles settingorderfirst, thenby requested(order variable)
order. Thiswill resultin all resultsof thefirst targetprofilebeingshown first, thenall resultsof the
next targetprofile,etc.

Notethatin bothcases,thetarget profilesstill individually sorttheir resultsaccordingto requestedorder .
TheResults Merge Method settingonly affectshow thosetop resultsarethenmergedandsortedby
themetaprofile.

Max Backend Data Size providesasanitylimit on theinformationcollectedfrom metasearch
backends.Youcanusuallyleave thisuntouched,but it mayneedincreasedif you’re gettingMax Page
Size Exceeded errorsin yourmetasearchresults.Thiscanbecausedby having anexceptionallylarge
numberof resultsperpage(thousands),or very largeparametricfields.

3.9.3 Search Settings

Theappearanceoptionscontroltheappearanceof themetasearchresultspages.CurrentlytheResults
Authorizationandqueryoptionsof themetaprofiledonotapply:usethetargetprofiles’optionsinstead.

Whenusingbestbetsthemetasearchprofilemusthave thesamegroupnamesasthebackendprofiles.Any
bestbetsfrom thebackendsthathavegroupnamesthatarenotdefinedin themetaprofilewill notbeshown.
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Queryloggingof themetasearchandthebackendsareindependentof eachother. Themetasearchwill
respectits own queryloggingsettingaswill eachof thebackendprofiles.Soit is possibleto have multiple
logsfor thesamequeryif boththemetasearchandthebackendhave queryloggingturnedon.

3.10 AccessControl

AccessControlallows differentadministrative usersto begivendifferentlevelsof accessto theSearch
Appliance;normally, with accesscontroloff (thedefault) all usershave accessto all administrative
functions.AccessControlcanonly beenabledor disabledby theadmin user.

3.10.1 UserGroups

Usergroupsallow easieraccesscontrolmaintenance,asuserswith similarpermissionscanbeadministered
togetheronceratherthanseparatelyseveraltimes.ThespecialgroupEveryone alwaysexistsandcannot
beedited;it alwayscontainsall usersasaconvenience.

Usergroupsmaycontainothergroupsaswell asusers,allowing complex hierarchiesto becreatedif
needed.Permissionsfor auserareaffectedby all groupsauseris directlyor indirectlyamemberof. For
example,if userAmyis in groupProgrammers , andgroupProgrammers is in groupIT , thenAmyis
alsoindirectlyamemberof IT , andherpermissionsareaffectedby thosegrantedto notonly herselfand
Programmers but IT aswell.

3.10.2 Object hierarchy

Eachadministrative actionthatcanbeaccess-controlled(e.g.editingwalk settings,creatingaccounts)can
bethoughtof asanobject.Someactionsarebroaderthanothersandcanbethoughtof asasuperset,e.g.
editingall profilesis asupersetof editingaspecificprofile. Thus,accesscontrolobjectsarearrangedin a
tree-like hierarchy, whereeachobjecthasaparentobject,andcaninheritpermissionsfrom it. Thismakes
settingprivilegesona logicalgroupof objects(e.g.all profiles)easier, asonly oneobjectmayneedto be
changed(theparent).Also, whennew child members(e.g.new profiles)arecreated,they will inherit the
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sameprivilegesautomatically. Theaccesscontrolobjecthierarchyin theSearchApplianceis asfollows:

/ Global root object
Users/ User accounts

admin admin user
... Other users

Groups/ User groups
Profiles/ Profiles

default default profile
... other profiles

Settings/ Profile settings
Maintenance/ System page

Info/
Updates/
Logs/
Settings/

System Wide
ACLs
Thesaurus
Save, Restore
Mounts

System/
RAID

Notethatthese“files” donot reallyexist: theobjectsaremerelysymbolsrepresentingactionsthatcanbe
access-controlled.

3.10.3 AccessControl Lists

An objectmayhave anAccessControlList (ACL) associatedwith it. ACLs determinewhatrights
(Read/Write/Delete/Changeperms)usershave onobjects.Eachobject’s ACL containsoneor moreAccess
ControlEntries(ACEs).An ACE identifiesa trustee(auseror group),asetof rights,andwhetherthose
rightsareallowedor deniedthetrusteeon thatobject.In additionto theACL explicitly setonanobject,
rightsmaybeinheritedfrom parentobjects’ACLs,asmentionedabove.

3.10.4 Determining Effective Rights

Theeffective rightsaspecificuserhasonanobject– whattheusercanactuallydowith theobject– are
determinedby examiningACEsin aspecificorder. Thefirst ACEthatmatchesboththeuserandthedesired
accessright determineswhethertheuserhasthatright on theobject.An ACEmatchestheuserif it specifies
theuseror any grouptheuseris directlyor indirectlyamemberof. An ACEmatchesthedesiredright if the
right is listedin theACE.

ACEsareexaminedin thefollowing order� :
�
In versions5.3.0andearlier, deny ACEswerealwaysrequiredto bebeforeallow ACEsfor anobject.
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1. ACEsexplicitly seton theobject

2. ACEsexplicitly seton theobject’s parent

3. ACEsexplicitly seton theobject’s furtherancestors,nearestancestorfirst

At eachobject,ACEsarecheckedin ACL order(theorderdisplayedfor anobjecton theAccessControl
page).OrdercanbechangedamongmultipleACEson thesameobjectby usingtheup arrow and
down arrow buttonsnext to theACEs.

If nomatchingACE is foundafterall levelsareexamined(backto therootor Global ACE),accessis
allowedby default (this is for back-compatibilitywith non-ACL mode).

3.10.5 RequiredRights for Admin Actions

CertainACL rightsarerequiredfor certainadministrative actionsto beperformed.In orderto maximize
rights-configurationflexibility, someactionsrequirerightsonmultipleobjects.For example,editing
settingsonaprofile requiresrightsnotonly on theprofile,but alsoon thesettingitself. Notein theobject
hierarchy(p. 128)thatprofilesandsettingsaretwo “sibling” branches,ratherthansettingsbeingreplicated
asdescendantsof everyprofile. Thus,profilesandsettingscanbethoughtof asa two-dimensionalgrid for
permissions,andauser’s rightscanbetailoredacrossthatgrid: accessto onesettingacrossall profiles,
accessto all settingsoneprofileonly, etc.

Therightsneededfor specificactionsarelistedbelow. If auserdoesnothave therequiredrightsfor an
action,eithera redAccess denied messagewill bedisplayed,or (if accessstill grantedto otherparts)
theaffectedobjectmaysimplynotappear(readaccessdenied),or mayappeargrayedout (write access
denied).For moreinformationandsomeexamplepermissionschemes,seetheUsingAccessControl
section,p. 151.

Walk and Search Settings

For settingsunderBasic,All Walk, andSearchSettings,ausermusthave readaccessto theprofileaswell
asreadaccessto thespecificsettingin orderto seethesetting.Write accessto theprofile,andwrite and
deleteaccessto thesetting,is neededin orderto modify asetting.(Deleteis neededto clearasetting,which
maynotbeapparentfrom theform.) Notethatsomesettingsaregroupedona line, suchasthe
Enterprise setting:permissionscanbegrantedto thegroupasawhole(Enterprise ), or only
specificsettingsin thegroup(Enterprise - Yes or Enterprise - Domain ). If auserhasnoread
accessto asetting,it will notbedisplayedon thepage.If auserhasnowrite accessto a setting,it will be
disabled(grayedoutandnotmodifiable).

Starting and stoppinga walk

Write accessto theprofileandwrite accessto theWalk now settingis requiredto startawalk. Write
accessto theprofileandwrite accessto theStop walk settingis requiredto stopawalk.
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Best� Bets

Write accessto theprofileandwrite accessto theBest Bet Groups settingis neededto modify the
BestBetGroupsfor a profile,or to modify BestBetwordsfor aspecificURL (underList/Edit URLs). Note
thatthis is distinctfrom editingBestBetsearch settings(e.g.Top Best Bet Title ), whichonly affect
search,not thewalk itself.

List/Edit URLs

Write accessto theprofileandwrite accessto theList/Edit URLs settingis neededto modify URLs in
thedatabase,includingusingtheUpdate Soon link. Readaccessto bothis neededto view URLs.

List Duplicates

Readaccessto theprofileandreadaccessto theList Duplicates settingis neededreadtheerrortable
andlist theduplicatesof aURL.

Walk Status

Readaccessto theprofileandreadaccessto theWalk status settingis neededto view Walk Status.

Query Log

Readaccessto theprofileandreadaccessto theQuery log settingis neededto view theQueryLog.

Profiles

Readaccessto theprofileandreadaccessto thedesiredsetting(s)areneededto view thegivensetting.
Write accessto bothis neededto modify asetting.Deleteaccessto theprofile is neededto deletethe
profile. Write accessto All Profiles (theparentof profiles)is neededto createanew profile.

Accounts

Write accessto All Users is neededto createa new user. Write accessto theuseris neededto change
thepassword for auser. Deleteaccessto theuseris neededto deleteauser.

UserGroups

Write accessto All Groups is neededto createanew group.Write accessto thegroup,aswell aswrite
accessto eachmemberbeingaddedor removed,is neededto addor removemembersto or from agroup



3.11. RUNNING THE SEARCHINTERFACE 131

(exceptwherethegroupis only indirectlybeingmodifieddueto a memberitself beingdeleted).Delete
accessto thegroupis neededto deleteagroup.

AccessControl

Change-permsaccessto anobjectis neededin orderto create,editor deleteanACEon theobject.

Maintenance

Readaccessto Info underMaintenance is neededto readtheInformationlinks. Write accessto
Updates underMaintenance is neededto install or upgradesoftware.Readaccessto Logs under
Maintenance is neededto readtheLogslinks. Write accessis neededto Kill in orderto kill processes.
Write accessto Settings underMaintenance is neededto modify Settings,with theexceptionof
Enableor DisableAccessControlLists: thesecanonlyandalwaysbeperformedby theadmin user,
regardlessof ACLs(e.g.for emergency reset).Note: giving auserwrite permsonSettings , directlyor
indirectly, canallow themto overrideanythingon thesystem,e.g.via externally-modifiedsave andrestore
settings.Also, notethatauserwith physicalaccessto themachinecouldoverwritesettings,e.g.re-install
thesoftware.

3.11 Running the Search Interface

Seesection4.1,p. 133.
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Chapter 4

Proceduresand Examples

4.1 Searching your Index

Searchthepagesyouhave indexedby enteringthefollowing URL into yourWebbrowser:

http://www.mysi te .c om/te xi s/ sear ch/

Theabove is avirtual pathcomprisedof 2 parts.“.../texis ” is theTexis WebScriptinterpreterand
“ /search ” is thepathto thesearchscriptrelative to your installation’s ScriptRoot
(/usr/local/morp h3/ te xi s/ sc rip ts ).

TheURL givenabove will searchthelivedatabasespecifiedin thedefault profilecalled“default ”. If
thatprofile is not foundit will try to searchthedefault walk database.

Youmayspecifyanalternateprofileby includingits namein theURL.

.../search/?pr= MYPROFILE

WhereMYPROFILEis thenameof theprofileyouwish to use.Thesearchwill usethelivedatabase
specifiedby thatprofile.

Youmayalsospecifyadatabaseto searchinsteadof aprofile.

.../search/?db= DATABASE

WhereDATABASEis thenameof thedatabaseyouwish to use.Thiswouldgenerallybethelivedatabase
for agivenprofilewhichmaybefoundasthefirst itemlistedon theadministrative interface’s
Walk Settings page.Databasesusedthiswaymustexist underthetexis subdirectoryof the
installationdirectory. Whatyouspecifyfor DATABASEis only theportionof thepathandnameunderthe
texis directory. For example,to searchthedatabase
/usr/local/morp h3/t ex is/ mypr of il e/d b2 youwoulduse:

.../search/?db= mypr of ile /d b2
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Whenusingadatabaseinsteadof aprofile, thelook andfeelsettingswill bethosethatwerelivewhenthe
walk of thatdatabasewasperformed.Theprofilewill notbeconsultedfor morerecentchanges.A benefit
of notconsultingtheprofile,however, is someincreasedsearchspeed,whichmaybeusefulonavery
heavily searchedsystem.A disadvantageof specifyingthedatabaseis thatit will no longerbecorrectif a
new walk is performed.

To gethelponconstructingqueriesclick on theAdvanced buttonof thesearchform. On theadvanced
searchform youwill find hyperlinksinto thesearchhelp,which is alsoincludedin thismanualin section6.

To placethesearchform ontoyourexistingwebpage(s)call up theLive Search from theadministrative
interfacemainmenu(or theURL youdeterminedfrom theabove). Thiswill bringup thesearchform. Use
yourwebbrowser’s view pagesourceoption(MSIE: TopMenu->View- >Sourc e, Netscape:
TopMenu->View-> Page Source ) to getthesourceof thepage.Cuteverythingbetweenandincluding
the<FORM>and</FORM>tags.Thatform maythenbepastedinto thewebpage(s)of yourchoice.You
mayalsorearrangethelook of theform aslongasthevariablesarestill present.If youhave categoriesthere
will beacq selectlist in theform. Youmayleave thisout if youalwayswantto searcheverything.Or you
maymake it ahiddenvariablewith afixedvalueif youalwayswantto searchthesamesection.

4.2 Similarity Searching

Thesearchscripthasa featurecalled“Find Similar” whichallowsauserto click onasearchresultrecordto
find morepageswithin thedatabasesimilar to thatone.This featuremayalsobeaccessedfrom any web
pageby placingtheappropriateURL on it. Youmaysearchfor pagesin yourdatabasethataresimilar to
any otherwebpagewhetherit’s in thedatabaseor not. TheURL for findingsimilarpageshastheform
shown below.

http://www.mysi te .c om/te xi s/ sear ch/ �� � similar.html?pr =def ault& re f= ht tp :// somesi te /so mepage.h tml

If theprofile to besearchedis “default” thepr=default& portionmaybeomitted:

ref=http://some si te /s omepage.h tml

If theprofile to besearchedis anythingotherthan“default” thatmustbespecifiedinsteadof default :

pr=myprofile&re f= ht tp :// somesi te /so mepage.h tml

If thepageto belocatedis thepagetheURL is on theref=URL portionmaybeomitted:

/texis/search/s im il ar .ht ml
or
/texis/search/s im il ar .ht ml ?pr= mypro fi le

Thesimilar functionwill lookupthedesiredURL in thedatabaseor, if it’s not in thedatabase,fetchit from
thewebserver. It will thensearchthedatabaselooking for indexedpagessimilar to thespecifiedpage.

YoucouldplaceaURL like thisonall of yourpagessouserscould,with oneclick, find all pagesonyour
sitesimilar in contentto theonethey werereading.
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4.3 Using the ThesaurusFeature

Youcancreatea thesaurusto eitherreplaceor addto thedefault thesaurus.Thecreationprocedureis the
samefor eitherusage.Notethata thesaurusis not limited to synonyms. It cancontainanythingyouwish to
associatewith aparticularword: i.e., identities,generalities,or specificsof thewordentry, plusassociated
phrases,acronyms,or spellingvariations.TheSearchAppliancemaintainsacollectionof thesaurithatyou
upload.For eachprofileyoumayselectwhich, if any, thesaurusto use.

Herearethestepsto usethethesaurusfeature.

� Createa thesaurusfile. Usethesyntaxdescribedin thedocument“UserEquivalenceFile Format”at
thefollowing URL: http://www.thun ders to ne.co m/si te /t exi sman/ �� � user_equivalenc e_f il e_fo rmat. ht ml

Thatdocumentrefersto thethesaurusasan“equivalencefile”.

� Uploadyour thesaurusto theSearchAppliance.At themainmenuclick System then
Custom Thesaurus underManageModules.

� In theNamefield, enterasymbolicnamethatwill belistedasanoptionin searchsettings.Thisname
doesnothave to berelatedto thefilenameondisk in any way.

� In thePermutationsfield, chooseavalue.Thisvaluecontrolshow many variationsof yourdefined
termsto createduringindexing of youruploadedsourcefile. Hereis anexampleof theeffectof the
variousvalues.

Assumea thesaurusentryof: car,ford,chevy ,to yo ta

Permutation None: Justthetermsasyouenteredthem.Query“car” wouldfind “car”, “ford”,
“chevy”, and“toyota”. Query“ford” wouldonly find “ford”.

Permutations Single : Thetermsyouenteredandthereverse.Sameasabove plusaqueryfor
any of “ford”, “chevy”, or “toyota” wouldfind “car”.

Permutations Full : Equateevery termwith everyotherin eachentry. Sameasabove plusa
queryfor “ford” wouldfind “chevy” and“toyota”.

� In theNew File field, enter(or browseto) thefile onyourdisk to upload.Click Save Changes
to uploadandindex thefile. Whenindexing is completed,youwill receive a reportaboutthe
indexing. If Show results of indexing is checked,youwill alsogetasummaryof the
indexedwords.

� After your thesaurusis installedon theSearchApplianceyoucango to Search Settings for a
profile to activatethethesaurus.Therearethreerelatedoptions:Synonyms , Main thesaurus ,
andSecondary Thesaurus .

� SetSynonyms usingthefollowing information.Synonyms indicateshow youwantto applya
thesaurus(eitheryoursor thedefault) to queries.

Disabled : nophraserecognitionandnosynonyms(equivalences)

Phrase recognition only : recognizequerywordgroupsthatareknown phrasesandsearch
for themasphrases
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Phrases & Allow synonyms : phraserecognitionplusallowing thetilde ( ) operatorto match
synonymsonspecificqueryterms

Phrases & Use synonyms by default : phraserecognitionandmatchingsynonymsonall
queryterms(tilde to turnoff onspecificterms).

� SettheMain Thesaurus andSecondary Thesaurus fieldsby usingthefollowing
information.If youwantto useonly your thesaurusandnot thedefault one,selectyoursfor the
Main Thesaurus optionandleave verb‘SecondaryThesaurus‘setto none.If youwantthedefault
in additionto yourown, leave Main Thesaurus setto Built-In andset
Secondary Thesaurus to yours.Thenameslistedin theseoptionsarethesymbolicnames
(Namefield) yougave your thesauriwhenuploadingthem.

� Click Update to applythesesettings.Thereis noneedto checkApply Appearance , andthese
settingsareappliedto bothTest Search andLive Search .

4.4 Getting SoftwareUpdates

Youcanobtainsoftwareupdatesmanuallyor automatically. For informationaboutgettingthem
automatically, referto Update Software in SystemWideSettings(3.7.11).

Usethefollowing procedureto manuallyobtainsoftwareupdatesfrom Thunderstone.Youareableto select
whichupdatesyouwant,if any.

Note: if you needto useaproxy to accesstheinternet,pleaseseetheSoftware Update Settings
(3.7.11)in SystemWideSettings.

� At mainmenu,click System , thenUpdate Software underUpdate/Backup.

� A list of availableupdatesis presented.Checktheboxesfor updatesthatyou wantto downloadfrom
Thunderstone,andclick Yes . Theupdatesaredownloadedto theSearchAppliance,but they arenot
installedyet.

� Theselectedpackagesarelistedfor verification.Click Yes to install theupdates.

� Whentheinstallationis completed,amessageindicatesthatupdatesarecompleted.

4.5 PageExclusion,Robots.txt,and Meta-robots

Onthefirst accessto asitethefile /robots.txt will beretrieved,if its exists.Settingstherewill be
respected.Any encounteredURL thatis disallowedby robots.txt will bediscarded.Metarobotsis
alsorespectedfor eachpageretrieved.Seehttp://www.robo ts tx t. or g/w c/ excl us ion .h tml
for therobots.txtandmetarobotsstandards.

If thereareany HTML treesthatyoudon’t wantindexedyoumaywantto setupa robots.txt file, meta
robotswithin theHTML pages,or usethevariousexclusionoptionsto theSearchAppliance.For example:
if youhada “text only” versionof yourwebserver thatduplicatedthecontentof yournormalserver you
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wouldnotwantto index it. (On theotherhandif mostof yourmeaningfultext is containedin graphics,
Java,or JavaScriptyoumaywantto walk thetext treeinsteadof thenormalone,sincegraphicsandJava are
notsearchable.)

Supposeyour “text only” pageswereall undera directorycalled/text . Thesimplestway to prevent
traversalof thattreewouldbeto usetheexclusionor exclusionprefix.

Theexclusionwould look somethinglike this:

/text/

Theexclusionprefixwould look somethinglike this:

http://www.mysi te .c om/te xt /

Thatwill preventretrieval of any pagesunderthe/text tree.ThisdoesnotpreventotherWebrobotsfrom
retrieving the/text tree.To setupa permanentglobalexclusionlist youneedto createafile called
robots.txt in yourdocumentrootdirectory. Theformatof thatfile is asfollows:

User-agent: *
Disallow: /text

Where* is thenameof therobotto block. * meansany robotnotspecificallynamed(all robotsin thiscase
sincenoothersarenamed).Or youcouldspecifythenameof therobot.For theSearchApplianceit would
beThunderstoneSA . Youmayspecifyseveral“Disallow”s for any givenrobot(seebelow). The
“Disallow”s aresimplepathprefixes.They maynotcontainwildcards.

Youmayalsospecifydifferent“Disallow” setsfor differentrobots.Simply insertablankline andadd
another“User-agent”line followedby its “Disallow” lines.

Here’s a largerexample:

User-agent: *
Disallow: /text
Disallow: /junk

User-agent: ThunderstoneSA
Disallow: /text
Disallow: /thunderstonesa

User-agent: Scooter
Disallow: /text
Disallow: /junk
Disallow: /big

TheScooter robotwill beblockedfrom accessingany pagesunderthe/text , /junk , and/big trees.
TheSearchAppliancewill beblockedfrom accessingany pagesunder/text and/ thunderstonesa.All
otherrobotswill beblockedfrom accessingpagesunder/text and/junk .
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Useof robots.txt is notenforcedin any way. Robotsmayor maynotuseit. TheSearchAppliance
will, by default,alwayslook for it anduseit if present.Thismaybedisabledby turningoff “Respect
robots.txt”.Whenusingrobots.txtyoumaystill use“Exclusions”for manualexclusion.

Metarobotsprovidesanothermethodof controllingrobotssuchastheSearchAppliance.Any HTML may
containametatagin thesourceof theform.

<meta name="robots" content="WHAT-T O-DO">

WHAT-TO-DOmaycontainany of thefollowing keywords.Multiple keywordsmaybeusedby placinga
comma(, ) betweenthem.

Table4.1: Meta-RobotsFlags
Keyword Meaning
INDEX Index thetext of thispage
NOINDEX Don’t index thetext of thispage
FOLLOW Follow hyperlinkson thispage
NOFOLLOW Don’t follow hyperlinkson thispage
ALL Synonym for INDEX,FOLLOW
NONE Synonym for NOINDEX,NOFOLLOW

Like robots.txt this is notenforcedin any way. Robotsmayor maynotuseit. TheSearchAppliance
alwaysindexesandfollows hyperlinksby default soit only looksfor NOINDEXand/orNOFOLLOWand/or
NONE.

4.6 Indexing Other Sites

Youmayindex asiteotherthanyourown by specifyingits URL just asyouwould for yourown site.

http://www.anot hers it e.c om

Pleasebekind whenindexing othersites.Many arelow bandwidthor heavily usedalreadyandwon’t
appreciatebeinghit hard.

4.7 Indexing Indi vidual Pages

To addanindividualHTML pageto thedatabase,but notgoafterany of its references,addit to the
Single Page list box.
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4.8 Reindexingon a Schedule

It is oftendesirableto reindex agivensiteona regularbasisbecauseof continuouslychangingcontent.You
mayspecifyaRewalk Schedule to handlethis for you.

It is alsousefulto performasinglerewalk ata latertimeor dateto avoid overloadingawebserver during
heavy useperiods.

4.9 Checking for WebServer Err ors

Whenyoustartawalk youwill besentto thewalk statuspage.Youmayalsoreachthatpageatany timeby
selectingWalk Status from themenu.Thispagewill show you thesummarystatusof therunningwalk.
Whenthewalk completesyouwill seeasummaryof thewalk aswell asa list of any errorsencountered.
Following theerrorlist is a list of duplicatepagesencountered.

Youmayalsoview documentlinkageandinfo anderrorsfrom theList/Edit URLs page(3.3) from the
menu.

4.10 Removing Pagesfr om the Database

UsetheList/Edit URLs menu(3.3) to find anddeletespecificURLs from thethedatabase.Youmay
deleteindividualpagesor many pagesat onceusingwildcards.

4.11 Erasing the Entir e Database

If youdecideto wipeoutyourexistingdatabaseandit’s settingsto startovergo to “Profiles” andclick
“Delete” next to theprofileyouwish to delete.Thiswill completelyremove theselectedwalk databaseand
all optionsrelatedto it.

4.12 UsingMultiple Databases

Onceyouhave a livesearchabledatabaseyou maywantto build aseparateoneto containdifferentkindsof
pagesor to experimentwith, withoutdestroying your livedatabase.UsetheProfiles menuto createa
new profileanddatabase.Youcreatethenew profilewith default settingsor with acopy of thesettingsfrom
anotherprofile.

4.13 Integrating Search with your Site

Therearefour maintechniquesto integratetheSearchAppliancewith yoursite.Thetechniquesare
categorizedasfollows:
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� Link to theAppliance

� Embedasearchbox

� RequestXML searchresults

� Invoke thesearchSOAP API

Thefirst two aresimpleto implement.They involve only staticHTML content,andcanbeusedin
situationswherenodynamicscriptingis available.

Thelatertwo aremorepowerful andcanbeusedin dynamicallygeneratedwebsites.You’ll createa
“searchpage”for yoursite(search.php,search.aspx,etc)whichacceptsaqueryfrom thesearchuser. Your
searchpagemakesasearchquery(HTTPrequest)to theSearchAppliance,andreceivesresultdata.Your
searchpagethendisplaysthedatain whatever manneryouwish to thesearchuser.

Theadvantageof thelatertwo methodsis yoursitecontrolsall interactionwith thesearchuser, makingit
easyfor yoursearchresultspageto “inherit” thelook andfeelof yoursite.They never contacttheSearch
Appliancedirectly.

4.13.1 Link to the Appliance

Whenyouwantto make aHTML link to yourprofile’s searchinterface,selecttheappropriateprofile in the
admininterfaceandclick Search in themenubar.

Theaddressof thatsearchpagecanbeusedin a link to searchthatprofile,suchas:

<a href=" searchAddress">Search</a>

WheresearchAddressis theURL of thesearchpage.

4.13.2 Embeda search box

It’s possibleto have asmallsearchboxonyourpageswheretheusercantypeaqueryandsubmitsearches.
Thesearchboxsubmitsto theApplianceanduserswill have thesearchresultsservedby theAppliance,
althoughthelook andfeelof thesearchresultspagecanbecustomizedto look like yoursite.

To acquiretheHTML neededfor anembeddedsearchbox:

� In theadmininterface,click Profiles in themenubarandselecttheprofileyou’d like to usein the
searchbox.

� Click Search in themenubar. Thisopensthesearchform.

� Useyourwebbrowser’s “View PageSource”option(View->Source in themenu,or Ctrl+U ) to
openawindow thatcontainstheHTML sourcecodeof thepage.

� Copy everythingbetweenandincludingthe<form> and</form> .

� Pastetheform into yourwebpage(s).
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� Add theAppliance’s hostnameto thebeginningof theform’s action attribute.For example,if your
Applianceis search.mysite.c om, andtheexistingattributelookedlike:

<form action="/texis /. ..

You’d changeit to:

<form action="http:/ /s earc h.mys it e. com/t ex is .. .

4.13.3 RequestXML search results

Yourown dynamicphp/asp.net/etcpagescanissueaqueryto theAppliance,andreceive backXML results.

Issuinga Query Programmatically

Hereis anexampleURL for asimpleXML search:

http:// HOSTNAME/t ex is /se ar ch /mai n.x ml ? pr= profile&query= query

WhereHOSTNAME is theIP/hostnameof yourSearchAppliance,profile is theprofile to search,andquery
is theuser’s query.

Search Parameters

Thepossibleparametersthatcanbeusedin thequerystringare:

Queries:

� cq - Categoryquery:cq=1 for 1stcategory, cq=2 for 2nd,etc.Canbeprovidedmultiple timesor as
aCSVto includeresultsin any of thosecategories.

� cqall - Settingto Y requiresresultsto bein ALL cq categories,insteadof any oneof them

� dq - MaximumDepthquery

� mtq - Mime Typequery(e.g.mtq=text/* )

� query - Main searchquery

� sq - Sitequery(e.g.sq=docs.compan y. com)

� tq - Title-only query

� uq - URL query

Search control:

� dateSource - Whatdateto use,id or Modified(seebelow)

� mdgt - ModifiedDateGreaterThan:Only resultswith amodifieddatelessthanthiswill bereturned.
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� mdlt - ModifiedDateLessThan:Only resultswith amodifieddatelessthanthiswill bereturned.

� pr - SpecifiestheSearchApplianceprofile

� prox - Proximity: Only returnresultswith thequerywordsin thesameline , sentence ,
paragraph , or page (default)

� order - Controlsthesortorder. Valuesarer (relevance),dd (newestfirst), or da (oldestfirst)

� rpp - ResultsPerPage(seealsoMax User Results Per Page searchsetting(p. 94)

� sr - ResultsPerSite

� sufs - Word forms(suffixes).Valuesare0 (Exactmatch),1 (Plurals& Possessives),2 (Any word
forms),or 3 (Custom)

Rank Knobs: controlstheinfluenceof rankingparameters,from Off (0) to Maximum(1000 ). Medium
(500 ) is thedefault.

� rorder - Wordorder:Favorsresultswith querytermsin thesameorderasthequery

� rprox - RankProximity: Favorsresultswith querytermsclosetogether

� rdfreq DatabaseFrequency: Favorsresultswith querytermsmorerareacrosstheentireprofile

� rwfreq - DocumentFrequency: Favorsresultswith querytermsrepeatedmoreoften

� rlead - PositionIn Text: Favorsresultswith querytermsearlierin thedocument

� rdepth - DepthIn Site:Resultsmoreshallow depth(fewerclicks from theBaseURL) arebetter

Additional Fields: To addsearchrestrictionsto thequeryyoucanspecifyform variableswith aname
constructedasaf#OP , where# is thenumberof theadditionalfield (1, 2, or 3), andOPis oneof the
following operations:

� eq - thefield is equalto theform variable(e.g.af1eq)

� gt - thefield is greaterthantheform variable(e.g.af2gt)

� gte - thefield is greateror equalto thantheform variable

� lt - thefield is lessthantheform variable

� lte - thefield is lessor equalto thantheform variable

� like - thefield matchestheform variable(text search).Thishasthesamesyntaxandfunctionality
of theMetamorphqueryengineusedin themaintext search.

Examples:

� af1eq=important - only resultswherethefirst additionalfield is setto important
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� af2lt=100 - only resultswherethe2ndadditionalfield is lessthan100 .

� af3gte=2010-01- 01 - only resultswherethe3rdadditionalfield is 2010or newer.

� af1like=importa nt - only resultswherethefirst additionalfield containstheword important

� af1like=(critic al, im port ant) - only resultswherethefirst additionalfield containseither
important or critical

dateSource: id vsmodified

ThedateSource parameterallows you to determinewhichdateassociatedwith theURL getsusedfor
display, sorting,etc.

� Modified (default)- Thetime thecontentwaslastmodified

� id - Thetime thatSearchAppliancelastupdatedits recordof thecontent

If acollectionof files thatweremodifiedayearagowerepickedupby theSearchAppliancewalk last
night, thentheModified datewouldbeayearago,but the id datewouldbelastnight.

id is thedefault dateSourcewhenrequestinganRSSfeedof asearch.

XML Elementsin Search Results

SearchresultscanbesentasXML from theSearchApplianceto thehostserver. Thissectiondescribesthe
XML elements.

<ThunderstoneRe su lt s> Overall containerfor thesearchresults

� <XmlOutputVersi on> Definestheversionof thisxml output

� <ResultsFromCac he> Setto Y if this is from resultscaching

� <Query> Main text searchstring

� <TitleQuery> Queryappliedonly to titles

� <UrlQuery> Queryappliedto Url

� <DepthQuery> MaximumDepth

� <MimeTypeQuery> Queryappliedto Mime Type

� <CategoryQuery> Numericindex for acategory to use.1 is thefirst category, etc.

� <RequireAllCate gor ie s> Setto Y if resultsmustbein ALL specifiedCategoryQuery
insteadof ”oneor more.”

� <ResultsPerSite Query > Max resultspersite
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� <TextQuery> Main searchquery, sansinfield: prefix. Suitablefor concatenationwith
” infield: ” andre-insertionin anew query

� <TextQueryHighl igh t> TextQuerywith queryhighlighting(if enabled)

� <PreviousRefine > Additional refinequeries

� <SiteQuery> Sitequery(from site: hostin thequery, or dedicatedsq querystringvariable)

� <InFieldQueries All owed> Setto Y if infield: queriesareallowed

� <ModifiedDateLe ssT han> Only returnresultswith Modifieddateearlierthanthis

� <ModifiedDateGr eat er Than> Only returnresultswith Modifieddategreaterthanthis

� <UrlRoot> URL root of thesearchscript,for makinglinks

� <Profile> Profileused

� <dropXSL> Whetherto applyor droptheXSL stylesheet

� <AdvancedSearch > Setto 1 if theadvancedform shouldbedisplayed

� <Proximity> Proximityusedfor thesearch.Possiblevalues:

– line - Mustoccuron thesameline

– sentence - Mustoccurwithin thesamesentence

– paragraph - Mustoccurwithin thesameparagraph

– page - mustoccurwithin sameHTML document(default)

� <Suffixes> Suffix processingfor thesearch.Possiblevalues:

– 0 - ExactMatchonly

– 1 - PluralsandPossessives

– 2 - All WordForms

– 3 - Custom

� <Thesaurus> Setto 1 if theThesauruswasusedfor synonyms

� <Order> Orderingof thesearch.Possiblevalues:

– r - relevance

– dd - newestfirst

– da - oldestfirst

� <RankOrder> Favorsresultswith querytermsin thesameorderasthequery

� <RankProximity> Favorsresultswith querytermsclosetogether

� <RankDatabaseFr equency > Favorsresultswith querytermsmorerareacrosstheentireprofile

� <RankDocumentFr equency > Favorsresultswith querytermsrepeatedmoreoften
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� <RankPosition> Favorsresultswith querytermsearlierin thedocument

� <RankDepth> Favorsresultsfewer links away from thestartingpoint

� <mode> Setto admin if this is aTestSearch

� <opts> Internaluseonly

� <authUser> Userthatwasauthenticatedvia theProxyModule

� <metasearchTarg et> Indicateswhatbackendmetasearchtargetsareavailable,oneelementfor
eachtarget.Currentlyselectedtargetswill have aselected="select ed" attribute

� <AdminUrl> Url to theadmininterface

� <MakeLiveUrl> Url to make thisLook andFeellive

� <RssUrl> Url to RSSversionof thissearch

� <OpensearchUrl> Url to theOpenSearchversionof thissearch

� <OpensearchTitl e> Suggestedtitle for thisOpenSearch

� <QueryAutocompl ete > Setto Y if QueryAutocompleteis enabled

� <LogoutUrl> Url for a ’Logout’ link

� <Category> Categoriesavailablefor search

– <CatVisible> Setto Y if thecategory shouldbeselectablein thelist of categories

– <CatSel> Setto Y if thiscategory is currentlyselected

– <CatVal> NumericID for thiscategory

– <CatName> Displaynamefor thiscategory

� <TopBestBets> List of ”BestBets” links

– <BBTitle> Title for thissectionof BestBets

– <BestBet> IndividualBestBet records
� <BBResultNum> Orderednumberfor thisBestBet
� <BBPriority> Priority for thisBestBet,asassignedin theadmininterface
� <BBLink> Url for thisBestBet
� <BBLinkDisplay> Url thatdisplaysfor thisBestBet.LongUrls areintelligently

truncatedfor display
� <BBResult> Url text for this individualBestBet,asassignedin theadmininterface
� <BBDescription> Descriptionfor this individualBestBet,asassignedin theadmin

interface
� <BBGroupname> Nameof theBestBetgroupthisBestBetbelongsto
� <BBGroupid> id of theBestBetgroupthisBestBetbelongsto
� <BBKeywords> KeywordsthattriggerthisBestBetrecordto display. This is all

keywordsfor this individual record,not just theonethattriggeredthisactivation
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� <ProfileInfo> Enclosessomeprofilesummaryinfo

– <Profile> Profileto which this ProfileInfo refersto

– <ResultDecl> Declarationsof UserFieldsthatwill bein Result elements,eachhasa
name andtype attribute

– <ExitIsEarly> Setto Y if searchaborted

– <ExitReason> Setto ok if searchfinishednormally, otherwisetokenindicatingreason(see
ExitReasontablebelow)

– <RedirectUrl> If present,specifiesexternalUrl to redirecttheuserto for Results
Authorization

– <LoginUrl> If present,localUrl to login with rauser /rapass for ResultsAuthorization.

� <Summary> Enclosessearchresultssummary, only presentif asearchwasactuallyperformed

– <Profile> ProfilethatthisSummary elementappliesto

– <Start> First resultitemto list

– <End> Lastresultitemto list

– <TotalNum> Totalnumberof resultitemsfound,before ResAuthetc.

– <TotalIsEstimat e> Setto Y if TotalNum is anestimate

– <TotalIsShort> Setto Y if TotalNum is known to beshort(e.g.earlyexit)

– <UserResultsNum > Totalnumberof resultitemsfound,afterResAuthetc.

– <UserResultsIsE sti mate > Setto Y if UserResultsNum is anestimate

– <UserResultsIsS hor t> Setto Y if UserResultsNum is anestimate

– <ResultsAuthori zat io n> Setto Y if ResultsAuthorizationwasused

– <Total> Readabletext for total numberof results,afterResAuthetc.

– <GroupBySite> Setto Y if ResultsperSitewasusedwith thisquery.

– <CurOrder> Text thatdescribestheorderby which resultsarelisted

– <OrderLink> Url thatprovidesanalternative sortingorderresultslist

– <OrderType> Text thatdescribesOrderLink

– <NewSkip> (Metasearchonly) Skipvalueto usefor any furtherrequest.Only neededwith the
SOAP API

– <PreviousLink> Url to thepreviouspageof results

– <FirstPage> Setto 1 if this is thefirst pageof results

– <Pages> Containsdataonpagesof results
� <PageLink> Url to acertainpageof results
� <PageNumber> Pagenumberapageof results

– <NextLink> Url to thenext pageof results

– <LastPage> Setto 1 if this is thelastpageof results

– <Credit> Text to introducethecreditimage

– <CreditImage> Url of thecreditimage



4.13. INTEGRATING SEARCHWITH YOURSITE 147

� <Result> Containsdataaboutagivenresult

– <Profile> Profilefor thisResult . Notethatresultsfrom meta-searchback-endsare
re-labeledto thefront-endprofile

– <Num>Numberof this resultitem

– <Skip> Internaluse:raw skip(s)for result.Valid for MetaSearchback-ends

– <Id> Identifierfor this result

– <ResultTitle> Title of this result

– <Url> Url of this result

– <ClickUrl> Url for this resultitem,asshouldbeclickedby theuser. UseUrl if notpresent.
Only sentif QueryLoggingis enabled,in whichcaseit containsredirectfor loggingthe
click-through

– <UrlPDFHi> Url to highlight thisPDFin AcrobatReader, only usedwith Legacy
highlighting

– <UrlDisplay> DisplayedUrl for this result

– <UrlCached> Url to retrieve thecachedversionof this result

– <RawRank>Raw relevancerankvaluefor this result(0-1000)

– <ScaledRank> Raw rankscaledup for amore-like-thissearch(0-1000)

– <PercentRank> ScaledRankasapercentage(0-100)

– <DocSize> Size(bytes)of this result

– <MimeType> MimeTypefor this result

– <MimeTypeIcon> Iconfile to usefor thisMimeType

– <Depth> Numberof links walkedfrom BaseUrl to thisUrl

– <UrlSimilar> Url to searchfor pagessimilar to this result

– <UrlInfo> Url for context of answerswithin amatchingdocument

– <UrlParents> Url of pagesthatlink to thissearchresult

– <Modified> Dateandtime this resultwaslastmodified

– <Visited> Dateandtime this resultwaswalked

– <Abstract> Brief text surroundingthematchedwordor phrase

– <Charset> Charactersetof theformattedtext of thepage(typically StorageCharsetunless
conversionfailure)

– <SiteName> Nameof thesitefor this resultitem

– <UrlMoreResults Fro mSit e> Url for moreresultsfrom thissite

– In addition,any AdditionalFieldsthathave beenselectedfor Outputwill besentaschild
elementsof Result , oneperfield. Eachelementis namedafterthefield, with au: XML
namespaceprefixsincethey arecustomfields.Thevalueof thefield will bethecontentof the
element.

For example,anInteger field Quantity andaGMLPoint field Location maybegiven
as:



148 CHAPTER4. PROCEDURESAND EXAMPLES

<u:Quantity>57< /u: Quanti ty >
<u:Location>47. 4500 -122.3000</u:Lo ca tio n>

� <RightBestBets> List of right ”BestBets” links, seeTopBestBets

� <Spelling> Spellingsuggestions

– <SuggestWord> An individual spellingsuggestion
� <SpellPhrase> Labelfor thesuggestions
� <SpellLink> Url to searchfor thesuggestion
� <SpellWord> Suggestioncontent� <SpellCount> Numberof resultsfor this suggestion

� <exportVar> Additionalexportedvariables

� <QueryMessage> Messagesto show to theuser

� <Message> Additionaldiagnosticmessages

Thefollowing tablelists thepossiblevaluetokensfor the<ExitReason> element:

Table4.2: XML <ExitReason> Tokens
Token Description
ok Normalexit
ResAuth-ExternalLoginRequiredNeedLogin Cookies:redirectto <RedirectUrl>
ResAuth-CredentialsRequired Needuser/pass:sendrauser /rapass to <LoginUrl>
ResAuth-LoginIncorrect User/passincorrect;re-sendto <LoginUrl>
ResAuth-SuccessLimit SuccessfulAuth ResultLimit reached
ResAuth-Timeout ResultsAuthorizationtimeout
ResAuth-MaxDocsCheck Max Docsto Auth-Checkexceeded
ResAuth-SmbError SMB error
ResAuth-NoSmb SMB unavailable/couldnotberun

Invoking Query Autocomplete

QueryAutocompletecanbeusedin yourown customfront endusingJavascriptsimilar to thatusedby the
normalsearchinterface.If you wantto invoke it arbitrarily, youcanrequestURLsof theform:

http:// HOSTNAME/t ex is /se ar ch /a ut oco mple te .j son ? pr= profile&term= term

WhereHOSTNAME is theIP/hostnameof yourSearchAppliance,profile is theprofile to search,andtermis
theuser’s partially typedterm.

AutocompletereturnsaJSONarrayin theOpenSearchformat
(http://www.opensearch.org/Specifications/OpenSearch/Extensions/Suggestions). Gettingcompletionsfor
term=sea would returnsomethinglike:

["sea",["seattl e" ," sears ", "s earc h"] ]
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AutocompletealsosupportsJSON-P, soadding&callback=updat eLis t to theURL would return:

updateList({ter m: "sea", completions: ["seattle","se ar s", "s earc h" ]})

Alternatively, youcanrequestautocomplete.xm l insteadof .json to getanXML documentback:

<Completions>
<Term>sea</Term >
<Completion score="16">sea tt le </C ompl et io n>
<Completion score="5">sear s</C omple ti on>
<Completion score="1">sear ch</ Compl et io n>

</Completions>

4.13.4 Invoke the search SOAP API

Insteadof makingaHTTPrequestandparsingtheXML response,it’s possiblefor pagesto invoke the
searchSOAP API. Thisallows interactionswith theApplianceto appearaslocal functioncalls,
automaticallyhandlingall thedetailsof HTTPrequestsandXML parsing.

SeetheSOAP API (p. 169)for detailsonsettingupandusingtheSOAP API.

4.14 Search ResultRSSFeeds

SearchresultRSSfeedscanhelpyoumonitoracertainsearchquery, andlet youknow whennew results
appearfor thequery.

All searchresultpageshave anRSSlink embeddedin them.Recentversionsof modernbrowsers,suchas
InternetExplorerandFirefox,have built-in featuresthatnotify youwhenanRSSfeedyou’re subscribedto
changes.

� IE 7 and8 - http://www.micr osoft .c om/w in dows/ IE /i e7/to ur /r ss /

� Firefox - http://kb.mozi ll az ine .o rg /L iv e_Bookmar ks _-_ Fi re fo x

� Opera- http://www.oper a. com/mai l/ rs s/

4.15 OpenSearch Support

ThesearchinterfacealsohasanembeddedOpenSearchdescription.Thismeansthatmodernbrowserscan
usetheQuickSearchbox (to theright of theaddressbar)to performsearcheson theSearchAppliance.

� Bring up thesearchinterfacefor theprofileof yourchoice
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� Hit the”down” arrow next to theQuickSearchbox

� Choose“Add SearchProvider...” to addtheSearchApplianceto thelist of availablesearches.

InternetExploreruserscanfind moredetailedinstructionsat
http://msdn.mic ro so ft .co m/en-u s/ lib ra ry /c c848862.a spx

AddingstrictSpec=Y to theOpenSearchDescriptionURL will causetheSearchApplianceto truncate
variousfieldsasrequiredby thespecification.In practice,this isn’t necessaryasbrowsershandlelonger
names.

4.16 UsingBestBets

TheSearchApplianceallowsyouto createlinks thatwill appeareitherat thetopor to theright of thesearch
results(or anywhereelse,if usinganXSL stylesheet)whenspecifickeywordsaresearchedfor. They canbe
usedfor suggestedlinks, or to promotespecificURLssothey standout from themainresults.TheBestBet
links arearrangedinto groups,whichallow you to enableor disableagroupof resultseasily.

4.16.1 Quick Creation

Theeasiestway to createBestBetsis to directlyaddkeywordsto URLs. Thisskipsthegroupanddisplay
settings,whichcanbecustomizedlater(andaredetailedbelow).

Fromthe“List/Edit URLs” page,enterthedesiredURL andclick on theURL to getthedetailson that
URL. Thereis a form on thepagethatallows keywordsto beaddedto thatURL. Youcandefineapriority,
title, description,andkeywordsfor theURL (asdetailedin thelist below, underFully Customized).

Thegroupwill belistedas(Create New). Thiswill createadefault groupandautomaticallysetit to
display, instantlyusingtheBestBetyou justcreated.Thecreatedgroup(default ) canthenbeusedto
createany numberof otherkeyword-URLassociations.

Youcango to the“SearchSettings”pageto customizehow theBestBetsaredisplayed,asdetailedbelow.

4.16.2 Fully Customized

BestBetscanalsobecreatedfully customized.Thefirst stepis to defineagroup.This is donefrom the
“GroupSettings”tab. Youcannamethegroup,anddecidewhich informationwill bedisplayedaboutthe
group.

After creatingagroupyoucanaddkeywordsto specificURLs. Fromthe“List/Edit URLs” pageenterthe
URL youwant,andclick on theURL to getthedetailson thatURL. Currentlyyoucanonly useURLs that
have beenwalkedandarein thedatabase.Thefieldson theform are:

� Priority (optional)- Thepriority for thisBestBet. If multipleBestBetsmatchasinglequery,
theirPriority fieldsdeterminewhatorderthey’re shown. If you’re only settingoneBestBetper
URL, or aren’t particularabouttheorder, youdon’t needto setapriority.
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� Title - Thetitle thatwill bedisplayedfor theBestBeton thesearchresultspage.

� Keywords - A commaseparatedlist of whatkeywordswill triggerthis BestBet. A BestBet is
displayedwhenthequeryis completelycontainedwithin oneof thekeywordsfor thatBestBet.

� Group - WhichBestBetGroupthisBestBetwill becreatedin. A BestBetwill only have achanceto
matchif its groupis setto displayaseitherTop Best Bets or Right Best Bets onthe
SearchSettingspage.

If nogroupscurrentlyexist, (create new) will bedisplayed,andagroupwill becreatedfor you
if youenterkeywordsanda title for thisBestBet.

� Description (optional)- Thedescriptionto displayfor thisBestBet. TheBestBetGroupfor this
BestBetmightbesetto notdisplaythedescription,soit’s optional.

Thetitle anddescriptioncancontainHTML code.Becarefulthatit doesnotdisrupttherestof thepage
layout.Youcancreatemultipleentriesfor thesameURL. Eachtimeyousave anew setof blankboxeswill
beshown.

OncetheBestBetsarecreatedyoucango to the“SearchSettings”pageto setuphow they aredisplayed.
For thetopandright placementsyoucandefinewhichgroupis shown there,whattitle if any to display
above thelinks, andthecolor, sizeandstyleof theboxesaroundtheBestBets.

As with any of theSearchSettingsthesewill applyto the“TestSearch”first, andthenwhenyouapplythe
settingsbecopiedto the“Li ve Search”,allowing you to testthesettingsandmake surethey areappropriate
beforegoinglive.

4.17 UsingAccessControl

Theconceptsandactionsof accesscontrolin theSearchAppliancearediscussedin detailin theAccess
Controlsection,p. 127.Thefollowing aresomegeneraltips onhow to setupandmaintainaccesscontrol
rights.

4.17.1 Initial Lockdown

Sincethedefault modefor AccessControlwhencreatedis to allow all rightsto all usersfor
back-compatibility, it is recommendedthatpermsbe“lockeddown” first, andonly grantedasneeded.The
admin user, having theirrevocableability to resetACLs,shouldremaina “superuser”with all access,and
otheraccountsturnedinto lesser-permissionusers.Lockdown shouldhappenin thisorder:

1. Allow superuser:Theadmin usershouldhave anAllow entryfor all rightsto thetop-level
Global object� .

2. Deny everyone:ThegroupEveryone shouldhave aDeny entryfor all rightsto thetop-level
Global object.

�
In version5.3.0andearlier, theadminusershouldinsteadbeexplicitly grantedall rightsto eachof thesecond-level objects(All

Users,All Groups,All Profiles,All Settings,andMaintenance).
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With� theseperms,usersotherthanadmin – includingnew usersandprofilescreatedin thefuture– will not
beableto seeor modify administrative settings.They canbegrantedpermsasneededlater, for example,
theReadright couldberemovedfrom theGlobal deny ACEsothatthey canreadbut notmodify any
adminaction/setting.

4.17.2 Example: Userwith CompleteControl on OneProfile

To configureauserthathascompleteaccessto justonespecificprofile (but nootherprofiles,nor therestof
administrationsuchascreatingaccountsetc.),setup thelockdown settingsabove, then:

1. CreateaProfileACEon thespecificprofile, for thatuser, readandwrite access,andtypeAllow .

2. CreateaSettingACEfor All Settings , for thatuser, read,write anddeleteaccess,typeAllow .

Theuserwill now beableto modify any settingon thatprofile,aswell asstart/stopwalkson it, but will not
beableto editotherprofiles.

4.17.3 Example: Userwith Look and FeelControl on All Profiles

To configureauserthathastheability to changetheTopandBottomHTML onanyprofile,but cannotedit
walk settings,norstartnorstopawalk, etc.,setup thelockdown settingsabove, then:

1. CreateaProfileACEonAll Profiles , for thatuser, readandwrite access,andtypeAllow .

2. CreateaSettingACEfor Top HTML, for thatuser, read,write anddeleteaccess,typeAllow .

3. CreateaSettingACEfor Bottom HTML, for thatuser, read,write anddeleteaccess,typeAllow .

Theuserwill now beableto changethetopandbottomHTML for any profile.

4.18 Indexing File Servers

TheThunderstoneSearchAppliancecanindex Windows andUnix file serversin additionto webservers.
To dosoyouwill first needto mountthefile server to theSearchAppliance,andthenconfigurethewalk.
To mountthefile server youneedto go to theSystempageandselect
Network Filesystems & Shares 3.3.

After youhave mountedyourserver to theSearchAppliancetheinterfacewill give you theBaseURL to
usein yourprofile. Youmayusethaturl or anythingunderneathit.
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4.19 Replication

4.19.1 Replication Overview

In replication,aserver profilesendswalk datato anotherserver profile. Thetwo profilescanbeondifferent
machinesor they canbeon thesameone.If theprofilesareondifferentmachines,thesendingand
receiving profilescanhave thesameor differentnames.If theprofilesareon thesamemachine,use
differentprofilenames.

Hereis anexamplethatillustratesthereplicationprocess.In thisexample,theSender profilehasbeenset
upasthesenderprofileandReceiver is thereceiver profile. After Sender performsawalk, it sendsthe
walk datato Receiver . TheReceiver profileacceptsthedataas-is,without regardto its own profile
settings.Only theprofile thatperformedthewalk maysendthewalk data,soin thisexampleReceiver
cannotreplicate(thedatait receivedfrom Sender ) to anotherprofile.

To avoid undesiredoverwritingof replicationwalk data,youshouldnotallow thereceiver profile to perform
walks.

Beforethereceiver will acceptreplicationdata,thesender(s)needto begrantedpermissionto sendthedata.
Thispermissionis managedin aclustermemberlist.

A gooduseof replicationis to setupmultiplemachinesto replicateto asinglereceiving profile. For
example,machinesA, B, andC eachhave adifferentprofile,andthey eachreplicatetheirwalk datato a
profileonmachineD, which is thereceiver. Anotheruseof replicationis to sendwalk datafrom multiple
profilesonamachineto asinglereceiver profile thatis on thesamemachine.Thisprovidesa meansof
combiningwalk datainto asingleprofile. Anotheruseof replicationis to replicatedatafrom onesenderto
multiple receivers.Thiswaymultiplemachineshold thesamewalk data.

4.19.2 Procedure

Theprocedurein thissectionis anexampleof settingup replicationonasinglemachine.It canbeadapted
to multiplemachineconfigurationsby changingtheReplicationSettings.

Setup the SenderProfile

� Chooseanexisting,walkableprofile to bethesender. Or go to theProfiles menuitemandcreate
one,filling in all fieldsfor anormalwalk. We’ll assumethisprofile is calledSender .

� Goto theAll Walk Settings menuitemfor theSender profile.

� Scroll down to Replication Settings .

� Entertheinformationfor thereceiver. In thisexample,Host IP or Nameis localhost
becausewe’ll besendingdatato thesamemachine,andProfile Nameis Receiver . Thepage
now includesthelocationof thereceiver profile.

� Click Update and Gobutton.
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� After amoment,theWalk Status pageopens.Noticethatthereare � itemsin thereplication
queue.Thenumber� is similar to thenumberof pagesthatwerewalked.Theitemsremainin the
queue,becausethey cannotbesentuntil thereceiver profile is created(below). Normally, whena
receiver profile is present,thecontentsof thequeueareautomaticallysentto thereceiver.

Createthe Receiver Profile

� Createanew profilecalledReceiver via theProfiles menuitem. (Thismatchesthereceiving
profilenameweenteredon theSender profile.)

� At mainmenuclick System , thenunderSystem Settings heading,click
System Wide Settings .

� At theCluster Members field, entertheIP addressfor eachserver thatwill sendwalk datato this
machine.Useaseparateline for eachentry. In thisexample,thereis onesendingIP address,andit is
127.0.0.1(useIP numbers,not theword localhost ). To enableanentiresubnetto senddata,use
anIP prefixandwildcard,e.g.10.10.* .

� Click Update button.

� At mainmenu,click Profiles .

� WhenProfiles pageopens,click Sender . A Walk Settings pageopensfor theSender
profile.

� Click Walk Status button.TheWalk Status pagefor theSender profileopens.

� Therearestill � itemsin thereplicationqueue.

� Click thereplication queue link.

� Theitemsin thereplicationqueuearesentto theReceiver profile. On theWalk Status page,
therearenow 0 itemsin thereplicationqueue,which indicatestheitemsweresent.

� Onmainmenu,click Profiles , click Receiver , click Walk Status andobserve thatthereis
a list of pagesrecentlywalked.Thesepageswerenotwalkedby Receiver , insteadthey were
obtainedfrom Sender , whichperformedthewalk.

4.19.3 DataLoad API

Thereplicationsystemcanalsobeusedto loaddatadirectlyontotheSearchAppliancefrom anoutside
source,insteadof “pulling” it from aURL or its links. Thiscanbeusedfor datathatis notpermanently
storedat its URL (e.g.generateddata),andthereforecannotbefetchedfor indexing; it caninsteadbe
pushedto theSearchAppliancefor indexing. This featurerequiresversion5.4.19or laterof the
texisScripts package(seeSystem/ UpdateSoftware).

BeforeloadingdataontotheSearchAppliance,it mustbeconfiguredto acceptdatafrom theIP address(es)
thatwill besendingto it. Thisprocedureis thesameasfor replication;seetheClusterMemberssetting,
p. 154.
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SubmissionFormat

Datais submittedto theSearchAppliancewith anHTTPPOSTrequestsentto asimilarURL astheadmin
interface(e.g.http:// .../dowa lk ), but with /recvdata.xml appended.E.g.:

http://www.mysi te .c om/te xi s/ dowalk/ re cv data .xm l

Thefollowing POSTvariablesmustbesetin therequest.Besureto URL-encodethevalues:

� profile
Setto thenameof thereceiving profile.

� data
Setto anXML documentcontainingthedata,andwhatto dowith it (insert/delete/etc.).Seebelow for
details.

Specifyingall fieldsmanually
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Below is anexampledata documentwhereall fieldsarespecified.Besureto HTML-encodevalues.

<?xml version="1.0" encoding="UTF-8 "? >
<ThunderstoneRe pl ic at ion

xmlns:dt="urn:s che mas- mi cr oso ft -c om:d ata ty pes"
>

<Item>
<Type>I</Type>
<Size>150369</S iz e>
<Visited>2005-1 0- 25 15:25:18</Visit ed>
<Dlsecs>0</Dlse cs >
<Depth>0</Depth >
<Url>http://www .mysi te .c om/d ir/ page.h tml</ Ur l>
<Title>Sprocket Specifications< /T it le >
<Body>...</Body >
<Keywords>sproc ke ts, gears, hubs</Keywords>
<Description>Sp ro cke t details</Descri pt ion >
<Meta></Meta>
<Category>Mecha ni cal </ Cate gory>
<Modified>2005- 10-25 11:21:07</Modi fi ed>
<NextCheck>2005 -1 0-2 5 16:25:18</NextC heck>
<Views>0</Views >
<Clicks>0</Clic ks >
<CTR>0.000000</ CTR>
<Pop>0</Pop>
<MimeType>text/ ht ml< /Mim eType>
<Charset>UTF-8< /C har se t>
<Refs dt:dt="bin.base6 4" >. .. </R ef s>
<Errors dt:dt="bin.bas e64" >. ..< /E rr or s>
<RawData dt:dt="bin.base 64"> </R awData >

</Item>
</ThunderstoneR epli ca tio n>

Any elementwhosetext datamightnotbeXML-safe(e.g.binarycharsin the<Body> ) shouldbe
base64-encoded,andtheattributedt:dt="bin.bas e64" setin thetag.E.g. the<Refs> and
<Errors> elements’text dataarealwaysbase64-encoded.NotethattheXML namespaceprefixdt
shouldalsothenbesetto urn:schemas-micr osof t- com:dat at ypes in theroot
<ThunderstoneRe pl ic at ion > element.

Theelementsare:

� <Type> Theactionto take with thisdata.Text valuemaybeoneof:

– I Insertthedata(overwritepreviousdatafor URL if any)

– DDeletetheURL

– DPDeletetheURL asapattern(e.g.http://www.mysi te .c om/d ir/ * )
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– UI Updatesearchindexes(call afterabatchof inserts/deletes)

� <Size> Theintegersizeof theoriginaldocument.

� <Visited> Whenthedocumentwasfetched,in YYYY-MM-DDHH:MM:SSformat.

� <Dlsecs> Numberof secondstakento downloadthedocument.

� <Depth> Depthof URL from aBaseURL, e.g.0 is aBaseURL, 1 is oneclick away, etc.

� <Url> TheURL of thedocument.

� <Title> Thetitle of thedocument.

� <Body> Theformattedbodyof thedocument.

� <Keywords> Any keywordsfor thedocument.

� <Description> Thedescriptionof thedocument.

� <Meta> Any metadatafor thedocument.

� <Category> Thecategory thedocumentis in, if any. Mustbeacategorynamefrom theprofile’s
Categories.

� <Modified> TheLast-Modified dateof thedocument,in YYYY-MM-DDHH:MM:SSformat.

� <NextCheck> Whenthedocumentshouldberefreshed,in YYYY-MM-DDHH:MM:SSformat.

� <Views> Numberof viewsof thedocument:how many timesit’s beenshown in searchresults.

� <Clicks> Numberof clicksof thedocument:how many timesit’sbeenclickedon in searchresults.

� <CTR>Click-through-ratio:floating-pointnumberratioof clicks to views.

� <Pop> Documentpopularity:numberof references(links) to it.

� <MimeType> TheMIME typeof thecontentservedat theURL, or providedin RawData.

� <Charset> Charactersetof <Body> data.Shouldcorrespondwith Storage Charset profile
setting(p. 70). If acharsetotherthantheStorage Charset is used,it shouldbeastandardIANA
charsetthattheSearchAppliancecanconvert to theStorage Charset .

� <Refs> Optionalelementwith references(child links) of thedocument.

� <Errors> Optionalelementwith errorsof thedocument.

Uploading a binary file
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If youhaveabinaryfile, suchasaPDFor anOfficedocument,youcansendit with thedataloadAPI andlet
theSearchApplianceextractthetext from it.

<?xml version="1.0" encoding="UTF-8 "? >
<ThunderstoneRe pl ic at ion

xmlns:dt="urn:s che mas- mi cr oso ft -c om:d ata ty pes"
>

<Item>
<Type>I</Type>
<Url>http://www. exampl e. com/d at al oad.p df </ Ur l>
<RawData dt:dt="bin.base 64" >0M8R4KGxGu.. .. </ RawData >

</Item>
</ThunderstoneR epli ca tio n>

Theelementsare:

� <Type> Theactionto take with thisdata.Text valuemaybeoneof:

– I Insertthedata(overwritepreviousdatafor URL if any)

� <Url> TheURL of thedocument.

� <RawData> elementwith thebase64encodingof raw document.It mustincludethe
dt:dt="bin.base 64" attribute.

Combining the two: binary files with customfields

It is possibleto specifybotha <RawData> document,andfieldssuchas<Title> , <Description> ,
etc.Thebinarydocumentwill beprocessed,andany otherfieldsprovidedwill overridethevaluesthatcame
from thedocument.

Thiscanbeusefulin situationswhereyouhave aContentManagementSystem(CMS) thatcontains
metadataaboutadocumentthatdoesn’t actuallyoccuranywherein thedocument.Youcandoacustom
dataloadthatpushesin thedocument,andthecustomTitle/Description/etc.

Additional Fields

Eachprofile-specificAdditionalField is optionallysentin asingleelementnamedafterthefield, with the
XML namespaceprefixu. Thevalueof thefield is thecontentof theXML element.Notethattheu XML
namespaceprefixshouldbedeclaredin theroot<ThunderstoneRe pl ica ti on> node,asshown
earlier.

For example,anInteger field Quantity andaText field State maybegivenas:

<u:Quantity>57< /u :Quanti ty >
<u:State>NY</u: St at e>

Other Details
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Theoptional<Refs> elementlists thelinks (references)from thegivendocument,for parent-childlinking.
Its text valueis abase64-encodedXML documentwith thefollowing formatwhendecoded:

<results xmlns:dt="urn:s chemas -micr osof t- com:dat at ypes ">
<result>

<Url>http://www .mysi te .c om/d ir/ page.h tml</ Ur l>
<Ref>http://www .mysi te .c om/d ir/ ot herp age.h tml/ </ Ref>

</result>
...

</results>

Each<Url> shouldbethesameasthe<Url> in theabove <Item> block. The<Ref> is asinglelink
from thepage.Only one<Ref> maybelistedper<result> ; additionallinks shouldbesentwith
additional<result> elements.

Theoptional<Errors> elementcontainsany errorsto beloggedfor thedocument.Notethatthismaybe
emptyor notpresentif noerrorsareto belogged.Its text valueis a base64-encodedXML documentwith
thefollowing formatwhendecoded:

<results xmlns:dt="urn:s chemas -micr osof t- com:dat at ypes ">
<result>

<Url>http://www .mysi te .c om/d ir/ page.h tml</ Ur l>
<Reason>Documen t not found: 404 (Not Found)</Reason>

</result>
...

</results>

As with the<Refs> element,the<Url> mustcorrespondwith theoriginal<Item> <Url> , andmultiple
errorsmustbelistedin separate<result> elements.
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Reply Format

Theresponseto aDataLoadrequestis anXML document:

<ThunderstoneRe pl ic at ion Resu lt >
<ItemResult>

<rid>000000000< /r id>
<Type>D</Type>
<DP>1</DP>
<Status>OK</Sta tu s>
<Info>Not found</Info>

</ItemResult>
<Rows>1</Rows>
<Version>Versio n 5.01.1234567890 20051010 (...)

2005-10-10 12:34:56</Versi on>
</ThunderstoneR epli ca tio nResul t>

Theelementsare:

� <rid> Thereplicationid. Ignored.

� <Type> Theactiontypespecifiedin therequest.

� <DP>Thenumberof URLsdeletedby a<Type>DP</Type> action.Elementis notpresentfor
other<Type> .

� <Status> Resultcode:

– OKSuccess

– FAIL_UNKNOWNTYPEThe<Type> wasnot recognized

– NODATANo parsabledatain request

– Not Allowed Senderis nota Cluster Member

– No Profile No profile setin requestPOST

– FAIL Failed,unknown reason

� <Info> Optionaladditionalmessage;e.g.Not found if anon-existentURL is deleted

� <Rows> How many request<Item> swereprocessed.

� <Version> Versionandreleasedateof thesoftware.

OncedatahasbeensuccessfullyloadedontotheSearchAppliance,if theprofilehasany receiver profiles
definedunderReplication Settings , thedatawill alsobequeuedfor replicationto thosereceivers.
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DataloadSOAP API

Thereis aSOAP API availablefor dataload,allowing you to useaSOAP library to communicatewith the
SearchAppliance.For anoverview of SOAP, PleaseseetheSOAP API (p. 169).

TheWSDLsfor thedataloadAPI canbefoundon theProfile Tools page.Providing theseWSDLsto
whatever tool your languageuses,suchasVisualStudio’s wsdl.exe program,shouldgeneratethe
necessarywrapperclass.

Theparametersaredefinedwithin theWSDL itself, andaregenerallythesameasmentionedabove in the
SubmissionFormat andReply Formats,with a few exceptions:

� Theentiretransactionsarewrappedby SOAP envelopsandthetop-level elementsarecalled
dataload anddataloadResponse insteadof ThunderstoneRe pl ic at ion Resu lt ,
respectively.

� Thedataload elementcontainsaprofile elementin additionto all theItem s.

C# ExampleProject

A C#exampleprojectis availablethatdemonstratesusingboththesearchanddataloadSOAP interfaces.In
theSystem -¿Advanced Tools sectionof theadministrationinterface,chooseExtra Downloads ,
andthenThunderstone Soap Example . Instructionsarelistedon thatpageandwithin thezip itself
for how to usetheproject.

4.20 Additional Fields

4.20.1 Overview

Theadditionalfieldsfeaturein theSearchApplianceallows you to definestructureddatathatcanbe
searchedon,sortedby, andincludedin theresultswhenusinganXSL stylesheet.Typicalusesmight
includehaving prices,datesor ratingsassociatedwith thedocuments.

4.20.2 Populating

To populateAdditionalFieldsthey shouldfirst bedefinedin theAdditional Fieldssectionof All Walk
Settings. Youcanspecifya name,which is usedasthenameof theXML elementwhendisplayingthe
results,aswell aswhenusingtheDataLoadAPI.

Oncethefield hasbeendefinedit canbepopulatedeithervia theDataLoadAPI or throughtheData From
Field settingssection.Thefieldsarepositionallynumbered,andyoucanloadExtraField1, 2 and/or3 from
thepagethatis read.If youareloadingfrom a<meta> field you will typically wantaREX Search of .+
andtheFrom Meta Field youareloadingfrom.
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4.20.3� Sorting

To sorttheresultsyou canusetheorder form variable.To specifythefirst field youcansetthevalueto
af1 , for thesecondaf2 andfor thethird af3 . If youwantto reversethesortorderyouaddad to the
value,i.e. af1d , af2d , af3d .

4.20.4 Searching

SeetheAdditional Fieldssectionin Issuinga Query Programmatically (p. 142)for informationon
specifyingadditionalfield searchesin theURL.

4.21 DBWalker

4.21.1 Overview

TheTexis DBWalkermoduleprovidesawalkableHTML interfaceto a remotedatabase.If thereis a
databaseserver somewherewhichhasa JDBCdriver, DBWalkercanserve up thatdatabasevia HTML,
whichcanthenbewalkedby theSearchApplianceor viewedby users.DBWalkercanbeconfiguredto
print all recordsonasinglepage,or to providean“index” pagewhichcreateslinks to individualpages,
eachof whichshowsasinglerecordof thetable.

DBWalker is differentfrom thenormalideaof an“import” in multipleways:

� DBWalker doesnotdoany actual“importing” atall - it simplyenablesaway to view partsof a
databasethroughawebsite.It’s still up to theSearchApplianceto walk thegivenwebsiteandindex
its content.

� Theideaof ‘import‘ impliesaone-timeaction.BecauseDBWalkerprovidesaHTML interface,it can
beusedto keepup to datewith changesto theremotedatabase.If asinglerecordin theremote
databasechanges,thenDBWalker’s HTML interfacewill bedifferent,anda refreshwalk by the
SearchAppliancewill seethisandchangeits internalindex accordingly.

JDBCconnectionsarecachedacrossHTTPrequests.Thefirst timea requestfor aconfigurationis received,
it establishesaJDBCconnectionandkeepsit for 5 minutes.If anotherrequestfor thesameconfigurationis
received,it will re-usethesameconnection.ThisgreatlyenhancestheSearchAppliance’s walkingspeed,
andkeepsfrom boggingdown theremotedatabasewith unnecessaryconnect/disconnectactivity. JDBC
connectionsareclosedafter5 minutesof inactivity.

4.21.2 Configuration Overview

DBWalkerusesmultiple individual configurationsfor thedifferentdatabasesandtablesit needsto talk to.
Eachconfigurationdescribesasinglegroupof settingsfor asingletablein a singledatabase.It is possible
to have multipleconfigurationsusethesametableanddatabases– for example,youcanhave one
configurationlist theentirecontentsof a table,while anotherconfigurationlimits thedatato acertainrange.
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Eachconfigurationspecifieswhichdatabaseto talk to with a type(“PostgreSQL”, “Oracle”, etc.,which
determineswhatJDBCdriver to use),aJDBCconnectionstring(whichspecifiesthingslike host,port,and
database),ausername,andapassword. Theconfigurationmustalsospecifywhich tableis to beread,and
canoptionallyspecifywhichcolumnsto read(defaultsto all), any filter for thedata(by wayof a WHERE
clause),andakey field.

If nokey field is specified,thenDBWalker won’t know how to uniquelyidentify rows,soit will print all the
dataonasingleHTML page.If akey field is specified,thenDBWalker will createanindex page,which
listsonly thekey field column.Eachrow’skey field is listedasa link backto DBWalker, whichwill give a
pagedisplayingall of theselectedfieldsof only thatrecord.Thisallows morefine-grainedindexing and
searchingin largetables.

4.21.3 DBWalker Output Overview

TheDBWalker’s internallibrariesproduceXML output.This is transformedinto HTML via aXSL
stylesheet,which is changeableonaper-configurationbasis.Whenarequestis receivedthatendsin .xml ,
DBWalkerwill returnanXML documentwith a referenceto anXSL stylesheeton theDBWalker server
(whichmodernbrowserswill automaticallyfetchandapply).

However, if a requestis receivedwith theextension.html , DBWalker will applythestylesheetserver-side
beforetheclienteverseesit, andhandtheresultingHTML to theclient. This is usefulfor clientsthatdonot
applyXSL transformationsto XML documents(like theSearchAppliance).

4.21.4 DBWalker Authentication Overview

Therearetwo waysto doauthenticationwith theremotedatabase.Authenticationinformationcanbestored
in theconfigfile, or it canbeprovideddynamically.

If ausernameandpassword areprovidedin theconfiguration,thenthatuser/passwill beusedfor every
requestfor thatconfig.Thishastheadvantagethatusersnever have to inputausername/password, but also
hasthesecuritydisadvantagethatanyonewhoopensthewebsitecanseethedata.Dependingon the
contentsof thedatabase,this mayor maynotbesignificant.

Theotheroptionis to not includeausernameor password in theconfiguration.WhenDBWalker is invoked
by in thissituation,it will promptfor ausername/password (via Basicauthentication).If theremote
databaseacceptsthecredentials,thepageis displayed.For theSearchApplianceto walk thesepages,it will
have to know avalid username/password for thepages.This is suppliedin theLogin Info of All Walk
Settings((80).

This integrateswell with ResultsAuthorization.if theSearchAppliance’s searchis setto useAuthorized
SearchResultswith “Promptvia Form”, thecredentialswill automaticallybeverifiedwith DBWalker.

To summarizea few key points:

� If you includeausernameandpassword in theDBWalkerconfig,anyonewill beableto seethe
results,includingsearcheswith Results Authorization in use:any user’s login will work
sincethecorrectuser/passis “built in” to theDBWalker config.
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� If nouser/passis includedin theconfig,thenuserswill have to supplytheir own username/password,
andtheconfigcanbeusedproperlywith Results Authorization .

� If nouser/passis includedin theconfig,besureto puta valid username/password in
theLogin Info (pg. 80)sectionof any profile thatusesit sotheSearchApplianceis ableto index
thecontent.If theSearchAppliancecan’t seetheresults,thennosearcheswill find it!

4.21.5 Obtaining DBWalker

DBWalker is obtainedthroughSystem -¿Update Software . The j2re updatemustbeinstalledprior
to theDBWalker update.PleaseseetheGetting Software Updates(pg. 136)for detailson installing
softwareupdates.

4.21.6 Managing DBWalker

� At mainmenu,click System , thenDBWalker Settings / Status underManageModules.

ThemainDBWalkerAdministrationinterfaceis dividedinto 3 sections:

� DBWalker Status

ThisshowswhethertheDBWalker is currentlyenabled,andif sowhattheprocessID is. A buttonis
providedto enableor disabletheDBWalker, whichever is applicable.

A link is alsoprovidedto theDBWalker Global Options page.

� DBWalker Configurations

Thissectionlistsall theconfigurationsavailablefor DBWalker. It shows theconfigurationname,what
typeof databaseit uses,its table,andits JDBCconnectionstring. If theDBWalker server is currently
running,thenameof eachconfigurationwill bea link to thatconfiguration’s DBWalkerpage.

Hereyouhave theoptionto editor deleteany configuration,andto createnew oneswith the“Create
New Configuration...” buttonat thebottom.Pleaseseethe
Managing DBWalker Configurations sectionbelow for moreinformationonmanaging
configurations.

� DBWalker Stylesheets

Thissectionallows you to managetheXSL stylesheetsthatDBWalkeruses.Youcanadd,delete,or
modify, or view stylesheetshere.PleaseseetheManaging DBWalker Stylesheets(pg. 168)below
for moreinformationonstylesheetsandhow to managethem.

4.21.7 DBWalker Global Options

TheDBWalkerGlobalOptionspagelistssettingsthataffectall configurations,usuallyinvolving the
DBWalkerenvironment.

Theseareconsidered“advanced”settingsandshouldonly needto bechangedif advisedto by
ThunderstoneSupport.
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� LogLevel

Thisaffectshow muchinformationis written to DBWalker.log . Eachlevel includesall levels
above it.

– SEVERE- ErrorsthatcausetheDBWalker to fail, giving it nochanceto continue.These
includeerrorsreadingtheserver configfile, server socket errors,errorssettingup theJDBC
classloader, etc.

– WARNING- errorsthatcauseanindividual requestto fail, but allow theserver to continueon
servicingotherrequests.Theseincludeindividual connectionsocket errors,individual
configurationerrorserrors,unexpectedSQLerrors,etc.

– INFO - This is thedefault logginglevel. Logserrorsthatareprobablycausedby malformed
clients,or otherthingsthatwe think anadminshouldknow about.Includesclientsgiving
malformedHTTPheaders,requestingnonexistentconfigs,server startup/shutdown notification,
etc.

– CONFIG- reportsall informationbeingreadfrom configurationfiles.

– FINE - Morefine-tunedbook-keepingwithoutgoinginto detailsaboutindividual
classes/methods.Includesworker/socket assignment,worker poolmanipulation,cache
manipulation,enter/exit of JDBCmethods.

– FINER - reportsrun/stop/resumeof individual threads,moredetailsof worker processingof
socket.

– FINEST - Kitchensinkandthensome.Thiswill causethelog to fill veryquickly with
superfluousinformationduringnormaloperation,andis advisednot to beusedunlessrequested
by ThunderstoneSupport.

Thedefault valueof INFO is fine for normaloperation.

� Max JVM Memory

Thisallowsyou to increasethemaximumamountof memory, in megabytes,thattheJVM will allow
itself to allocate.If youareworkingwith very largetablesandgettingOutOfMemoryExce pt io n
errors,themyoumayneedto increasethis. Thedefault valueis 64Mb.

Notethatthisvalueis not theamountof memorythatwill beimmediatelyallocatedby theJVM - it
will only allocateasmuchasit needs.Thissimplyprovidesanupperlimit onhow muchmemorywill
beused.

� Accept Debug Connections

Whenworkingwith ThunderstoneSoftware,thiscanassistin thetroubleshootingof DBWalker
problems.There’s no reasonto setthisunlessThunderstoneSupporttellsyou to.

4.21.8 Managing DBWalker Configurations

Choosingto eitheredita configurationor createanew onetakesyou to a listing pagewhereyoucanchange
thefacetsof aconfiguration.
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� General Information

TheGeneralInformationsectioncontainsthingsthatdon’t pertaindirectly to theremotedatabase
itself.

– Configuration Name

If you’re creatinganew configuration,youwill beaskedto enteraname.It is usedwhen
specifyingwhichgroupof settingsyou wantto usewhenDBWalker is invoked,but hasno
bearingbeyondthat.Namesmaycontainletters,numbers,dashes,andunderscores(nospaces).

– Stylesheet

SpecifieswhichXSL stylesheetto use.Youcanonly usestylesheetsthatyou’ve already
uploaded.PleaseseetheManaging DBWalker Stylesheets(pg. 168)for moreinformation.

– Max Rows per Page

Setsamaximumnumberof rows to useonasingleindex page.If therearemorerows thanis
allowedonasinglepage,next andback links areusedasnecessaryto seetherestof thelinks.

This is becauseif a tablecontains10million rows, justgeneratingtheindex pagecantake huge
amountsof time. DBWalkercanbetold to only dealwith 100rowsata time,keepingit from
gettingboggeddown.

– Appliance Link

If youareusinganinternalinterfaceto accesstheSearchAppliance’s administratorinterface,
thiscanallow you to forcetheDBWalker to bewalkedthroughaninterfacethatwill bevisible
to externalusers.Usuallythedefault for thiswill befine.

If administratorsareaccessingtheSearchAppliancethroughaninternal-onlyinterface,let’s say
internalonly.my sit e. com, thentheDBWalker will getwalkedas
http://internal onl y. mysi te .co m/te xi s. .. . Thiswill work fine for thewalk
itself, but whenexternalusersusesearch,they will seeresultsreferencing
internalonly.my sit e. com, which they won’t beableto access.

By settingApplianceLink to somethinglike www.mysite.com/ tex is (or whatever
externaluserswill beableto see),thentheDBWalker will getwalkedwith theproperlinks.

� Database Information

Thedatabaseinformationsectioncollectsinformationabouthow to connectto your remotedatabase.

– Type

ThisdetermineswhichJDBCdriver will beloaded.DBWalker comeswith supportfor
Oracle , Microsoft SQL Server , Sybase , PostgreSQL , MySQL, andTexis .

TheOracle (dedicated) typeis usedto connectto anOracledatabasethrough
dedicated mode insteadof thedefault shared mode. Thereis a slightperformance
disadvantageto this,andshouldonly beusedwhentheordinaryOracle typedoesnotwork.

Alternatively, youcanselect[jdbcConnect] asthetype,which letsyoumanuallyenterthe
JDBCConnectionString.TheHost , Port , andDB/Service valuesareall containedin the
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JDBCconnectionstring,sotheConnect String field replacesall 3 of them.

– Host / Connect String Thecontentsof thisfield dependonwhatType youhaveselected.
DatabaseType field contents
Oracle,Sybase,PostgreSQL,MySQL, or
MS SQLServer

thehostnameof themachineyou’re con-
nectingto, or its IP address.

Texis the hostname and full path to the
JDBC script on the remoteserver, i.e.
host.mysite.co m/tex is /j dbc .

[jdbcConnect] thefull JDBCconnectionstring.

If thetypeis [jdbcConnect] , thenthisfield is Connect String , which letsyouspecify
thefull JDBCconnectionstring.This is usefulif youalreadyknow theJDBCconnectionstring
for your remoteDB anddon’t wantto have to breakit down into hostname,port,etc.Theexact
formattingof thisstringdiffersfor eachremotedatabasetype.

– Port Theportnumberthattheremotedatabaseis listeningto.
Oracle,Sybase,PostgreSQL,MySQL, or
MS SQLServer

theport to use,or leave blankfor thede-
fault.

Texis unused,alreadyspecifiedas part of the
Host field.

[jdbcConnect] unused,alreadyspecifiedas part of the
Connect String field.

– DB/Service Thecontentsof thisfield is dependentonyourdatabasetype.
Sybase,MS SQL Server, PostgreSQL,or
MySQL

thenameof thedatabaseyouwantto con-
nectto.

Oracle thenameof theserviceto connectto.
Texis the full path to the remote database,

i.e. C:\morph3\texi s\t es td b\ or
/var/db/testdb .

[jdbcConnect] unused,alreadyspecifiedas part of the
Connect String field.

– Username

Theusernameto give to theremotedatabase.If this is left blank,username/password will be
askedfrom theuserwhena requestis made.Pleaseseethe“DBWalker Authentication
Overview” section(pg. 163)for moreinformation.

If connectingto aMicrosoftSQLServer database,it’spossibleto enterDOMAIN\user asthe
usernameto usedomainauthentication,whereDOMAINis thedomainthattheserver belongsto.

– Password

Thepassword to give to theremotedatabase.If this is left blank,username/password will be
askedfrom theuserwhena requestis made.Pleaseseethe“DBWalker Authentication
Overview” section(pg. 163)for moreinformation.

� Table Information

Thetableinformationsectioncollectsinformationaboutthetablethatyouwantto access.

– Table

thenameof theSQLtableyouwantto retrieve datafrom.



168 CHAPTER4. PROCEDURESAND EXAMPLES

– Fields

An optionallist of fieldsto retrieve from thetable.By default,all fieldsareretrieved.This is
specifiedasacomma-separatedlist, asyouwouldusein thebeginningof aSQLquery.

– Where clause

Allowsyou to limit thedatareturnedby DBWalker. It is not limited to usingthefieldsspecified
in thefields section.ThewhereclauseshouldnotcontaintheSQLkeywordWHERE, just the
conditionalclause.For example,if your tablehasanid andaname,youcouldsetFields to
name andWhere clause to id>100 to only getnamesof recordswheretheid is greater
than100.

– Key Field

Specifiesthe“key” field of thedatabase.Thisfield shouldbeableto uniquelyidentify each
recordin thetable,allowing DBWalker to createa list of links to eachrecordfrom asingle
index page.If nokey field is specified,theentirecontentsof thetablewill bedisplayed.

4.21.9 Managing DBWalker Stylesheets

XSL Stylesheetsallow you to customizetheway theDBWalker resultsarepresentedvia HTML. They are
appliedeitherserver-sideor client-side,asdetailedin theDBWalker Output Overview section(pg.
163)above.

Hereyoucancaneditor deletestylesheets,or uploadnew ones.If theDBWalker server is running,youcan
view any stylesheetby clicking thatstylesheet’s name.

� Uploading XSL Stylesheets

Beneaththelist of currentstylesheetsis theUpload Stylesheet. Hereyoucanbrowseto a .xsl file
anduploadit to theSearchAppliance.

If thefile alreadyexists,theOverwrite existing boxmustbecheckedwhenyouupload,to
make sureyouacknowledgetheold file will beoverwritten.

� Editing XSL Stylesheets

Therearetwo methodsfor edit XSL stylesheets.Thesimplestway is to click on the“Edit” button
next to astylesheet.Thisprovidesapagewith a largetext areathatcontainsthecontentsof the
stylesheet.Make yourchangesandclick “Save” to save thechanges.

If you’re doingheavy developmentto astylesheet,you’ll probablyfind working in a text areavery
limiting. Alternatively youcandownloadthestylesheet(by clicking on its nameonthemain
DBWalker page),make thechangesyouwantlocally with yourpreferredXSL editor, andre-upload
thefile. If furthertweaksarenecessary, simplychangethefile andre-uploadit asmuchasnecessary.

4.21.10 Adding Configurations to Profiles

To getthecontentsof aDBWalker configsearchable,youaddit to oneor moreprofiles,whereit will be
walkedwith therestof theprofile.
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On theAll Walk Settings page(pg. 56), thereis amulti-selectbox listing all of DBWalker’s
configurations.Simplyselectall theconfigurationsyouwould like to beincludedin thatprofile,andthey
will bewalked.

4.22 SOAP API

4.22.1 SOAP Overview

TheSimpleObjectAccessProtocol(SOAP) is aW3C(World WideWebConsortium)recommendationthat
essentiallyallows for RemoteProcedureCall (RPC)functionalityoverHTTP, via XML. (This is a
simplificationof the120-pageSOAP spec,but it suitsourpurposes).SOAP webservicesprovidesa
systematic,definedwayof communicatingfunctionrequestsandresponsesover anetwork transport.

SOAP interfacesaredescribedby anotherW3Crecommendation,WSDL documents- WebServices
DefinitionLanguage.WSDL documentsaretheprototypesfor SOAP functions.They definewhat
parametersareexpectedto thefunctions,whatformatsare/aren’t allowed,whatwill bereturned,etc.Given
theWSDL of aSOAP webservice,programscangeneratetheclientcodethatinteractswith theservices(as
is demonstratedin theC#exampleprojectlater).

Specificallyfor theSearchAppliance,theSOAP interfaceprovides,whenusinga languagethathasaSOAP
API, away to invoke asearchandon theSearchApplianceandinsertdataasif it werea local functioncall.

4.22.2 SOAP API vs. XML Output

TheSOAP interfaceprovidesfunctionalityverysimilar to the“XML output” searchinterface.Sowhy use
oneasopposedto theother?

UseSOAP if thelanguageyouarewriting hasaSOAP interfaceavailablefor you. Many languagesand
environments(includingVisualStudio)provideSOAP tools,whereyouprovide theWSDL to the
webservice,andit will generate“wrapper”classesfor you,allowing you to interactwith theSearch
Applianceasif it weresimplya local function.

If whatever developmentenvironmentyou’re usingdoesn’t have a realSOAP interface,thenusetheXML
API insteadof theSOAP API. All theaddedinformation/rulesof SOAP thatmake it easyfor programsto
exchangedatawill insteadmake it morecumbersometo usemanually.

4.22.3 Getting the WSDL

TheWSDLscanbefoundon theSoap Tools pagefor theprofile. It links to theDataloadWSDLsanda
searchWSDLs,which letsyouchooseeitheraWSDL for thisprofile,or for all profiles(asexplained
below).



170 CHAPTER4. PROCEDURESAND EXAMPLES

4.22.4� Global vs. per-profile WSDLs

Whenviewing searchWSDLs,you have theoptionof requestingaWSDL specificto asingleprofile,or a
globalAll Profiles WSDL, whichcanbeusedfor any profile.

If you don’t makeuseof Additional Fields, then there will beno differencebetweenper-profile and
global WSDLs.

Bothper-profileandglobalWSDLsreferto thesamesearchinterface.ThesameSOAP responseis
generatedfor bothWSDLs.Theonly differenceis in how specifictheWSDLsare- per-profileWSDLs
specifywhichAdditionalFieldsoccurin theresults,but theglobalWSDL mustuse<xsd:any> asa
catch-all,astheAdditionalFieldsmaychangefrom oneprofile to another.

Whichyouuseis a trade-off thatyoumustdecideon.

� per-profile WSDLs

– AdvantageAdditionalFieldsfor theprofileare“hard-coded”in theWSDL itself, soaSOAP
clientconsumingtheWSDL canmakebetteruseof theAdditionalFields.

For example,if yourprofilehasAdditionalFieldscalledprice andlocation , thena
per-profile WSDL will specifythateachresultcontains<price> and<location> elements.
WSDL toolscando thingslike declareresponse.price andresponse.locatio n
variables.

– DisadvantageBecausetheper-profileWSDL is specificto thatprofile’s AdditionalFields,a
differentWSDL mustbeusedfor everyprofileyouwantto interactwith. If you’re interacting
with many differentprofiles(or it oftenchanges),anglobalWSDL maybebettersuited.

� Global WSDLs

– AdvantageTheAll Profiles wsdlcanbeusedfor any profile. This is betterif your
applicationneedsto querymultipleprofiles,or if youdon’t work with AdditionalFields.

– DisadvantageAdditionalFieldsarerepresentedin theAll Profiles WSDL with
<xsd:any> , whichallows it to notdeclarewhichAdditionalFieldswill occurin theXML (as
it maychangefrom oneprofile to another).

ThismeansthatprogramsconsumingtheWSDL cannotknow whichparametricfieldswill be
returned,andwill insteaddo thingslike offer anarrayof AdditionalFieldXML elementsthat
youmustmanuallyloopover to find theonesyouwant.

4.22.5 Configuring the SOAP Interface

TheWSDL for theSearchApplianceis accessiblein thefollowing URL pathfrom theSearchAppliance:

/texis/Thunders to neSearc hSer vi ce /de sc ri be.w sdl

This link is alsoavailablefrom theTools-¿SOAP Toolsmenupagein theadmininterface.
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DataloadSOAP API

TheDataloadSOAP API takesthesameparametersasthenormaldataloadAPI, pleaseseethe
Submission Format (p. 155)andReply Format (p. 160)sections,with a few exceptions:

� Theentiretransactionsarewrappedby SOAP envelopesandthetop-level elementsarecalled
dataload anddataloadResponse insteadof ThunderstoneRe pl ic at ion Resu lt ,
respectively.

� Thedataload elementcontainsaprofile elementin additionto all theItem s.

4.22.6 C# exampleproject

A C#exampleprojectis availablethatdemonstratesusingthesearchSOAP interface.In theSystem-¿
AdvancedToolsof theadministrationinterface,chooseExtra Downloads , andthen
Thunderstone Soap Example . Instructionsarelistedon thatpageandwithin thezip itself for how
to usetheproject.

4.22.7 SOAP Links for Languages

Thissectioncontainslinks for recommendationsof SOAP implementationsin otherlanguages.
Thunderstonemakesnoguaranteesto thecompletenessor qualityof theseprojects,wesimplyprovide links
for convenience.

� ASP.NET - thesameC#API codecanbecompiledinto a .NET assemblyandusedfrom anASP.NET
page.PleaseseetheWindows CommunicationFoundationdocumentationfor moredetails.

– http://msdn.mic ros of t. com/en- us /l ib ra ry/ dd456779.as px

� Perl- SOAP::Lite for Perlis acollectionof Perlmoduleswhichprovidesasimpleandlightweight
SOAP interface.

– http://www.soap lit e. com/

� PythonTheWebServicesfor PythonProjectprovideslibrariesimplementingthevariousprotocols
usedwhenwriting webservicesincludingSOAP, WSDL, andotherrelatedprotocols.

– http://pywebsvc s.s ourc ef or ge. net/

� Java - TheJava API for XML Messaging(JAXM) providesa framework for sendingandreceiving
SOAP messages.

– http://java.sun .co m/webser vic es /j axm/

� C++ - ApacheAxis C++ canbeusedasaclient for SOAP servers.

– http://axis.apa che .o rg /a xi s/c pp/c li entus er -g ui de.ht ml
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4.22.8� SOAP API search Reference

Threeof thefunctionsfor searching(search , whichperformsanormalsearch,moreLikeThis , which
findssimilarpages,andshowParents , whichshowswhichpageslink to apage)take similarparameters:

� jump - numberof user-visible resultsto skip. 0 would returnthefirst pageof results,10 thesecond
page,etc. (assuming10resultsperpage).

� order - specifieshow theresultsshouldbeordered.Possiblevaluesare:r - sortby relevance
(default) dd - newestpagesfirst da - oldestpagesfirst

RankKnobsstructure

There’s anoptional“rankKnobs”parameterfor many of thefunctionsthatcanspecifyhow thingsshouldbe
ranked(eachfunctionnoteswhetherit acceptsrankKnobs).All of thesecanbesetfrom 0-1000,wherethe
higherthevalue,themoreheavily thataspectis weighed;500is thedefault. Theseparameterscorrespond
directly to the“RankingFactors”settingson theAdvancedSearchpage.

RankKnobshasthefollowing parameters:

� order - importanceof thewordsbeingin theproperorder

� proximity - importancethatthewordsareclosetogether

� dbFreq - importanceof thefrequency of aword in thedatabase

� docFreq - importanceof thefrequency of awordwithin thedocument

� leadBias - importanceof closenessto thestartof thedocument

search

Thisperformsanormalsearchbasedon thequery/queriesprovided.

Parameters:

� profile - Required.Specifieswhichprofileyou’re workingwith.

� query - Required.TheMetamorphqueryto searchfor.

Thefollowing parameterscanbeprovidedto furtherrefinethesearch:

� urlQuery - Usedfor URL Prefixqueries.Correspondsto thedefault searchinterface’s uq
query-stringvariable(p. 141).

� depthQuery - themaximumdepththatwouldbeallowed.Supplyingavalueof 3 wouldonly
returnpagesthatarenomorethan3 clicksaway from aBaseURL. Correspondsto thedefault
interface’s dq variable.
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� categoryQuery - numericindex for acategory to use.1 is thefirst category, etc.Correspondsto
thedefault interface’s cq variable.

� proximity - specifiesa requiredproximity for thewordsin thequery. Correspondsto thedefault
interface’s prox variable.Possiblevaluesare:

– page - wordsmustoccuron thesamepage(default)

– paragraph - wordsmustoccurin thesameparagraph

– sentence - wordsmustoccurin thesamesentence.

– line - wordsmustoccuron thesameline.

Thesearch functionmayalsousetherankKnobsstructure(section4.22.8,p. 172).

Thesearch functionmayalsotake anumberof AdditionalFieldparameters,asdescribedin the
Searching Additional Fields section(p. 63).

Theoutputof thefunctionis describedin theXML Elementsin SearchResultssection(4.13.3,p. 143).

moreLikeThis

moreLikeThis returnsresultsthataresimilar to a resultalreadyfound.

Parameters:

� profile - Required.Specifieswhichprofileyou’re workingwith.

� id - Required.theid of asingleURL, returnedfrom apreviousfunction.

ThemoreLikeThis functionmayalsousethe<rankKnobs> structure,asdescribedin section4.22.8,
p. 172.

Theoutputof thefunctionis describedin theXML Elementsin theSearchResultssection(4.13.3,p. 143).

showParents

showParents listsall thepagesthatlink to apreviousretrievedsearchresults.

Parameters:

� profile - Required.Specifieswhichprofileyou’re workingwith.

� id - Required.theid of asingleURL, returnedfrom apreviousfunction.

Theoutputof thefunctionis describedin theXML Elementsin theSearchResultssection(4.13.3,p. 143).
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getCompletions�

getCompletions retrievespotentialcompletionsfor apartially typedquery. It canbeusedby acustom
client to implementautocompleteastheuseris typing.

Parameters:

� profile - Required.Specifieswhichprofileyou’re workingwith.

� term - Required.Thepartially typedtermto getcompletionsfor.

Output:Zeroor moreCompletion elementsarereturned.Their text contentis apotentialcompletion,
andeachcompletionhasattributes:

� profile - theprofile thiscompletioncamefrom.

� score - thescorefor thiscompletion.Completionsarerankedaccordingto score,whichcanbe
derivedfrom occurrencesin thecontent,queries,andsearchuserclicks.

4.22.9 SOAP API admin Reference

login

Parameters:

� username - theuserbeingloggedin

� password - thepassword for theuser

Returns:

� authToken - anauthenticationtokenfor usein furtherrequests

login logsyou in to theappliance,supplyingyouwith anauthenticationtokenthatwill beincludedin all
furtherrequeststo show thatyou’re loggedin. All otherAdmin SOAP API callsrequireanauthTokenfor
use.It’s sentin furtherrequestsvia aSOAP Header.

listProfiles

Parameters:

� none

Returns:
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� ProfileName - anarrayof profilenamesrequests

Returnsa list of all profilesthatcurrentlyexist on theappliance.If noprofilesexist, asuccessfulresponse
with noProfileName sis returned.

getProfileStatus

Parameters:

� Profile - nameof theprofile

Returns:

� IsRunning - whetheror not thewalk is currentlyrunning,setto true or false .

Returnsinformationabouttheprofile,currentlyjustwhetheror not theprofile is running.

addProfile

Parameters:

� Profile - nameof thenew profile

� Type (optional)- thetypeof profile,standard or metasearch . Defaultsto standard .

� CopyOf (optional)- nameof theprofile to copy

� ParametricField - unusedin theSearch Appliance

� PrimaryKey - unusedin theSearch Appliance

� Dataspace - unusedin theSearch Appliance

Returns:

� Success - will besetto ok , indicatingtheprofilewascreatedsuccessfully.

Addsanew profile to theSearchAppliance.If there’s any problem(alreadyexists,invalid profilename,
etc),aSOAP Faultwill bethrown.

deleteProfile

Parameters:

� Profile - nameof theprofile to bedeleted
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Returns:

� Success - will besetto ok , indicatingtheprofilewasdeletedsuccessfully.

Deletesaprofile from theSearchAppliance.If theprofiledidn’t exist, thecall will still succeed.

getSettings

Parameters:

� Profile - nameof theprofile. To getSystemWideSettings,use!SYSTEM

� Name(optional)- arrayof settingnamesto get. If noNameis provided,all settingsarereturned.

� TestOrLive (optional)- whetherto returnthetestsettings,or live settings.Returnslivesettingsby
default.

Returns:

� Setting - anarrayof name/valuepairsfor therequestedsettings.A TestOrLive attributeon the
settingsindicatewhetherthisappliesto test,live,or both.

Getsa list of settingsfor therequestedprofile. Youcanrequestoneor morespecificsettingsby passingin
Nameparameters,or getall settingsby notsupplyingaName.

Somesettingshave testandliveversions.Youcanrequestwhichversionyou’d like (defaultsto live),and
thereturnedsettingsindicatewhetherthey applyto testor live. “Both” indicatesthatsettingdoesn’t have
differenttestandlive versions.

setSettings

Parameters:

� Profile - nameof theprofile. To setSystemWideSettings,use!SYSTEM

� TestOrLive (optional)- whetherthisshouldapplyto testsettings,live settings,or both.Defaults
to both.

� Setting - multiplename/valuepairsof settingsthatyou’d like to set

Returns:

� Success - setto ok , indicatingthesettingsweresetproperly.

Appliesanarrayof settingsfor thegivenprofile.

If thereis any problem(suchasaninvalid settingname)in any oneof thesettings,aSOAP Fault is returned,
andNONEof thesettingsareapplied.Thisallowsyou to tweaktheproblemsettings,andre-submitthe
entirebatchagain,withouthaving them“partially applied”in between.
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getTask

Parameters:

� Id - id of thetaskto get

Returns:

� TaskInfo - astructureof informationaboutthetask

– Id - id for thetask,canbeusedin furtherrequests

– Pid - ProcessID of thetask,maybe-1 if taskhasn’t started

– Profile - Profilefor thetask,or !SYSTEMfor system-widetasks

– Action - thetask’s mainaction,definesits behavior (dispatch,updateindex, etc)

– Status - thetask’s currentstatus,possiblevaluesare:
� queued - taskis waiting to berunby thetaskmonitor
� starting - taskhasbeenlaunchedandis startingup
� running - taskis running
� finished - taskcompletedsuccessfully, seeDetail maycontainmoreinformation

aboutits exit
� incomplete - taskexitedbeforecompletingeverythingit could,Detail explainsthe

reasonfor earlyexit (usercancelingawalk, etc)
� died - taskendedabruptlyanddid notunregisteritself, or theprocesswaskilled by

anotherprogram.

– Db - noteswhichof theinternaldatabasesthetaskis operatingonfor theprofile. May be!NONE
for systemwide tasks,or !UNKNOWNif thetaskis still startingandhasn’t setadatabaseyet.

– DbRole - currentlyunused

– ParentType - definesthetypeof parentrecordedfor launchingthis task.SeeParentData
below for valuesandtheirmeaning.

– ParentData - Additional informationabouttheprocessthatlaunchedthis task,its content
dependson theParentType :

� If ParentType=tas k , thenParentData containstheid of thetaskthatlaunchedthis
task.

� If ParentType=web , thenParentData containsthenameof theAppliancefunction
thatwasinvokedthroughthewebto launchthis task.

� If ParentType=cli , thenParentData containsthenameof theAppliancefunction
thatwasinvokedthroughthecommandline to launchthis task.

� If ParentType=unk nown, thenParentData is theprocessid thatlaunchedthis task.

– Args - Theargumentsthatwereusedto launchedthis task,canoccurmultiple timesfor
multiplearguments.

– Started - ThedateTime this taskwasstarted.It will notbepresentfor tasksthatarequeued
or arestill starting.
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– Updated - ThedateTime this tasklastupdatedits information.Most tasksshouldupdate
regularly, althoughmaygo longperiodsof timewithoutupdatingduringlongoperations.

– NextRun - currentlyunused

– Schedule - currentlyunused

– Description (optional)- Additional informationonwhatthetaskwaslaunchedto do. Some
actionsdon’t needadescription(like updateindex ), but otherscanprovideadditional
information(walk lists its BaseURL, etc).

– Detail - For runningtasks,Detail maycontainadditionalinformationaboutwhatthetask
is currentlydoing(building indexes,etc).

For finishedtasks,Detail maycontainadditionalinformationaboutthereasonthetaskexited.

ProgressInfo - Sometasksprovideadditionalprogressinformation,suchaswalksor
replicationsenders.

� Attempted - thenumberof itemsattempted(pagesattemptedto befetched,itemssent
for replication,etc).

� Saved - thenumberof successfulitems
� Errors - thenumberof itemsthatencounteredanerror
� Bytes - thenumberof bytestransferredor processed
� TodoCurrent - thenumberof itemsto doat thecurrentdepth
� TodoNext - thenumberof itemsto doat thenext depth
� LoadAttempted1M in - theaverageitemsperminuteattempted,weightedtowardsthe

lastminute
� LoadSaved1Min - theaverageitemsperminutesaved,weightedtowardsthelastminute
� LoadAttempted15 Min - theaverageitemsperminuteattempted,weightedtowardsthe

last15minutes
� LoadSaved15Min - theaverageitemsperminutesaved,weightedtowardsthelast15

minutes
� LoadAttempted1H our - theaverageitemsperminuteattempted,weightedtowardsthe

lasthour
� LoadSaved1Hour - theaverageitemsperminutesaved,weightedtowardsthelasthour

getTask retrievesinformationaboutaspecifictaskthatis runningor hasbeenrun. Theid likely comes
from a previousgetTasks call, wherecheckingagaincanbedonemoreefficiently by giving theid
exactly ratherthanthesamecriteriato getTasks .

getTasks

Parameters:

� Profile - thenameof theprofile to gettasksfor, or !SYSTEMfor system-widetasks,or !ALL for
all tasks.

� Scope (optional)- defineswhattasksto get.Possiblevaluesare:
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– running - returnonly runningtasks.This is thedefault whenusing!SYSTEMor !ALL for
Profile.

– recent - returntaskssincethemostrecentcrawl or import. This is thedefault for individual
profiles.

– !ALL - all tasks,runningandfinished.

� Db (optional)- whichprofiledatabaseto retrieve tasksfor. Possiblevaluesare:

– live - theprofiledatabasecurrentlybeingusedfor search.

– other - if aNewwalk is running,this retrievestasksfor thewalkingdatabase,not thelive
searchdatabase.

TheDb parameteris unusedwith Profilevaluesof !SYSTEMand!ALL .

� Max (optional)- themaximumnumberof tasksto return,defaultsto -1 (unlimited).

Returns:

� TaskInfo - anarrayof structuresof informationaboutthetask,seegetTask for details.

getTasks retrievesinformationabouttasksthatarerunningor have beenrun. Thiscanbeusedto keep
tabsonwhatis runningonamachine,or to tell whenaspecificprofilehasall of its taskscompleted.

getThesauruses

Parameters:

� none

Returns:

� Thesaurus - anarrayof Thesaurusinformation

– Name- nameof thethesaurus

– Permutations - whatpermutationsapplyto this thesaurus

– NumProfileUsing - thenumberof profilesthatarecurrentlyusingthis thesaurus

Returnsinformationaboutall thesaurusesthatexist in theSearchAppliance.

setThesaurus

Parameters:

� Name- nameof thethesaurus.If this thesaurusalreadyexists,it will bereplaced.
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� Permutations - whatpermutationsapplyto this thesaurus.PossiblevaluesareFull , Single ,
or None. Defaultsto Single .

� Verbose (optional)- If setto Y, verboseoutputof processingthethesauruscontentwill beincluded
in theresponse.

� Content - thetext contentthatshouldbeusedfor thethesaurus.SeetheThesaurussectionfor
detailson theformat(4.3,p. 135).

Returns:

� Output - outputof thethesaurusprocessingoperation.Any errorswill belistedin thetext.

Createsor updatesa thesaurusin theSearchAppliance.Oncecreated,a thesauruscanbeusedin aprofile
by settingits SSc_eqprefix or SSc_ueqprefix to this thesaurus’Name.

deleteThesaurus

Parameters:

� Name- nameof thethesaurusto delete

Returns:

� Output - outputof thethesaurusdeletionoperation.Any errorswill belistedin thetext.

DeletesthethesaurusName. Any profilesusingthis thesauruswill have theirsettingproperlycleared.

4.23 ThunderstoneISAPI Proxy Module

4.23.1 Overview

TheThunderstoneISAPI ProxyModuleis anIIS add-onthatallows you to proxyrequeststhroughanother
machine.

Users’searchrequestsarenotmadedirectly to theSearchAppliance,but to theProxyModule,which then
passestherequestalongto theSearchAppliance.

TheProxyModulealsohasanoptionalAuthProxy, whichallows theuseof automaticActiveDirectory
credentialswhenauthenticatingtheSearchAppliancesearchresults.InternetExplorerwill beconfiguredto
automaticallypassalongtheauthenticationinformation,allowing for SingleSignOn. TheSearch
Appliancecommunicateswith theProxyModuleto authorizetheresults.
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4.23.2 Requirements

For the Proxy Module:

TheThunderstoneProxyModulemustbeinstalledonamachinewith IIS.

For the Proxy Module with the authProxy:

TheProxyModulewith authProxymachinewill needto beaddedto InternetExplorer’s
Local Internet zone,soif youhave aserver alreadylistedthere,youmaywantto useit.

Thismustbea separatemachinefrom theSearchAppliance,andthemachinetheProxyModuleis installed
onmustbeamemberof theActiveDirectorydomain.

EnsurethatthemachinethattheauthProxyis beinginstalledon is asecuremachine.BecausetheProxy
Moduleis dealingwith authorizationfunctionality, auserwith Administrative privilegescouldpotentially
tamperwith operations.

4.23.3 Installing the Proxy Module

Beforeinstallingtheproxymoduletheonly thingyouneedto know is:

� Thefull hostnameof theSearchAppliancemachine(e.g.thunderstone.m ys ite .c om) thatthe
ProxyModulewill becommunicatingwith.

YoucandownloadtheinstallerthatcontainstheProxyModuleandauthProxyfrom theSearchAppliance
machine.In theSystem-¿AdvancedToolsof theadministrationinterface,chooseExtra Downloads ,
thenThunderstone Proxy Module , andfinally click theDownload setupProxyModu le .msi
link for theinstaller. Oncedownloaded,theinstallermustberunon theWindows machinethatyouwish to
make theproxy.

Wheninstallingyouwill beaskedfor a few items:

� Destination Location - This is wheretheactualDLL for theproxymoduleandits supporting
files areplaced.

� Target - Thefull hostnameof theSearchAppliancemachinethatthisProxyModuleshould
connectto.

4.23.4 Post-Install Setup

If you’re usingtheauthProxy, therearesomeconfigurationstepsthatmustbemanuallyperformed,asthey
occuronmachinesotherthantheProxyModule’s machine.Pleaseperformthesebeforeattemptingto use
theProxyModulewith authProxy.
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Grant “T rust for Delegation” to the proxy machine

ThemachinethatrunstheProxyModule& authProxymustbemarkedastrusted for delegation
by theActive Directorydomaincontroller. This is necessaryfor theproxy to automatically“passalong” the
users’authenticationto thesearchedwebsites.

� On the domain controller, go to Start - Programs - Administrative Tools -
Active Directory Users and Computers .

� ChooseComputers on theleft.

� Locatethecomputerthatis runningtheProxyModule,right-click on it, andchooseProperties .

� CheckTrust computer for delegation . A messageboxwarningyou that“this is a
security-sensitive operationandit shouldnotbedoneindiscriminately”will popup. Click OK.

� Click OKto closethemachine’s properties,andclosethe
Active Directory Users and Computers window.

Configuring Internet Explorer for PassingCredentials

TheProxyModule& authProxymachinemustbelistedin InternetExplorer’s Local Internet security
zonefor all computersusingit in orderto functionproperly. If it is not in theLocal Internet , then
credentialswill notbeautomaticallyprovided.Evenif thecredentialsareenteredmanually, theProxy
Modulecannotauthenticatewith resultswhennot listedin InternetExplorer’s Local Internet .

If theProxyModulemachineis alreadyin theLocal Internet settings,youmayskip this step.

Thefollowing stepsaddstheProxyModulemachineto InternetExplorer’s Local Internet :

� StartInternetExplorer.

� ChooseTools from themenu,andselectInternet Options .

� ChoosetheSecurity tab.

� ChooseLocal Internet from thelist of zones.

� Click theSites buttonto edit thelocal internet.

� Click Advanced to manuallyaddasite.

� UncheckRequire server verification (https:) for all sites in this
zone

� Enterthefull hostnameof yourproxyingmachine,for exampleproxyMachine.ex ample .c om.

� Click Add to addthesiteto theTrustedSites.

� Click Close to closetheAdvanced window.
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� Click OKto closetheLocal Intranet window.

� Click OKto closetheInternet Options window.

InternetExploreris now configuredto passcredentialsto theproxymachine.This is aper-user
configuration,andwill needto beconfiguredfor any userthatis authenticatingvia theProxyModule.

Configuring the Search Appliance

Therearethreethingsthatmustbedonein theSearchApplianceto configureit to acceptauthentication
informationfrom theauthProxy, oneof themglobalandtwo onaper-profile basis.

Add the Proxy Machine to Cluster Members

TheIP addressof themachinethattheauthProxyis installedonmustbeaddedto thelist of
Cluster Members to tell theSearchApplianceto trusttheproxymachine.

Go to System -¿System Wide Settings , andentertheproxymachine’s IP addressin the
Cluster Members field onanew line.

Make the TargetProfilesVisible

Theprofilesthatyouwantto searchwith theauthProxymustbesetVisible , whichenablestheprofile for
thingslike metasearchingandtheproxymodule.

� Selecttheprofile in theProfiles page.

� ChooseSearch Settings on theleft.

� SettheVisible settingto Y.

� Click Update at thebottom.

EnableResultsAuthorization for the TargetProfile

Also, ResultsAuthorizationmustbeenabledfor thetargetprofile, if it’s notalreadyenabled.

� Selecttheprofile in theProfiles page.

� ChooseSearch Settings on theleft.

� Settheradiobuttonfor Authorization Method to Basic/NTLM/fil e (occursbeneath
Login Cookies andLogin URL).

� Click Update at thebottom.
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4.23.5� Manually Configuring the Proxy Module

Thissectiondescribeshow to manuallyconfigureIIS for useof theThunderstoneProxyModule.Thewill
bedescribedin moredetailin thenext section.This is not necessaryfor normaloperations- theseactions
arenormallyperformedautomaticallyby InstallShielduponinstallation.Thesestepsareonly necessaryif
IIS’sconfigurationgetswipedoutandneedsto beredone.

TheThunderstoneProxyModuleis anISAPI Extension,two if usingtheauthProxy. They areassignedas
GlobalApplicationMapsto Virtual Directoriesin IIS. All requeststo thedirectoriesarenotbeservedfrom
thefile systemthatthevirtual directorypointsto, but insteadgo throughtheProxyModuledll s.

Onevirtual directoryis requiredperextension:texis , whichgetsassignedproxyModule.dl l , and
authProxy , whichgetsassignedauthProxy.dll .

If usingtheauthProxy, texis musthave anonymousaccessdisabledandIntegratedAuthentication
enabled,while authProxy musthave anonymousaccessallowed(which is allowedby default).

Thesearethestepsthatmustbedoneif youaremanuallysettingup IIS for usingtheProxyModule.Note
that theseare doneautomatically by the installer anddonotneedto bemanuallydoneundernormal
circumstances.

� OpentheIIS Configuration

– Rightclick onMy Computer on thedesktop.

– SelectManage...

– OpenServices and Applications in thetree.

– OpenInternet Information Services .

– OpenWeb Sites .

– Selectthewebsiteyouwantto addtheProxyModuleto (mostlikely Default Web Site ).

� Add thetexis virtual directory

– Rightclick on thewebsiteandselectNew -> Virtual Directory...

– TheVirtual Directory Creation Wizard opens.Click Next> .

– In theAlias box,entertexis andclick Next> .

– In thePath box,entertherealphysicalpathyouwantthevirtual directoryto mapto, andclick
Next . theProxyModuleusesthedirectory<INSTALLDIR>/e tc /I SAPI- vi rt ualdi r
by default.

Notethatit doesn’t matterwhatdirectoryis selected.Thisdirectorywill never beusedbecause
all requestswill beinterceptedby theProxyModule.Theonly reasona directorymustbe
selectedis becauseIIS insiststhatall virtual directoriesmapto a realphysicallocation.

– At theVirtual Directory Access Permissions screen,just click Next to
completethewizard,aswewon’t beusingany of thepermissions.

– Click Finish to completethewizardandreturnto theComputer Management window.

� Apply proxyModule.dll asaWildcardApplicationMap



4.23. THUNDERSTONEISAPI PROXY MODULE 185

– Right-clickon thenewly createdvirtual directoryandselectProperties .

– Thelower half of thepropertieswindow is labeledApplication Settings . Click
Create to makea customsetof applicationsettingsfor thisvirtual directory.

– After clicking Create , theConfiguration shouldno longerbedisabled.Click
Configuration .

– Thelower half of thenew Application Configuration window detailsWildcard
ApplicationMaps,which is currentlyempty. Click Insert .

– Next to theExecutable field, click theBrowse buttonandlocateProxyModule.dll ,
which is in thedirectoryyou installedtheProxyModuleto.

� (Thedefault locationfor thisfile in C:\windows\sys te m32\i nets rv on32bit
windows,C:\windows\Sys WOW64\i nets rv on64bitwindows).

– Unchecktheboxnext to Verify that file exists , andclick OK.

– ProxyModule.dll will now bein thelist of WildcardApplicationMaps.Click OKto close
theApplication Configuration window.

� Configuretexis for authentication

Only necessaryif using the authProxy.

– While still in thetexis Properties window for thenew virtual directory, Selectthe
Directory Security tab.

– In thetopsection,labeledAuthentication and Access Control , click the
Edit... button.

– UncheckEnable Anonymous Access andensurethat
Integrated Windows Authentication is checked.

– Click OKto closetheAuthentication Methods window.

– Click OKto closethetexis Properties window.

Now weneedto createtheauthProxy directoryin asimilarmanner, althoughit doesn’t need
anonymousaccessdisabled.

If you’re not using the authProxy, pleaseskip to the ”Add the Proxy Module files to IIS’ list of
allowed extensions”sectionbelow.

� Add theauthProxy virtual directory

– Rightclick on thewebsiteandselectNew -> Virtual Directory...

– TheVirtual Directory Creation Wizard opens.Click Next> .

– In theAlias box,enterauthProxy andclick Next> .

– In thePath box,entertherealphysicalpathyouwantthevirtual directoryto mapto, andclick
Next . theProxyModuleusesthedirectory<INSTALLDIR>/e tc /I SAPI- vi rt ualdi r
by default.

Notethatit doesn’t matterwhatdirectoryis selected.Thisdirectorywill never beusedbecause
all requestswill beinterceptedby theProxyModule.Theonly reasona directorymustbe
selectedis becauseIIS insiststhatall virtual directoriesmapto a realphysicallocation.
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– At theVirtual Directory Access Permissions screen,just click Next to
completethewizard,aswewon’t beusingany of thepermissions.

– Click Finish to completethewizardandreturnto theComputer Management window.

� Apply authProxy.dll asaWildcardApplicationMap

– Right-clickon thenewly createdauthProxy virtual directoryandselectProperties .

– Thelower half of thepropertieswindow is labeledApplication Settings . Click
Create to makea customsetof applicationsettingsfor thisvirtual directory.

– After clicking Create , theConfiguration shouldno longerbedisabled.Click
Configuration .

– Thelower half of thenew Application Configuration window details
Wildcard Application Maps, which is currentlyempty. Click Insert .

– Next to theExecutable field, click theBrowse buttonandlocateauthProxy.dll , which
is in thedirectoryyou installedtheProxyModuleto.

� (Thedefault locationfor thisfile in C:\windows\sys te m32\i nets rv on32bit
windows,C:\windows\Sys WOW64\i nets rv on64bitwindows).

– Unchecktheboxnext to Verify that file exists , andclick OK.

– authProxy.dll will now bein thelist of WildcardApplicationMaps.Click OKto closethe
Application Configuration window.

� Add theProxyModulefiles to IIS’ list of allowedextensions

By default IIS blocksall ISAPI extensionsasasecuritymeasure.TheProxyModulemustbe
explicitly allowedin IIS’ configuration.

– Backin theComputer Management window, openWeb Service Extensions ,
underneathInternet Information Services .

– Theright sideof thewindow shouldnow have a list of rules.Right-clickbeneaththeexisting
rulesandselectAdd a new web service extension...

– In theExtension Namefield, enterThunderstone Proxy Module .

– Next to theRequired files text area,click theAdd... button.

– Next to Path to file: , click Browse... andlocateProxyModule.dll , (justasin the
previoussetof instructions),andclick OKto closetheAdd File dialog.

– If usingtheauthProxy, click Add again,andthis timechoosetheauthProxy.dll file.

– Checktheboxnext to Set extension status to Allowed , andclick OKto closethe
window.

IIS is now setupproperlyto usetheProxyModule.Notethatif usingtheauthProxy, changesstill needto
bemadeto thenetwork andtheSearchAppliance,asdetailedin thePost-Install SetupandConfiguring
the Search Appliancesections,onpages181and183,respectively.



4.23. THUNDERSTONEISAPI PROXY MODULE 187

4.23.6 Troubleshootingthe Proxy Module Authentication

Thissectiondetailssometroubleshootingstepsyoucango throughif ProxyModuleAuthenticationisn’t
working.

Review Installation Steps

Therearea numberof stepsthatmustbemanuallyperformedaftertheProxyModuleinstall (dueto them
beingdoneondifferentmachinesor asdifferentaccounts).Pleaseensurethefollowing stepshave been
performed:

� Grant“Trustfor Delegation” to theproxymachine(p. 182)

� ConfiguringInternetExplorerfor PassingCredentials(p. 182)

� ConfiguringtheSearchAppliance(p. 183)

Machine namesand SPNs

A ServicePrincipleName(SPN)is thenameby whichaclientuniquelyidentifiesaninstanceof aservice.
By default your IIS machinehasSPNsfor its hostname,suchasmyServer , andits Fully Qualified
DomainName(FQDN),suchasmyServer.branc h. exa mple .c om.

If theproxymachineis accessedby anameotherthaneitherof these,suchas
myServer.exampl e. com, otherName.compan y. com, or its IP address,thenActive Directory
authenticationwill notwork. Yourchoicesare:

� Accessthemachineusingeitherits hostnameor FQDN.

� RegisteranadditionalSPNfor theproxymachineon thedomaincontroller.

SPNscanbeviewedandchangedwith thesetspn.exe tool, whichMicrosoftprovidesaspartof its
Windows 2003 Support Tools . Thispackageis availableon theWindows 2003CD, or, at thetime
of writing, athttp://go.micro so ft .c om/fw li nk /? Li nkI d=100114.

DelegConfigDiagnosticTool

For generalActiveDirectorytroubleshooting,ThunderstonehasfoundtheDelegConfig tool to be
handy. It’s anASP.NETapplicationusedto helptroubleshootandconfigureIIS andActive Directoryto
allow KerberosanddelegatingActiveDirectorycredentials.At thetimeof thiswriting, it is availableat:

http://www.iis. net/ downl oads /d ef aul t. aspx?t abi d=34&g=6&i= 1434

Thunderstonedid notcreateDelegConfig,anddoesnotmake any guaranteesto its accuracy or availability.
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Launch IE asa different user

Whentestingmultipleuseraccounts,youcanRight-ClickonanInternetExplorershortcut,select
Run As... , andenteranotheruser’s credentialsto launchInternetExplorerasthatuser. Thiswayyoucan
try out IE asthemwithoutneedingto go throughthefull login process.

� Notethattheuseryou run IE asmusthave loggedin at leastoncein orderto properlyconfigureIE,
otherwisetheAdd to Local Internet dialogwill not functionproperly.

� If thereis noRun As... option,createanew shortcutto InternetExplorerandusethat- theIE icon
on that’s on thedesktopby default is notanormalshortcut.

� Youcannot testanotheruserby enteringtheircredentialswithin thebrowserwhenaccessingthe
proxymachine.CredentialsMUST bepassedto theproxymachineautomaticallyby IE by having the
proxymachinein IE’sLocal Internet settings.

If credentialsareenteredmanuallyin IE whenaccessingtheproxymachine(eventhecredentialsof
thecurrentuser),thenIE will useNTLM to authenticatewith theproxymachineinsteadof Active
Directory, whichpreventsproperdelegationfrom occurring.
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Reference

5.1 SupportedFile Formats

� AdobeAcrobat- .pdf (Versions1-10)

� Ami Professional- .sam(Versions1.0-3.1)

� ASCII- varies (Any plain text format.Mime text/plain)

� Atom feeds.atom, .xml

� Autocad- .dwg (2.5-2006(ApplianceOnly))

� Bzip2 - .bz2 (Decompressandprocesssupportedsub-files)

� CCMail (All Versions)

� Compress- .Z (Decompressandprocesssupportedsub-files)

� CTOSDEF

� DG CEOWrite(3.0)

� dBase- .dbf (All Versions)

� DCIMARC

� DECWPS-Plus- .wpl (through4.1)

� Enable- .wpf (1.0through2.15)

� FoxPro- .dbf (dBaseworkalike)

� FrameWork - (III 1.0,1.1,IV)

� GIF - .gif (textualmetadataonly)

� Gzip - .gz (Decompressandprocesssupportedsub-files)
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� FrameWork - (III 1.0,1.1,IV)

� HarrisTypesetter

� HTML pages- .htm, .html, .php, .asp,.cfm, etc. (All Versions)

� IBM Writing Assistant- .iwa, .wrt (All Versions)

� Interleaf(5.2,6.0)

� JPEGimages-.jpg, .jpeg

� Legacy - .leg (1.x,2.0)

� Lotus1-2-3- .wks, .wk1-.wk4 (Versions1A, 2.0through5.0)

� MacWriteII - .mcw, .mw (1.0,1.1)

� MacWritePro- .mcw, .mw (1.0)

� MS ExcelSpreadsheets- .xls .xlsx

� MS Helpfiles - .hlp (only onWindows with ”helpdeco”)

� MS CHM files - .chm (only onWindows with ”hh”)

� MS Office

� MS Outlookemails- .msg(All Versions)

� MS Powerpointpresentation- .ppt .pptx (through2007)

� MS TransportNeutralEncodingFormat- TNEF (All Versions)

� MS WordDocuments- .doc.docx

� MS Write - .wri (3.x)

� OfficePower - .op6,.op7(6.0,7.0)

� OfficeWriter- .ow4, .ow5, .ow6 (4.0,5.0,6.0,6.1)

� OpenDocument- .odt, .ods,etc

� PeachText 5000- .pea(Version2.12)

� PFS:FirstChoice- .pfs (1.0-3.0)

� PFS:Write - .pfs (VersionC)

� Plaintext - .txt (All Versions)

� PostScript- .ps (All Versions)

� ProfessionalWrite - .pw (1.0,2.1,2.2)



5.1. SUPPORTED FILE FORMATS 191

� ProfessionalWrite Plus- .pw, .pwp (1.0)

� Q&A for DOS- .qa, .qw, .dtf (2.0)

� Q&A Write for Windows - .dtf (3.0)

� RapidfileMemoWriter - .mmo (1.0,1.2)

� Rar- .rar (Decompressandprocesssupportedsub-files)

� RFC882Mail (All versions)

� RSSFeeds.rss,.xml

� SGML files - .sgml(All versions)

� Shockwave/Flash- .swf (All Versions)

� TaggedImageFile Format(TIFF) - .tif , .tiff ( Metadataonly)

� Tar - .tar (Extractandprocesssupportedsub-files)

� TotalWord- .tw (1.2,1.3)

� Uniplex onGo(v7)

� UsenetNews

� VinesMail

� Volkswriter- .vw, .vw3 (3.0,4.0)

� WangWITA - .iwp (through2.6)

� Wiziword - .doc (All Versions)

� Wordpaddocument- .rtf (All Versions)

� WordPerfect- .wpd (4.1through6.1,+Mail Merge)

� WordPerfectMac(1.0through3.1)

� Wordstar- .ws,.wsd (3.3through7.0)

� Wordstar2000- .ws2(3.0,3.5)

� WriteNow - .wn (3.0)

� XML - .xml (Processasif HTML)

� XyWrite - .xy, .xy3, .xy4 (III, III Plus,IV)

� XyWrite for Windows - .xyw (4.0)

� Zip - .zip (Decompressandprocesssupportedsub-files)
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5.2 Databaseand File Usage

TheSearchAppliancemaintainsadatabasethatcontainstext from HTML pages,links to otherpages,anda
list of categories.

WhentheSearchAppliancewalker runsit createsanew database,underyourspecifieddatadirectory, to
hold thenew walk. It thendispatchesaseparateprocessfor eachwebsiteit needsto visit andanotherto
handleall of the“SinglePages”.Eachof theseretrievesall of thepagesin it’s baselist andstoresthetext of
theHTML pageto thehtml tableandthehyperlinksto therefstable.All of thedesirableURLsfrom the
pagethathave notbeenseenbeforeareplacedinto aninternal“todo” list. After all of thebaseURLsare
processedtheprocessrepeatswith theinternaltodolist. Whenthere’s nothingleft in thetodolist processing
is complete.

Onceall of thewalking is completetheindicesneededfor searchingarecreatedon thedata.Thenthenew
databaseis flaggedasthe“li ve” oneandtheold databaseis deleted.Thereforeyourdiskmusthave
sufficient spacefor 2 completedatabasesplustemporaryspaceusedduringtheindexing step.

Thedatabasesarecalleddb1 anddb2 . TheSearchAppliancealternatesbetweenusingthesetwo names.

Notethattheabove appliesto awalk typeof New. Duringawalk typeof Refresh only onedatabase,the
“li ve” one,is used.

TheSearchAppliancealsomaintainsafile containingthedetailedreportfor eachwalk. Thisfile hasthe
samenameasthedatabasewith .long appendedto theend.Also, asinglefile calledsummary is
maintainedwith shortsummaryinformationaboutthestateof thedatabase.

Givenadatadirectorynamed.../default theremayalsobethefollowing:

.../default/db1 anactualwalk database

.../default/db2 anactualwalk database

.../default/db1 .l ong detailedwalk report.Displayedwhenviewing Walk Status

.../default/db2 .l ong detailedwalk report.Displayedwhenviewing Walk Status

.../default/sum mary summarywalk report.DisplayedasWalk summary whenviewing
Walk Settings

Eachsettinghasa recordin theoptions tableof thedefault database.Seesection5.4(p. 195)for thelist
of fieldsin thetable.At eachcompleterewalk thecurrentoptionssettingsarecopiedinto anoptionstablein
thewalk database.Theseoptionsarenotchangedassettingsaremodifiedandarenototherwiseusedunless
asearchis performedsettingthedatabasewith db insteadof settingtheprofilewith pr .

5.3 Walk DatabaseTablesand Fields
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Table5.1: Fieldsin html table
Field Description
id Uniquerecordid
Hash Documenthashfor duplicatecontentdetection
Size Sizeof retrievedraw document(i.e. HTML)
Visited Thedatethepagewasmodified(or fetchedif modifiednotset)
Dlsecs Thenumberof secondsneededto fetchthepage
Depth Thenumberof URLs traversedto reachthepage
Url TheURL of therealHTML page
Title Thetitle of thepage
Body Theformattedtextualcontentof thepage,in StorageCharset(UTF-8)
Keywords Thekeywords metadatafrom thepage
Description Thedescription metadatafrom thepage
Meta Othermetadatafrom thepage,separatedby newlines
Catno List of categoriesto which theURL belongs
CatnoLowest LowestCatno value
Modified Thedatethepagewasmodified
NextCheck Thedatethepageshouldnext berefreshed
Views Thenumberof timesthisURL hasbeenviewed(shown in results)
Clicks Thenumberof timesthisURL hasbeenclicked(in results)
CTR Click-throughratio
Pop Popularity(numberof pageslinking to this page)
MimeType MIME typeof originalpage
Charset Charactersetof pageasstored(usuallyStorageCharset)

Table5.2: Fieldsin refs table
Field Description
Url TheURL of theHTML page
Ref TheURL of a reference(link) on theHTML page

Table5.3: Fieldsin categories table
Field Description
Catno Thenumberfor thecategory
OverlapsLower Y if somemember(s)alsoin a lowercategory
Url TheURL patternfor thecategory
Category Thenameof thecategory
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Table5.4: Fieldsin error table
Field Description
Url TheURL of anHTML pagethatcouldnotberetrieved
Reason Thereasonit couldnotberetrieved
id Uniquerecordid (includestimestampinfo).

Table5.5: Fieldsin querylog table(if queryloggingenabled)
Field Description
id Containsthedateandtimeof thequery(uniquerecordid)
Client Thehostnameof thewebclient thatperformedthequery
Query Theuser’s queryasentered
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5.4 Options TableFields

Thesearetheoptionstablefields(maintainedin thedefault database):

Table5.6: Fieldsin options table
Field Description
id Uniqueid for therecord
Profile Thenameof theprofile thattherecordbelongsto
Name Thenameof thesetting
Type Thedatatypeof thesetting(alwaysString )
String Thevalueof thesetting
Int Unused
Float Unused
Strlist Unused
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5.5 Customizingthe Search

Youmaymakecommonchangesto theSearchAppliance’s searchappearanceby using
Search Settings from theadministrative interfacemainmenu.

5.6 Customizingthe Walker

Youmaymakemany changesto theSearchAppliance’s walk behavior by usingWalk Settings from
theadministrative interfacemainmenu.
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Search Interface Help

6.1 Forming a Query

TheSearchAppliance’s searchcanbeassimpleor ascomplex asyouneedit to be.Usuallyyou will just
needto entera few wordsthatbestdescribethatwhichyouaretrying to locate.To performmore
complicatedsearchesyoumightuseany combinationof logic operators,specialpatternmatchers,concept
expansion,or proximity operations.

Example:nature conservation organization

6.1.1 Query Rulesof Thumb

� If yougettoomany junk or nonsenseanswers,try:

– Add somemorewordsto yourquery.

– Decreasetherangeof theProximity control.

– ChangetheWord Forms controlto Exact .

– Look at theMatchInfo andseewhy they areshowing up.

– UsetheExclusionOperator(-) to remove unwantedterms.

– If youaresearchingfor aphrase,hyphenatethewordstogether.

� If youdon’t getany answers,or just too few:

– Removesomemorewordsto yourquery.

– Examineyourspelling.

– Increasethescopeof theProximity control.

– It justmightnotbethere?
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6.1.2� Overview of Query Abilities

TheSearchApplianceis basedonTexis andassuchit sharesits text queryabilitieswith all of
Thunderstone’s products.Throughoutourdocumentationyouwill seereferencesto Metamorphor Texis.
This is becauseall of ourproductsshareacommontext querylanguage.Thisdocumentprovidesonly a
brief overview of this language.

If you’d like to know moreseetheonlinemanualat
http://www.thun ders to ne. com/si te /te xi sman/l ink _mmq.h tml .

6.1.3 Controlling Proximity

Masteringtheusageof proximity givestheability to locateanswerswith greaterprecision.TheSearch
Applianceinput form givesyou severaloptionsto controlthesearchproximity:

line All querytermsmustoccuron thesameline

sentenceQueryitemsshouldall residewithin thesamesentence

paragraph Within thesameparagraphor text block

page All itemsmustoccurwithin sameHTML document(thedefault)

A bar-graphdisplaywill beshown any timea rankingsearchwasperformed(e.g.all searchesexcept
Show Parents ).

6.1.4 Ranking Factors

Therankingalgorithmtakesinto considerationrelative wordordering,wordproximity, databasefrequency,
documentfrequency, andpositionin text. Therelative importanceof thesefactorsin computingthequality
of a hit canbealteredunderRANKING FACTORSon theOptions page.

6.1.5 Keywords Phrasesand Wild-cards

To locatewords,just typethemin asyouwould in a wordprocessor. Lettercaseswill beignored.

Thewild-cardcharacter* (asterisk)maybeusedto matchjust theprefixof awordor to ignorethemiddle
of something.

If theitemyouwish to locateis morecomplicatedthanthesimple* wild-cardcanaccomplish,try usingthe
regularexpressionmatcher(http://www.thunderstone.com/texis/site/pages/regexp.html).

To locateanumberof adjacentwordsin aspecificorder, surroundthemwith " (doublequotation)
characters.Puttinga - (hyphen)betweenwordswill alsoforceorderandonewordproximity.

* seeWord Forms (6.2,p. 201)
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Table6.1: Queryexamples
Query Locates
john john,John
"john public" JohnPublic
web-browser Webbrowser, web-browser
John*Public JohnQ. Public,JohnPublic
456*a*def 1-456-789-ABCDEF
activate activate,activation,activated,... *

6.1.6 Applying Search Logic

Texis andMetamorphusesetlogic for text queries.Setlogic is easierto useandprovidesmoreabilities
thanboolean.Theexamplesbelow make referenceto singlekeywords,but keepin mind thateachkeyword
canrepresentanentirelist of thingsor any of thespecialpatternmatchers.

Sets(or lists)of thingsarespecifiedby placingtheelementswithin parenthesis,separatedby commas.
Example:(bob,joe,sam,sue). In theexamplesbelow, youcouldreplaceany of thekeywordswith a list like
this.

Thedefault behavior of thesearchis to locateanintersection(or ’AND’) of everyelementwithin aquery.
Thismeansthatthequery:“microsoftbobinterface” is theequivalentto thebooleanquery:“microsoft
ANDbobANDinterface” .

- (without) The- (minus)is themostcommonlyusedlogic symbol.It meanstheanswershould
EXCLUDE referencesto thatitem.

+ (mandatory) The+ (plus)symbolin front of asearchitemmeansthattheanswerMUST INCLUDE that
item. This is generallyusedin conjunctionwith thepermutationoperation.

@N (permute) The@followedby anumberindicateshow many intersectionsto locateof thetermsin
yourquery. Thismaybeconfusingatfirst, but it is verypowerful.

Table6.2: SearchLogic Examples
Query Finds
bob sam joe Bobwith SamandJoe
bob sam -joe Bobwith SamwithoutJoe
bob sam joe @1 Bobwith Sam,or Bobwith Joe,or Joewith Sam
A B C D @1 AB or AC or AD or BC or BD or CD
+A B C D @1 ABC or ABD or ACD
A B C -D @1 ( AB or AC or BC ) withoutD
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Theplus(+) andminus(- ) operatorsmustbeattachedto thetermto which they apply. Theremustbea
spacebetweentheoperatorandany precedingterm.

Correct Incorrect
bob +sam -joe bob + sam - joe

bob+sam-joe

6.1.7 Natural LanguageQuery

Youmayenteraqueryin theform of asentenceor question.Thesoftwarewill automaticallyidentify the
importantwordsandphraseswithin yourqueryandremove the“noisewords”.

Example: Whatis thestateof theart in text retrieval?

The software will search for: state of the art AND text AND retrieval

6.1.8 Using the SpecialPattern Matchers

Thesepatternmatchersareusedto locatehard-to-finditemswithin text:

� Regularexpressionmatchingfor complex patterns
http://www.thunderstone.com/texis/sit e/pag es/re gexp.h tml

� Approximatepatternmatchingfor fuzzysearches
http://www.thunderstone.com/texis/sit e/pag es/xp m.html

� Numericpatternmatchingfor findingquantities
http://www.thunderstone.com/texis/sit e/pag es/np m.html

If improperlyusedthesepatternmatcherscanslow queries.Thereforethey requireotherkeyword(s)in the
queryandaredisabledentirelyunderPageproximity. For moredetailsseetheVortex manualonQuery
Protection(http://www.thund ers to ne.c om/si te /v or te xman/ li nk_qpro t. ht ml ).

Table6.3: PatternMatcherExamples

Query Matcher Finds
ronald %regan Approx RonaldRaygun,RonaldRe-an,Ronald8eagan
%75MYPARTNO9045d/ 6a Approx Anythingwithin 75%of looking like MYPARTNO9045d/6a
/19[789][0-9] RegEXpr 1970-1999
/[1-9]{3}\-=[0 -9] {4 } RegEXpr Phonenumbers:555-1212,820-2200
#87 Numeric four scoreandseven,87
#>0<1 Numeric Fractionslike 9/16,55%,0.123,15nanoseconds
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Table6.4: WordFormExamples
Word president
EXACT president
PLURAL (above) + presidentspresident’s
ANY (above) + presidentialpresidency presidepresidespresidingpresided

Word tight
EXACT tight
PLURAL (above) + tights
ANY (above) + tightly tighteningtightenedtightertightest

Word program
EXACT program
PLURAL (above) + programsprogram’s
ANY (above) + programmingprogrammaticprogrammedprogrammerprogrammable

6.1.9 Invoking ThesaurusExpansion

TheSearchAppliancehasa vocabulary of over 250,000wordandphraseassociations.Eachentryis
generallyclassifiableby eitherits meaningor partof speech.

Dependingon theadministrator’s Synonymssettingfor this profile,synonymsmayalreadybeincludedfor
eachtermin yourquery. If not,synonymsmaybeincludedfor individual termswithin yourqueryby
precedingthemwith a ˜ (tilde) character.

6.2 UsingWord Forms

TheWord forms optionsgiveyoucontroloverhow many variationsof yourquerytermswill besought
in yoursearch.

Exact match: Only exactmatcheswill beallowed. (thedefault)

Plurals & possessives: Pluralandpossessive formswill befound.(s,es,’s)

Any word forms: As many word formsascanbederivedwill belocated.

Custom: UsestheCustom Suffix List , Custom Suffix Default Removal , and
Custom Suffix Min Length settingsto createyourown custombehavior.

Wecall thismorphemeprocessing,andit is generallysmarterthana traditional“stemming”algorithm.It
doesn’t just rip theendoff aword, it actuallychecksto seeif it couldbeavalid form of thesearchterm.
More informationis availableat
http://www.thun ders to ne. com/si te /te xi sman/l ink _l in g. ht ml .

Notes:Thesaurustermsarealsotreatedin thesamemanner. Wordssmallerthan4-5characterswill notbe
morphemeprocessed.
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6.3 Controlling Proximity

Theseoptionsgive youcontrolover theregion in whichamatchmustbefound.

line: matchtermsmustbelocatedwithin thesameline.

sentence:all termswithin thesamesentence.

paragraph: matchtermsmustbelocatedwithin thesameparagraph.

page: (default) all termswithin thesamedocument.

In all casesthebestpossiblematchesfor yourqueryarelocatedandorderedby decreasingquality. A bar
graphis producedto indicatethequalityof eachanswer.

6.4 Inter preting Search Results

Note: Thelookandfeeldescribedhere is for thestandard search interface. Theinterfacemayhavebeen
customizedby thewebsiteadministrator.

Whenaqueryis submittedit will comebackwith anotherqueryform andup to 10matchingdocuments.If
therearemorethan10answers,a link at thetopandbottomof thelist will allow you to view thenext 10 in
sequence.

Theinput form at thetopallows you to furthertailor yourqueryto home-inon thedesiredanswers,or to
submitacompletelynew querywithouthaving to navigatebackto theoriginal input form.

Eachanswerin theresultsetwill have a formatsimilar to thefollowing:

1: THE DOCUMENTTITLE (hyperlink to original) 84%*******___
This is the document abstract. It consists Size: 11K
of the text around the first hit within the Depth: 3
matching document... Find Similar
http://www.thesite.com/thepage.html Match Info

Show Parents

Thecomponentsof eachresultare:

� Resultnumber

� Documenttitle (Clickingon thiswill take youto theoriginal document)

� Abstract(Thefirst few hundredcharacters of thedocument)

� Matchqualitygraph.84%*******___ (Onlyshownif relevancerankingwasused)

� Size(Howbig is theoriginal document)

� Depth(Howmanyclicksfromthetopof thesite)
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� FindSimilar (Find otherdocumentssimilar to thisone)

� MatchInfo (View thematchesandotherinformationaboutthedocument)

� Show Parents(List pagesthat link to thisone)

6.4.1 Viewing Match Info

TheMatch Info link will show you thecontext of youranswerswithin thematchingdocument.
Matchingwordswill beshown ashyperlinks.Clicking onany matchtermwill take you to thenext
matchingterm.A summaryat thetopof thein-context view shows informationaboutthedocument,
includingthetime it waslastmodified.

6.4.2 Finding Similar Documents

TheFind Similar link will find documentsthataresimilar to thecorrespondingresult.It doesthisby
readingtheoriginaldocumentto ascertainits mainsubjectmatter, andthenconductinga relevanceranked
searchfor thosesubjects.

Resultdocumentsareorderedfrom bestto worstmatch.Thebargraphdisplaywill indicatetheoverall
qualityof thematch.

Note: Thedocumentyouclick onmaynotberankedasthebestmatch.This is becauseotherdocuments
maycontainmoreinformationabouttheoverall subjectmatterthantheoriginal.

6.4.3 Showing DocumentParents

Oftenit is difficult to navigateusingasearchenginebecausethereis noback-link presenton thematching
document.TheShow Parents link solvesthis.

This link will show otherdocumentsthatcontainhyperlinksto theoneyouclick on. In otherwords,it is an
automatedbackbutton.



204 CHAPTER6. SEARCHINTERFACEHELP



Appendix A

Third-P arty Software

TheSearchAppliancemaycontainandutilize thefollowing third-partysoftwareto enhanceits
functionality, dependingon theversionpurchased.Notethatyourusageandrightsto suchthird-party
softwaremaybegovernedby theappropriatelicensesoriginatingwith thatsoftware,in additionto your
LicenseAgreementwith Thunderstone- EPI for Thunderstonesoftware.

A.1 Antiword

Theantiword packageis usedby Thunderstone’s anytotx plugin to handleMicrosoft(R)Wordfiles. It
hasbeenmodifiedto work within anytotx ’s installationandto extractmetainformation.Thunderstone’s
modifiedsourcemaybeobtainedfrom
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ msfi lt. ta r. gz or by contacting
ThunderstonetechsupportandrequestingaCD containingthemodifiedAntiwordsource.SendingaCD
will requirepaymentof shippingandhandlingchargesby therequestor. antiword is governedby the
termsof theGNU GPL,which is reproducedonp. 227.

A.2 Aspell

TheGNU Project’s aspell packageis executedby (but not linkedor compiledinto) theSearchAppliance
for spell-checkingand“Did youmean...” queries.Completesourcecodeanddocumentationis availableat
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ aspell- 0. 50.3 .t ar. gz or
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ aspell- 0. 60.4 .t ar. gz or by contacting
ThunderstonetechsupportandrequestingaCD containingthesource.Sendingof aCD will require
paymentof shippingandhandlingchargesby therequestor. aspell is governedby thetermsof theGNU
LesserGPL,which is reproducedonp. 244.
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A.3� Catdocxls2csv

Catdoc’s xls2csv programis usedby Thunderstone’s anytotx plugin to handleMicrosoft(R)Excel(R)
spreadsheetfiles. It hasbeenmodifiedto work within anytotx ’s installationandto extractmeta
information.Thunderstone’s modifiedsourcemaybeobtainedfrom
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ msfi lt. ta r. gz or by contacting
ThunderstonetechsupportandrequestingaCD containingthemodifiedCatdocsource.SendingaCD will
requirepaymentof shippingandhandlingchargesby therequestor. Catdocis governedby thetermsof the
GNU GPL,which is reproducedonp. 227.

A.4 Cole library

Thecole library is usedby Thunderstone’s versionsof catdoc andantiword . It hasbeenmodifiedto
preventextraneousprinting. Thunderstone’s modifiedsourcemaybeobtainedfrom
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ msfi lt. ta r. gz or by contacting
ThunderstonetechsupportandrequestingaCD containingthemodifiedcole source.SendingaCD will
requirepaymentof shippingandhandlingchargesby therequestor. Thecole library is governedby the
termsof theGNU GPL,which is reproducedonp. 227.

A.5 iconv

GNU libiconv maybeusedby Thunderstone’s HTML processorto convert documentsin certain
charactersets.GNU libiconv is not incorporatedinto Thunderstone’s productsbut is aseparate
standaloneprogram,calledvia exec() andwriting/readingstandardinput/output.Youmayobtain
completesourcecodeanddocumentationfor libiconv at
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ li bi con v- 1. 9. 2. tar .g z or by contacting
ThunderstonetechsupportandrequestingaCD containingtheGNU libiconv source.SendingaCD will
requirepaymentof shippingandhandlingchargesby therequestor. GNU libiconv is governedby the
termsof theGNU Library GPL,which is reproducedonp. 244.

A.6 libxml2

Libxml2 maybeusedby Thunderstone’s productsto parseXML documents.It is availableat
http://xmlsoft. or g/ , andis Copyright (C) 1998-2003DanielVeillard. All RightsReserved.

Permissionis herebygranted,freeof charge,to any personobtainingacopy of libxml2 andassociated
documentationfiles (the“Software”), to dealin theSoftwarewithout restriction,includingwithout
limitation therightsto use,copy, modify, merge,publish,distribute,sublicense,and/orsell copiesof the
Software,andto permitpersonsto whomtheSoftwareis furnishedto doso,subjectto thefollowing
conditions:

Theabove copyright noticeandthispermissionnoticeshallbeincludedin all copiesor substantialportions
of theSoftware.
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THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OFANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOFMERCHANTABILITY ,
FITNESSFORA PARTICULAR PURPOSEAND NONINFRINGEMENT. IN NO EVENT SHALL THE
DANIEL VEILLARD BE LIABLE FORANY CLAIM, DAMAGESOROTHERLIABILITY , WHETHER
IN AN ACTION OFCONTRACT, TORT OROTHERWISE,ARISING FROM, OUT OFORIN
CONNECTIONWITH THE SOFTWARE ORTHE USEOROTHERDEALINGS IN THE SOFTWARE.

Exceptascontainedin thisnotice,thenameof DanielVeillardshallnotbeusedin advertisingor otherwise
to promotethesale,useor otherdealingsin thisSoftwarewithoutprior writtenauthorizationfrom him.

A.7 Libxslt

Libxslt maybeusedby Thunderstone’s productsto applyXSL transformsto XML documents.It is
availableathttp://xmlsoft. or g/ XSLT/ andis Copyright (C) 2001-2002DanielVeillard. All Rights
Reserved.

Permissionis herebygranted,freeof charge,to any personobtainingacopy of libxslt andassociated
documentationfiles (the“Software”), to dealin theSoftwarewithout restriction,includingwithout
limitation therightsto use,copy, modify, merge,publish,distribute,sublicense,and/orsell copiesof the
Software,andto permitpersonsto whomtheSoftwareis furnishedto doso,subjectto thefollowing
conditions:

Theabove copyright noticeandthispermissionnoticeshallbeincludedin all copiesor substantialportions
of theSoftware.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OFANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOFMERCHANTABILITY ,
FITNESSFORA PARTICULAR PURPOSEAND NONINFRINGEMENT. IN NO EVENT SHALL THE
DANIEL VEILLARD BE LIABLE FORANY CLAIM, DAMAGESOROTHERLIABILITY , WHETHER
IN AN ACTION OFCONTRACT, TORT OROTHERWISE,ARISING FROM, OUT OFORIN
CONNECTIONWITH THE SOFTWARE ORTHE USEOROTHERDEALINGS IN THE SOFTWARE.

Exceptascontainedin thisnotice,thenameof DanielVeillardshallnotbeusedin advertisingor otherwise
to promotethesale,useor otherdealingsin thisSoftwarewithoutprior writtenauthorizationfrom him.

A.8 Libexslt

Libexslt maybeusedby Thunderstone’s productswhenapplyingXSL transformsto XML documents.
It is Copyright (C) 2001-2002ThomasBroyer, CharlieBozemanandDanielVeillard. All RightsReserved.

Permissionis herebygranted,freeof charge,to any personobtainingacopy of libexslt andassociated
documentationfiles (the“Software”), to dealin theSoftwarewithout restriction,includingwithout
limitation therightsto use,copy, modify, merge,publish,distribute,sublicense,and/orsell copiesof the
Software,andto permitpersonsto whomtheSoftwareis furnishedto doso,subjectto thefollowing
conditions:

Theabove copyright noticeandthispermissionnoticeshallbeincludedin all copiesor substantialportions
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of the� Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OFANY KIND, EXPRESSOR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOFMERCHANTABILITY ,
FITNESSFORA PARTICULAR PURPOSEAND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORSBE LIABLE FORANY CLAIM, DAMAGESOROTHERLIABILITY , WHETHERIN AN
ACTION OFCONTRACT, TORT OROTHERWISE,ARISING FROM, OUT OFORIN CONNECTION
WITH THE SOFTWARE ORTHE USEOROTHERDEALINGS IN THE SOFTWARE.

Exceptascontainedin thisnotice,thenameof theauthorsshallnotbeusedin advertisingor otherwiseto
promotethesale,useor otherdeal-ingsin this Softwarewithoutprior writtenauthorizationfrom them.

A.9 JDBC dri vers

Walkingexternaldatabaseswith theDBWalkermodulemayuseoneor moreof thefollowing drivers.

A.9.1 Oracle JDBC dri ver

WalkingexternalOracledatabaseswith theDBWalkermodulemayusetheOracledriver, subjectto the
licensebelow:

ORACLETECHNOLOGYNETWORKDEVELOPMENTAND DISTRIBUTION LICENSE AGREEMENT

"We," "us," and "our" refers to Oracle USA, Inc., for and on behalf of
itself and its subsidiaries and affiliates under common control.
"You" and "your" refers to the individual or entity that wishes to use
the programs from Oracle. "Programs" refers to the software product
you wish to download and use and program documentation. "License"
refers to your right to use the programs under the terms of this
agreement. This agreement is governed by the substantive and
procedural laws of California. You and Oracle agree to submit to the
exclusive jurisdiction of, and venue in, the courts of San Francisco,
San Mateo, or Santa Clara counties in California in any dispute
arising out of or relating to this agreement.

We are willing to license the programs to you only upon the condition
that you accept all of the terms contained in this agreement. Read
the terms carefully and select the "Accept" button at the bottom of
the page to confirm your acceptance. If you are not willing to be
bound by these terms, select the "Do Not Accept" button and the
registration process will not continue.

License Rights

We grant you a nonexclusive, nontransferable limited license to use
the programs for purposes of developing your applications. You may
also distribute the programs with your applications to your customers.
If you want to use the programs for any purpose other than as
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expressly permitted under this agreement you must contact us, or an
Oracle reseller, to obtain the appropriate license. We may audit your
use of the programs. Program documentation is either shipped with the
programs, or documentation may accessed online at:
http://otn.oracle.com/docs

Ownership and Restrictions

We retain all ownership and intellectual property rights in the
programs. You may make a sufficient number of copies of the programs
for the licensed use and one copy of the programs for backup purposes.

You may not:
- use the programs for any purpose other than as provided above;
- distribute the programs unless accompanied with your applications;
- charge your end users for use of the programs;
- remove or modify any program markings or any notice of our

proprietary rights;
- use the programs to provide third party training on the content

and/or functionality of the programs, except for training your
licensed users;

- assign this agreement or give the programs, program access or an
interest in the programs to any individual or entity except as
provided under this agreement;

- cause or permit reverse engineering (unless required by law for
interoperability), disassembly or decompilation of the programs;

- disclose results of any program benchmark tests without our prior
consent; or,

- use any Oracle name, trademark or logo.

Program Distribution

We grant you a nonexclusive, nontransferable right to copy and
distribute the programs to your end users provided that you do not
charge your end users for use of the programs and provided your end
users may only use the programs to run your applications for their
business operations. Prior to distributing the programs you shall
require your end users to execute an agreement binding them to terms
consistent with those contained in this section and the sections of
this agreement entitled "License Rights," "Ownership and
Restrictions," "Export," "Disclaimer of Warranties and Exclusive
Remedies," "No Technical Support," "End of Agreement," "Relationship
Between the Parties," and "Open Source." You must also include a
provision stating that your end users shall have no right to
distribute the programs, and a provision specifying us as a third
party beneficiary of the agreement. You are responsible for obtaining
these agreements with your end users.

You agree to: (a) defend and indemnify us against all claims and
damages caused by your distribution of the programs in breach of this
agreements and/or failure to include the required contractual
provisions in your end user agreement as stated above; (b) keep
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executed end user agreements and records of end user information
including name, address, date of distribution and identity of programs
distributed; (c) allow us to inspect your end user agreements and
records upon request; and, (d) enforce the terms of your end user
agreements so as to effect a timely cure of any end user breach, and
to notify us of any breach of the terms.

Export

You agree that U.S. export control laws and other applicable export
and import laws govern your use of the programs, including technical
data; additional information can be found on Oracle’s Global Trade
Compliance web site located at:
http://www.oracle.com/products/expo rt/ind ex.ht ml?co ntent. html
You agree that neither the programs nor any direct product thereof
will be exported, directly, or indirectly, in violation of these laws,
or will be used for any purpose prohibited by these laws including,
without limitation, nuclear, chemical, or biological weapons
proliferation.

Disclaimer of Warranty and Exclusive Remedies

THE PROGRAMSARE PROVIDED "AS IS" WITHOUTWARRANTYOF ANY KIND. WE
FURTHERDISCLAIM ALL WARRANTIES, EXPRESSAND IMPLIED, INCLUDING
WITHOUTLIMITATION, ANY IMPLIED WARRANTIESOF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSEOR NONINFRINGEMENT.

IN NO EVENT SHALL WE BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL,
PUNITIVE OR CONSEQUENTIALDAMAGES,OR DAMAGESFOR LOSS OF PROFITS,
REVENUE, DATA OR DATA USE, INCURREDBY YOU OR ANY THIRD PARTY, WHETHER
IN AN ACTION IN CONTRACTOR TORT, EVEN IF WE HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. OUR ENTIRE LIABILITY FOR DAMAGES
HEREUNDERSHALL IN NO EVENT EXCEEDONE THOUSANDDOLLARS(U.S. \$1,000).

No Technical Support

Our technical support organization will not provide technical support,
phone support, or updates to you for the programs licensed under this
agreement.

Restricted Rights

If you distribute a license to the United States government, the
programs, including documentation, shall be considered commercial
computer software and you will place a legend, in addition to
applicable copyright notices, on the documentation, and on the media
label, substantially similar to the following:

NOTICE OF RESTRICTED RIGHTS

"Programs delivered subject to the DOD FAR Supplement are ’commercial
computer software’ and use, duplication, and disclosure of the
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programs, including documentation, shall be subject to the licensing
restrictions set forth in the applicable Oracle license agreement.
Otherwise, programs delivered subject to the Federal Acquisition
Regulations are ’restricted computer software’ and use, duplication,
and disclosure of the programs, including documentation, shall be
subject to the restrictions in FAR 52.227-19, Commercial Computer
Software-Restricted Rights (June 1987). Oracle USA, Inc., 500 Oracle
Parkway, Redwood City, CA 94065."

End of Agreement

You may terminate this agreement by destroying all copies of the
programs. We have the right to terminate your right to use the
programs if you fail to comply with any of the terms of this
agreement, in which case you shall destroy all copies of the programs.

Relationship Between the Parties

The relationship between you and us is that of licensee/licensor.
Neither party will represent that it has any authority to assume or
create any obligation, express or implied, on behalf of the other
party, nor to represent the other party as agent, employee,
franchisee, or in any other capacity. Nothing in this agreement shall
be construed to limit either party’s right to independently develop or
distribute software that is functionally similar to the other party’s
products, so long as proprietary information of the other party is not
included in such software.

Open Source

"Open Source" software - software available without charge for use,
modification and distribution - is often licensed under terms that
require the user to make the user’s modifications to the Open Source
software or any software that the user ’combines’ with the Open Source
software freely available in source code form. If you use Open Source
software in conjunction with the programs, you must ensure that your
use does not: (i) create, or purport to create, obligations of us with
respect to the Oracle programs; or (ii) grant, or purport to grant, to
any third party any rights to or immunities under our intellectual
property or proprietary rights in the Oracle programs. For example,
you may not develop a software program using an Oracle program and an
Open Source program where such use results in a program file(s) that
contains code from both the Oracle program and the Open Source program
(including without limitation libraries) if the Open Source program is
licensed under a license that requires any "modifications" be made
freely available. You also may not combine the Oracle program with
programs licensed under the GNU General Public License ("GPL") in any
manner that could cause, or could be interpreted or asserted to cause,
the Oracle program or any modifications thereto to become subject to
the terms of the GPL.

Entire Agreement
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You agree that this agreement is the complete agreement for the
programs and licenses, and this agreement supersedes all prior or
contemporaneous agreements or representations. If any term of this
agreement is found to be invalid or unenforceable, the remaining
provisions will remain effective.

Last updated: 03/09/05

A.9.2 JTDS JDBC dri ver

Walkingexternaldatabaseswith theDBWalkermodulemayusetheJTDSdriver, for SQLServer(R)and
Sybase(R)databases.Thisdriver is governedby theGNU LesserGPL;seep. 234.

A.9.3 PostgreSQLJDBC dri ver

Walkingexternaldatabaseswith theDBWalkermodulemayusethePostgreSQLdriver. Thelicenseis
reproducedbelow:

Copyright (c) 1997-2005, PostgreSQL Global Development Group
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the
distribution.

3. Neither the name of the PostgreSQL Global Development Group nor the
names of its contributors may be used to endorse or promote
products derived from this software without specific prior written
permission.

THIS SOFTWAREIS PROVIDED BY THE COPYRIGHTHOLDERSAND CONTRIBUTORS
"AS IS" AND ANY EXPRESSOR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNEROR CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIALDAMAGES(INCLUDING, BUT NOT
LIMITED TO, PROCUREMENTOF SUBSTITUTE GOODSOR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY
THEORYOF LIABILITY, WHETHERIN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCEOR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE
OF THIS SOFTWARE,EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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A.9.4 MySQL JDBC dri ver

Walkingexternaldatabaseswith theDBWalkermodulemayusetheMySQL driver, governedby theGNU
GPL;seep. 227.

A.10 ppt2html, msg2html

ppt2html andmsg2html maybeusedby Thunderstone’s anytotx documentfilter to convert
Microsoft(R)PowerPointand.msg files. Sourceis availableat:

ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ ppt2 htm l. c
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ msg2htm l. c
ftp://ftp.thund er st one.c om/p ub/e pi- gpl/ msfi lt. ta r. gz

or by contactingThunderstonetechsupportandrequestingaCD containingthesource.SendingaCD will
requirepaymentof shippingandhandlingchargesby therequestor. ppt2html andmsg2html are
governedby thetermsof theGNU GPL,which is reproducedonp. 227.

A.11 SSL/HTTPSplugin

Thisproductincludessoftwaredevelopedby theOpenSSLProjectfor usein theOpenSSLToolkit
(http://www.open ssl .o rg / ). Copyright c

�
1998-2002TheOpenSSLProject.All rightsreserved.

Thisproductincludescryptographicsoftwarewrittenby Eric Young(eay@cryptsoft.co m). Copyright
c
�

1995-1998Eric Young.All rightsreserved.

The OpenSSL toolkit stays under a dual license, i.e. both the
conditions of the OpenSSL License and the original SSLeay license
apply to the toolkit. See below for the actual license
texts. Actually both licenses are BSD-style Open Source licenses. In
case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License
---------------

Copyright (c) 1998-2002 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
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notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWAREIS PROVIDED BY THE OpenSSL PROJECT‘‘AS IS’’ AND ANY
EXPRESSEDOR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECTOR
ITS CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIALDAMAGES(INCLUDING, BUT
NOT LIMITED TO, PROCUREMENTOF SUBSTITUTE GOODSOR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY, WHETHERIN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCEOR OTHERWISE)
ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

----------------------------------- ------ ----- ----- ------ ----- ----- ----

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

Original SSLeay License
-----------------------

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.
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This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in
the code are not to be removed. If this package is used in a product,
Eric Young should be given attribution as the author of the parts of
the library used. This can be in the form of a textual message at
program startup or in documentation (online or textual) provided with
the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the copyright

notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright

notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:
"This product includes cryptographic software written by

Eric Young (eay@cryptsoft.com)"
The word ’cryptographic’ can be left out if the rouines from the
library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof)
from the apps directory (application code) you must include an
acknowledgement: "This product includes software written by
Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWAREIS PROVIDED BY ERIC YOUNG‘‘AS IS’’ AND ANY EXPRESSOR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSEARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOROR CONTRIBUTORSBE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIALDAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENTOF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY,
WHETHERIN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available
version or derivative of this code cannot be changed. i.e. this code
cannot simply be copied and put under another distribution licence
[including the GNU Public Licence.]



216 APPENDIXA. THIRD-PARTY SOFTWARE

A.12� unrar

TheThunderstonefile converterplugin (anytotx ) mayutilize AlexanderL. Roshal’s unrar utility to
unpackRAR archive files (*.rar ). Theunrar utility is governedby theunRARlicensereproduced
below:

****** ***** ****** unRAR - free utility for RAR archives
** ** ** ** ** ** ˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜˜
****** ******* ****** License for use and distribution of
** ** ** ** ** ** ˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜
** ** ** ** ** ** FREE portable version

˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜˜ ˜˜˜˜

The source code of unRAR utility is freeware. This means:

1. All copyrights to RAR and the utility unRAR are exclusively
owned by the author - Alexander Roshal.

2. The unRAR sources may be used in any software to handle RAR
archives without limitations free of charge, but cannot be used
to re-create the RAR compression algorithm, which is proprietary.
Distribution of modified unRAR sources in separate form or as a
part of other software is permitted, provided that it is clearly
stated in the documentation and source comments that the code may
not be used to develop a RAR (WinRAR) compatible archiver.

3. The unRAR utility may be freely distributed. No person or company
may charge a fee for the distribution of unRAR without written
permission from the copyright holder.

4. THE RAR ARCHIVER AND THE UNRARUTILITY ARE DISTRIBUTED "AS IS".
NO WARRANTYOF ANY KIND IS EXPRESSEDOR IMPLIED. YOU USE AT
YOUROWNRISK. THE AUTHORWILL NOT BE LIABLE FOR DATA LOSS,
DAMAGES,LOSS OF PROFITS OR ANY OTHERKIND OF LOSS WHILE USING
OR MISUSING THIS SOFTWARE.

5. Installing and using the unRAR utility signifies acceptance of
these terms and conditions of the license.

6. If you don’t agree with terms of the license you must remove
unRAR files from your storage devices and cease to use the
utility.

Thank you for your interest in RAR and unRAR.

Alexander L. Roshal
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A.13 unzip

TheThunderstonefile converterplugin (anytotx ) mayutilize Info-ZIP’s unziputility to unpackZIP
archive files (*.zip ). Theunzip softwareis governedby theInfo-ZIP licensereproducedbelow:

This is version 2002-Feb-16 of the Info-ZIP copyright and license.
The definitive version of this document should be available at
ftp://ftp.info-zip.org/pub/infozip/ licens e.htm l indefinitely.

Copyright (c) 1990-2002 Info-ZIP. All rights reserved.

For the purposes of this copyright and license, "Info-ZIP" is defined as
the following set of individuals:

Mark Adler, John Bush, Karl Davis, Harald Denker, Jean-Michel Dubois,
Jean-loup Gailly, Hunter Goatley, Ian Gorman, Chris Herborth, Dirk
Haase, Greg Hartwig, Robert Heath, Jonathan Hudson, Paul Kienitz,
David Kirschbaum, Johnny Lee, Onno van der Linden, Igor Mandrichenko,
Steve P. Miller, Sergio Monesi, Keith Owens, George Petrov, Greg
Roelofs, Kai Uwe Rommel, Steve Salisbury, Dave Smith, Christian
Spieler, Antoine Verheijen, Paul von Behren, Rich Wales, Mike White

This software is provided "as is," without warranty of any kind,
express or implied. In no event shall Info-ZIP or its contributors be
held liable for any direct, indirect, incidental, special or
consequential damages arising out of the use of or inability to use
this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to the following restrictions:

1. Redistributions of source code must retain the above copyright notice,
definition, disclaimer, and this list of conditions.

2. Redistributions in binary form (compiled executables) must reproduce
the above copyright notice, definition, disclaimer, and this list
of conditions in documentation and/or other materials provided with
the distribution. The sole exception to this condition is
redistribution of a standard UnZipSFX binary as part of a
self-extracting archive; that is permitted without inclusion of
this license, as long as the normal UnZipSFX banner has not been
removed from the binary or disabled.

3. Altered versions--including, but not limited to, ports to new
operating systems, existing ports with new graphical interfaces,
and dynamic, shared, or static library versions--must be plainly
marked as such and must not be misrepresented as being the original
source. Such altered versions also must not be misrepresented as
being Info-ZIP releases--including, but not limited to, labeling of
the altered versions with the names "Info-ZIP" (or any variation
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thereof, including, but not limited to, different capitalizations),
"Pocket UnZip," "WiZ" or "MacZip" without the explicit permission
of Info-ZIP. Such altered versions are further prohibited from
misrepresentative use of the Zip-Bugs or Info-ZIP e-mail addresses
or of the Info-ZIP URL(s).

4. Info-ZIP retains the right to use the names "Info-ZIP," "Zip,"
"UnZip," "UnZipSFX," "WiZ," "Pocket UnZip," "Pocket Zip," and
"MacZip" for its own source and binary releases.

A.14 zlib

TheSearchApplianceutilizesthezlib compressionlibrary, with thefollowing license:

Copyright (C) 1995-2003 Jean-loup Gailly and Mark Adler.

This software is provided ’as-is’, without any express or implied
warranty. In no event will the authors be held liable for any
damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not
be misrepresented as being the original software.

3. This notice may not be removed or altered from any source
distribution.

Jean-loup Gailly Mark Adler
jloup@gzip.org madler@alumni.caltech.edu

The zlib library data format is described by RFCs (Request for Comments)
1950 to 1952 in the files http://www.ietf.org/rfc/rfc1950.txt (zlib
format), rfc1951.txt (deflate format) and rfc1952.txt (gzip format).

A.15 SpiderMonkey (JavaScript-C) Engine

The libtxjs.* library (ThunderstoneJavaScriptplugin)containsandutilizestheSpiderMonkey engine,
aswell asadditionalfunctionality.

Thetxjs.tar file containscontext diffs (patches)to theMozilla Project’s SpiderMonkey (JavaScript-C)
engine,version1.5-rc4.Completedocumentationandsourcecodeto theSpiderMonkey Engineis available
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athttp://www.mozil la .o rg /j s/s pi dermonkey / .

Thepatchesin txjs.tar werecreatedby ThunderstoneSoftwareLLC andapplyto thecore
SpiderMonkey engine.They areprovidedfor compliancewith theNetscapePublicLicense,whichgoverns
usageof theSpiderMonkey engine.A copy of theNetscapePublicLicenseis onp. 253.Notethatthe
libtxjs.* library alsocontainsother(Thunderstone)code.

A.16 PDF/anytotx plugin

Portionsof thisproductCopyright 1996-2000Glyph& Cog,LLC.

A.17 thttpd - thr ottling HTTP server

TheSearchAppliance’s vhttpd webserver is derivedin partfrom thttpd , Copyright c
�

1995by Jef
Poskanzer¡jef@acme.com¿.All rightsreserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright

notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWAREIS PROVIDED BY THE AUTHORAND CONTRIBUTORS‘‘AS IS’’ AND
ANY EXPRESSOR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOROR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIALDAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENTOF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY,
WHETHERIN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

A.18 RedHat Linux

Someversionsof TheSearchApplianceusetheRedHatLinux operatingsystem,version7.3,which is
licensedundertheGNU PublicLicense,p. 227.Seealso
http://www.redh at .c om/li censes /t hir dpar ty /e ula .h tml for moreinformation.
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A.19� CentOSLinux

Someversionsof TheSearchApplianceusetheCentOSLinux operatingsystem,version5, which is
licensedundertheGNU PublicLicense,p. 227.Seealso
http://www.redh at .c om/li censes /t hir dpar ty /e ula .h tml for moreinformation.

A.20 Webmin

TheSearchApplianceusestheWebminweb-basedsystemadministrationsystemfor maintainingand
configuringtheoperatingsystem.Copyright c

�
JamieCameronAll rightsreserved.Completesourceis

availableat: http://www.webm in .c om/ . Thelicenseis reproducedbelow:

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright

notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the developer nor the names of contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWAREIS PROVIDED BY THE DEVELOPER‘‘AS IS’’ AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSEARE
DISCLAIMED. IN NO EVENT SHALL THE DEVELOPEROR CONTRIBUTORSBE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIALDAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENTOF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY,
WHETHERIN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

A.21 Java

TheSearchApplianceusestheJava 2 run-timeenvironmentdevelopedby SunMicrosystems,Inc. to index
third-partydatabasesusingJDBCdrivers.Thisproductincludescodelicensedfrom RSASecurity, Inc.
Someportionslicensedfrom IBM areavailableathttp://oss.soft ware .i bm.com/ic u4j/ as
well. Thelicenseagreementis reproducedbelow:

Sun Microsystems, Inc. Binary Code License Agreement
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READ THE TERMS OF THIS AGREEMENT AND ANY PROVIDED
SUPPLEMENTAL LICENSE TERMS (COLLECTIVELY "AGREEMENT")
CAREFULLY BEFORE OPENING THE SOFTWARE MEDIA PACKAGE. BY
OPENING THE SOFTWARE MEDIA PACKAGE, YOU AGREETO THE TERMS
OF THIS AGREEMENT. IF YOU ARE ACCESSING THE SOFTWARE
ELECTRONICALLY, INDICATE YOUR ACCEPTANCEOF THESE TERMSBY
SELECTING THE "ACCEPT" BUTTONAT THE END OF THIS AGREEMENT.
IF YOU DO NOT AGREETO ALL THESE TERMS, PROMPTLY RETURNTHE
UNUSED SOFTWARETO YOURPLACE OF PURCHASE FOR A REFUNDOR,
IF THE SOFTWARE IS ACCESSED ELECTRONICALLY, SELECT THE
"DECLINE" BUTTONAT THE END OF THIS AGREEMENT.

1. LICENSE TO USE. Sun grants you a non-exclusive and non-
transferable license for the internal use only of the
accompanying software and documentation and any error
corrections provided by Sun (collectively "Software"), by
the number of users and the class of computer hardware for
which the corresponding fee has been paid.

2. RESTRICTIONS. Software is confidential and copyrighted.
Title to Software and all associated intellectual property
rights is retained by Sun and/or its licensors. Except as
specifically authorized in any Supplemental License Terms,
you may not make copies of Software, other than a single
copy of Software for archival purposes. Unless enforcement
is prohibited by applicable law, you may not modify,
decompile, or reverse engineer Software. Licensee
acknowledges that Licensed Software is not designed or
intended for use in the design, construction, operation or
maintenance of any nuclear facility. Sun Microsystems, Inc.
disclaims any express or implied warranty of fitness for
such uses. No right, title or interest in or to any
trademark, service mark, logo or trade name of Sun or its
licensors is granted under this Agreement.

3. LIMITED WARRANTY. Sun warrants to you that for a period
of ninety (90) days from the date of purchase, as evidenced
by a copy of the receipt, the media on which Software is
furnished (if any) will be free of defects in materials and
workmanship under normal use. Except for the foregoing,
Software is provided "AS IS". Your exclusive remedy and
Sun’s entire liability under this limited warranty will be
at Sun’s option to replace Software media or refund the fee
paid for Software.

4. DISCLAIMER OF WARRANTY. UNLESS SPECIFIED IN THIS
AGREEMENT, ALL EXPRESS OR IMPLIED CONDITIONS,
REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSEOR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID.
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5. LIMITATION OF LIABILITY. TO THE EXTENT NOT PROHIBITED
BY LAW, IN NO EVENT WILL SUN OR ITS LICENSORS BE LIABLE FOR
ANY LOST REVENUE, PROFIT OR DATA, OR FOR SPECIAL, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSEDREGARDLESSOF THE THEORYOF LIABILITY, ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE SOFTWARE, EVEN
IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
In no event will Sun’s liability to you, whether in
contract, tort (including negligence), or otherwise, exceed
the amount paid by you for Software under this Agreement.
The foregoing limitations will apply even if the above
stated warranty fails of its essential purpose.

6. Termination. This Agreement is effective until
terminated. You may terminate this Agreement at any time by
destroying all copies of Software. This Agreement will
terminate immediately without notice from Sun if you fail to
comply with any provision of this Agreement. Upon
Termination, you must destroy all copies of Software.

7. Export Regulations. All Software and technical data
delivered under this Agreement are subject to US export
control laws and may be subject to export or import
regulations in other countries. You agree to comply
strictly with all such laws and regulations and acknowledge
that you have the responsibility to obtain such licenses to
export, re-export, or import as may be required after
delivery to you.

8. U.S. Government Restricted Rights. If Software is
being acquired by or on behalf of the U.S. Government or by
a U.S. Government prime contractor or subcontractor (at any
tier), then the Government’s rights in Software and
accompanying documentation will be only as set forth in this
Agreement; this is in accordance with 48 CFR 227.7201
through 227.7202-4 (for Department of Defense (DOD)
acquisitions) and with 48 CFR 2.101 and 12.212 (for non-DOD
acquisitions).

9. Governing Law. Any action related to this Agreement
will be governed by California law and controlling U.S.
federal law. No choice of law rules of any jurisdiction
will apply.

10. Severability. If any provision of this Agreement is
held to be unenforceable, this Agreement will remain in
effect with the provision omitted, unless omission would
frustrate the intent of the parties, in which case this
Agreement will immediately terminate.

11. Integration. This Agreement is the entire agreement
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between you and Sun relating to its subject matter. It
supersedes all prior or contemporaneous oral or written
communications, proposals, representations and warranties
and prevails over any conflicting or additional terms of any
quote, order, acknowledgment, or other communication between
the parties relating to its subject matter during the term
of this Agreement. No modification of this Agreement will
be binding, unless in writing and signed by an authorized
representative of each party.

JAVATM 2 RUNTIME ENVIRONMENT (J2RE), STANDARD EDITION,
VERSION 1.4.1_X SUPPLEMENTALLICENSE TERMS

These supplemental license terms ("Supplemental Terms") add
to or modify the terms of the Binary Code License Agreement
(collectively, the "Agreement"). Capitalized terms not
defined in these Supplemental Terms shall have the same
meanings ascribed to them in the Agreement. These
Supplemental Terms shall supersede any inconsistent or
conflicting terms in the Agreement, or in any license
contained within the Software.

1. Software Internal Use and Development License Grant.
Subject to the terms and conditions of this Agreement,
including, but not limited to Section 4 (Java Technology
Restrictions) of these Supplemental Terms, Sun grants you a
non-exclusive, non- transferable, limited license to
reproduce internally and use internally the binary form of
the Software complete and unmodified for the sole purpose of
designing, developing and testing your Java applets and
applications intended to run on the Java platform
("Programs").

2. License to Distribute Software. Subject to the terms
and conditions of this Agreement, including, but not limited
to Section 4 (Java Technology Restrictions) of these
Supplemental Terms, Sun grants you a non-exclusive,
non-transferable, limited license to reproduce and
distribute the Software, provided that (i) you distribute
the Software complete and unmodified (unless otherwise
specified in the applicable READMEfile) and only bundled as
part of, and for the sole purpose of running, your Programs,
(ii) the Programs add significant and primary functionality
to the Software, (iii) you do not distribute additional
software intended to replace any component(s) of the
Software (unless otherwise specified in the applicable
README file), (iv) you do not remove or alter any
proprietary legends or notices contained in the Software,
(v) you only distribute the Software subject to a license
agreement that protects Sun’s interests consistent with the
terms contained in this Agreement, and (vi) you agree to
defend and indemnify Sun and its licensors from and against
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any damages, costs, liabilities, settlement amounts and/or
expenses (including attorneys’ fees) incurred in connection
with any claim, lawsuit or action by any third party that
arises or results from the use or distribution of any and
all Programs and/or Software. (vi) include the following
statement as part of product documentation (whether hard
copy or electronic), as a part of a copyright page or
proprietary rights notice page, in an "About" box or in any
other form reasonably designed to make the statement visible
to users of the Software: "This product includes code
licensed from RSA Security, Inc.", and (vii) include the
statement, "Some portions licensed from IBM are available at
http://oss.software.ibm.com/icu4j/ ".

3. License to Distribute Redistributables. Subject to the
terms and conditions of this Agreement, including but not
limited to Section 4 (Java Technology Restrictions) of these
Supplemental Terms, Sun grants you a non-exclusive,
non-transferable, limited license to reproduce and
distribute those files specifically identified as
redistributable in the Software "README" file
("Redistributables") provided that: (i) you distribute the
Redistributables complete and unmodified (unless otherwise
specified in the applicable READMEfile), and only bundled
as part of Programs, (ii) you do not distribute additional
software intended to supersede any component(s) of the
Redistributables (unless otherwise specified in the
applicable README file), (iii) you do not remove or alter
any proprietary legends or notices contained in or on the
Redistributables, (iv) you only distribute the
Redistributables pursuant to a license agreement that
protects Sun’s interests consistent with the terms contained
in the Agreement, (v) you agree to defend and indemnify Sun
and its licensors from and against any damages, costs,
liabilities, settlement amounts and/or expenses (including
attorneys’ fees) incurred in connection with any claim,
lawsuit or action by any third party that arises or results
from the use or distribution of any and all Programs and/or
Software, (vi) include the following statement as part of
product documentation (whether hard copy or electronic), as
a part of a copyright page or proprietary rights notice
page, in an "About" box or in any other form reasonably
designed to make the statement visible to users of the
Software: "This product includes code licensed from RSA
Security, Inc.", and (vii) include the statement, "Some
portions licensed from IBM are available at
http://oss.software.ibm.com/icu4j/ ".

4. Java Technology Restrictions. You may not modify the
Java Platform Interface ("JPI", identified as classes
contained within the "java" package or any subpackages of
the "java" package), by creating additional classes within
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the JPI or otherwise causing the addition to or modification
of the classes in the JPI. In the event that you create an
additional class and associated API(s) which (i) extends the
functionality of the Java platform, and (ii) is exposed to
third party software developers for the purpose of
developing additional software which invokes such additional
API, you must promptly publish broadly an accurate
specification for such API for free use by all developers.
You may not create, or authorize your licensees to create,
additional classes, interfaces, or subpackages that are in
any way identified as "java", "javax", "sun" or similar
convention as specified by Sun in any naming convention
designation.

5. Notice of Automatic Software Updates from Sun. You
acknowledge that the Software may automatically download,
install, and execute applets, applications, software
extensions, and updated versions of the Software from Sun
("Software Updates"), which may require you to accept
updated terms and conditions for installation. If
additional terms and conditions are not presented on
installation, the Software Updates will be considered part
of the Software and subject to the terms and conditions of
the Agreement.

6. Notice of Automatic Downloads. You acknowledge that, by
your use of the Software and/or by requesting services that
require use of the Software, the Software may automatically
download, install, and execute software applications from
sources other than Sun ("Other Software"). Sun makes no
representations of a relationship of any kind to licensors
of Other Software. TO THE EXTENT NOT PROHIBITED BY LAW, IN
NO EVENT WILL SUN OR ITS LICENSORS BE LIABLE FOR ANY LOST
REVENUE, PROFIT OR DATA, OR FOR SPECIAL, INDIRECT,
CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER
CAUSEDREGARDLESSOF THE THEORYOF LIABILITY, ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE OTHERSOFTWARE,
EVEN IF SUN HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

7. Trademarks and Logos. You acknowledge and agree as
between you and Sun that Sun owns the SUN, SOLARIS, JAVA,
JINI, FORTE, and iPLANET trademarks and all SUN, SOLARIS,
JAVA, JINI, FORTE, and iPLANET-related trademarks, service
marks, logos and other brand designations ("Sun Marks"), and
you agree to comply with the Sun Trademark and Logo Usage
Requirements currently located at:
http://www.sun.com/policies/tradema rks
Any use you make of the Sun Marks inures to Sun’s benefit.

8. Source Code. Software may contain source code that is
provided solely for reference purposes pursuant to the terms
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of this Agreement. Source code may not be redistributed
unless expressly provided for in this Agreement.

9. Termination for Infringement. Either party may
terminate this Agreement immediately should any Software
become, or in either party’s opinion be likely to become,
the subject of a claim of infringement of any intellectual
property right.

For inquiries please contact: Sun Microsystems, Inc., 4150
Network Circle, Santa Clara, California 95054, U.S.A.
(LFI#120080/Form ID#011801)

A.22 OpenSSLRPM

TheSearchApplianceusesaPerlmodulethatcontainsOpenSSL.Copyright c
�

1996-2002Sampo
Kellomakisampo@symlabs.c om All RightsReserved.Seep. 213for moreinformation.

A.23 RAID utilities

TheSearchAppliancemayuseRAID utilities developedby theAdaptecCorporation.Theseareusedby
Thunderstonefor systemmaintenancein thisproduct.Usageis governedby thelicensebelow:

Copyright (c) 1996-2004, Adaptec Corporation
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

- Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

- Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

- Neither the name of the Adaptec Corporation nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWAREIS PROVIDED BY THE COPYRIGHTHOLDERSAND CONTRIBUTORS
"AS IS" AND ANY EXPRESSOR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSEARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
OWNEROR CONTRIBUTORSBE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIALDAMAGES(INCLUDING, BUT NOT
LIMITED TO, PROCUREMENTOF SUBSTITUTE GOODSOR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVERCAUSEDAND ON ANY
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THEORYOF LIABILITY, WHETHERIN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCEOR OTHERWISE) ARISING IN ANY WAYOUT OF THE USE
OF THIS SOFTWARE,EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

A.24 LCDpoc

TheSearchAppliancemayuseLCDprocCopyright (C) 1998-2006William W. Ferrell,ScottScrivenand
many othercontributorswhich is licensedundertheGNU PublicLicense,p. 227.This is usedby
Thunderstonefor driving thefront panelLCD onappliancessoequipped.

A.25 GNU GeneralPublic License

Somethird-partysoftwarepackagesshippedwith theSearchAppliancearegovernedby theGNU General
PublicLicense,reproducedbelow. SeetheThird-PartySoftwaresection,p. 205,for a list of applicable
packages.

GNU GENERALPUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
675 Mass Ave, Cambridge, MA 02139, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.
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For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERALPUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
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and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
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Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such
an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
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the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
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be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and
"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Program does not specify a
version number of this License, you may choose any version ever
published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSETHE PROGRAMIS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTYFOR THE PROGRAM,TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHENOTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR
OTHERPARTIES PROVIDE THE PROGRAM"AS IS" WITHOUTWARRANTYOF ANY
KIND, EITHER EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCEOF THE
PROGRAMIS WITH YOU. SHOULDTHE PROGRAMPROVEDEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARYSERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIREDBY APPLICABLE LAW OR AGREEDTO IN
WRITING WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAMAS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES,INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIALDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDEREDINACCURATEOR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE PROGRAMTO OPERATEWITH ANY OTHERPROGRAMS),EVEN IF
SUCH HOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMSAND CONDITIONS

Appendix: How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these
terms.

To do so, attach the following notices to the program. It is safest



A.25. GNU GENERALPUBLIC LICENSE 233

to attach them to the start of each source file to most effectively
convey the exclusion of warranty; and each file should have at least
the "copyright" line and a pointer to where the full notice is found.

<one line to give the program’s name and a brief idea of what it does.>
Copyright (C) 19yy <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUTANY WARRANTY;without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) 19yy name of author
Gnomovision comes with ABSOLUTELYNO WARRANTY;for details type
‘show w’.
This is free software, and you are welcome to redistribute it
under certain conditions; type ‘show c’ for details.

The hypothetical commands ‘show w’ and ‘show c’ should show the
appropriate parts of the General Public License. Of course, the
commands you use may be called something other than ‘show w’ and ‘show
c’; they could even be mouse-clicks or menu items--whatever suits your
program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the
program ‘Gnomovision’ (which makes passes at compilers) written by
James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program
into proprietary programs. If your program is a subroutine library,
you may consider it more useful to permit linking proprietary
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applications with the library. If this is what you want to do, use
the GNU Library General Public License instead of this License.

A.26 GNU LesserGeneralPublic License

Somethird-partysoftwarepackagesdistributedwith theSearchAppliancearegovernedby theGNU Lesser
GeneralPublicLicense,reproducedbelow. SeetheThird-Party Softwaresection,p. 205,for a list of
applicablepackages.

GNU LESSER GENERALPUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some
specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use,
not price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pieces of
it in new free programs; and that you are informed that you can do
these things.

To protect your rights, we need to make restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
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you. You must make sure that they, too, receive or can get the source
code. If you link other code with the library, you must provide
complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the
library, and (2) we offer you this license, which gives you legal
permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original
author’s reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of
any free program. We wish to make sure that a company cannot
effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that
any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License. This license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different from the ordinary General Public License. We use
this license for certain libraries in order to permit linking those
libraries into non-free programs.

When a program is linked with a library, whether statically or using
a shared library, the combination of the two is legally speaking a
combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire combination fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with
the library.

We call this license the "Lesser" General Public License because it
does Less to protect the user’s freedom than the ordinary General
Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages
are the reason we use the ordinary General Public License for many
libraries. However, the Lesser license provides advantages in certain
special circumstances.

For example, on rare occasions, there may be a special need to
encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent case is that a free
library does the same job as widely used non-free libraries. In this
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case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free
programs enables a greater number of people to use a large body of
free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU
operating system, as well as its variant, the GNU/Linux operating
system.

Although the Lesser General Public License is Less protective of the
users’ freedom, it does ensure that the user of a program that is
linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, whereas the latter must
be combined with the library in order to run.

GNU LESSER GENERALPUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other
program which contains a notice placed by the copyright holder or
other authorized party saying it may be distributed under the terms of
this Lesser General Public License (also called "this License").
Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
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on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library’s
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of
its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
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entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.
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Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer’s own use and reverse
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (1) uses at run time a
copy of the library already present on the user’s computer system,
rather than copying library functions into the executable, and (2)
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will operate properly with a modified version of the library, if
the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

c) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the materials to be distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.

It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,



A.26. GNU LESSERGENERALPUBLIC LICENSE 241

or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties with
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply,
and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
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certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and
"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSETHE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTYFOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHENOTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR
OTHERPARTIES PROVIDE THE LIBRARY "AS IS" WITHOUTWARRANTYOF ANY
KIND, EITHER EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCEOF THE
LIBRARY IS WITH YOU. SHOULDTHE LIBRARY PROVEDEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARYSERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIREDBY APPLICABLE LAW OR AGREEDTO IN
WRITING WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES,INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIALDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDEREDINACCURATEOR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATEWITH ANY OTHERSOFTWARE), EVEN IF
SUCH HOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.
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END OF TERMSAND CONDITIONS

How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library’s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUTANY WARRANTY;without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc.,
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library
‘Frob’ (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That’s all there is to it!
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A.27� GNU Library GeneralPublic License

Somethird-partysoftwarepackagesdistributedwith theSearchAppliancearegovernedby theGNU
Library GeneralPublicLicense,reproducedbelow. SeetheThird-Party Softwaresection,p. 205,for a list
of applicablepackages.

GNU LIBRARY GENERALPUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the library GPL. It is
numbered 2 because it goes with version 2 of the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
Licenses are intended to guarantee your freedom to share and change
free software--to make sure the software is free for all its users.

This license, the Library General Public License, applies to some
specially designated Free Software Foundation software, and to any
other libraries whose authors decide to use it. You can use it for
your libraries, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if
you distribute copies of the library, or if you modify it.

For example, if you distribute copies of the library, whether gratis
or for a fee, you must give the recipients all the rights that we gave
you. You must make sure that they, too, receive or can get the source
code. If you link a program with the library, you must provide
complete object files to the recipients so that they can relink them
with the library, after making changes to the library and recompiling
it. And you must show them these terms so they know their rights.

Our method of protecting your rights has two steps: (1) copyright
the library, and (2) offer you this license which gives you legal
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permission to copy, distribute and/or modify the library.

Also, for each distributor’s protection, we want to make certain
that everyone understands that there is no warranty for this free
library. If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original
version, so that any problems introduced by others will not reflect on
the original authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that companies distributing free
software will individually obtain patent licenses, thus in effect
transforming the program into proprietary software. To prevent this,
we have made it clear that any patent must be licensed for everyone’s
free use or not licensed at all.

Most GNU software, including some libraries, is covered by the
ordinary GNU General Public License, which was designed for utility
programs. This license, the GNU Library General Public License,
applies to certain designated libraries. This license is quite
different from the ordinary one; be sure to read it in full, and don’t
assume that anything in it is the same as in the ordinary license.

The reason we have a separate public license for some libraries is
that they blur the distinction we usually make between modifying or
adding to a program and simply using it. Linking a program with a
library, without changing the library, is in some sense simply using
the library, and is analogous to running a utility program or
application program. However, in a textual and legal sense, the
linked executable is a combined work, a derivative of the original
library, and the ordinary General Public License treats it as such.

Because of this blurred distinction, using the ordinary General
Public License for libraries did not effectively promote software
sharing, because most developers did not use the libraries. We
concluded that weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the
users of those programs of all benefit from the free status of the
libraries themselves. This Library General Public License is intended
to permit developers of non-free programs to use free libraries, while
preserving your freedom as a user of such programs to change the free
libraries that are incorporated in them. (We have not seen how to
achieve this as regards changes in header files, but we have achieved
it as regards changes in the actual functions of the Library.) The
hope is that this will lead to faster development of free libraries.

The precise terms and conditions for copying, distribution and
modification follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived from the library, while the latter only
works together with the library.
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Note that it is possible for a library to be covered by the ordinary
General Public License rather than by this special one.

GNU LIBRARY GENERALPUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which
contains a notice placed by the copyright holder or other authorized
party saying it may be distributed under the terms of this Library
General Public License (also called "this License"). Each licensee is
addressed as "you".

A "library" means a collection of software functions and/or data
prepared so as to be conveniently linked with application programs
(which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work
which has been distributed under these terms. A "work based on the
Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a
portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for
making modifications to it. For a library, complete source code means
all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation
and installation of the library.

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library’s
complete source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Library.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee.

2. You may modify your copy or copies of the Library or any portion
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of it, thus forming a work based on the Library, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices
stating that you changed the files and the date of any change.

c) You must cause the whole of the work to be licensed at no
charge to all third parties under the terms of this License.

d) If a facility in the modified Library refers to a function or a
table of data to be supplied by an application program that uses
the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that,
in the event an application does not supply such function or
table, the facility still operates, and performs whatever part of
its purpose remains meaningful.

(For example, a function in a library to compute square roots has
a purpose that is entirely well-defined independent of the
application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must
be optional: if the application does not supply it, the square
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Library,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Library.

In addition, mere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public
License instead of this License to a given copy of the Library. To do
this, you must alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2,
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instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to all
subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of
the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you accompany
it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange.

If distribution of object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the
source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not
compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the
Library, but is designed to work with the Library by being compiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License.
Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data
structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative
work. (Executables containing this object code plus portions of the
Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may
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distribute the object code for the work under the terms of Section 6.
Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also compile or
link a "work that uses the Library" with the Library to produce a
work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit
modification of the work for the customer’s own use and reverse
engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the
copyright notice for the Library among them, as well as a reference
directing the user to the copy of this License. Also, you must do one
of these things:

a) Accompany the work with the complete corresponding
machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked
with the Library, with the complete machine-readable "work that
uses the Library", as object code and/or source code, so that the
user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood
that the user who changes the contents of definitions files in the
Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Accompany the work with a written offer, valid for at
least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more
than the cost of performing this distribution.

c) If distribution of the work is made by offering access to copy
from a designated place, offer equivalent access to copy the above
specified materials from the same place.

d) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required form of the "work that uses the
Library" must include any data and utility programs needed for
reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally
distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies
the executable.
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It may happen that this requirement contradicts the license
restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you
distribute.

7. You may place library facilities that are a work based on the
Library side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherwise
permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work
based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact
that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your
rights under this License. However, parties who have received copies,
or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the
Library), the recipient automatically receives a license from the
original licensor to copy, distribute, link with or modify the Library
subject to these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
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distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any
particular circumstance, the balance of the section is intended to apply,
and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new
versions of the Library General Public License from time to time.
Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library
specifies a version number of this License which applies to it and
"any later version", you have the option of following the terms and
conditions either of that version or of any later version published by
the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by
the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free
programs whose distribution conditions are incompatible with these,
write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our
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decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSETHE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTYFOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHENOTHERWISESTATED IN WRITING THE COPYRIGHTHOLDERSAND/OR
OTHERPARTIES PROVIDE THE LIBRARY "AS IS" WITHOUTWARRANTYOF ANY
KIND, EITHER EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIESOF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCEOF THE
LIBRARY IS WITH YOU. SHOULDTHE LIBRARY PROVEDEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARYSERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIREDBY APPLICABLE LAW OR AGREEDTO IN
WRITING WILL ANY COPYRIGHTHOLDER, OR ANY OTHERPARTY WHOMAY MODIFY
AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES,INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIALDAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE
LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDEREDINACCURATEOR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A
FAILURE OF THE LIBRARY TO OPERATEWITH ANY OTHERSOFTWARE), EVEN IF
SUCH HOLDEROR OTHERPARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMSAND CONDITIONS

Appendix: How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possible use to the public, we recommend making it free software that
everyone can redistribute and change. You can do so by permitting
redistribution under these terms (or, alternatively, under the terms
of the ordinary General Public License).

To apply these terms, attach the following notices to the library.
It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library’s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Library General Public
License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
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but WITHOUTANY WARRANTY;without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Library General Public License for more details.

You should have received a copy of the GNU Library General Public
License along with this library; if not, write to the Free
Software Foundation, Inc., 59 Temple Place - Suite 330, Boston,
MA 02111-1307, USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the library, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library
‘Frob’ (a library for tweaking knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That’s all there is to it!

A.28 NetscapePublic License

Somethird-partysoftwarepackagesdistributedwith theSearchAppliancearegovernedby theNetscape
PublicLicense,reproducedbelow. SeetheThird-PartySoftwaresection,p. 205,for a list of applicable
packages.

NetscapePublicLicenseversion1.1

AMENDMENTS The NetscapePublic LicenseVersion1.1(”NPL ”) consistsof the Mozilla Public
LicenseVersion1.1with the following Amendments,including Exhibit A-NetscapePublic License.
Files identified with ”Exhibit A-NetscapePublic License” are governed by the NetscapePublic
LicenseVersion1.1.

Additional Termsapplicable to the NetscapePublic License.

I. Effect.

Theseadditionaltermsdescribedin this NetscapePublicLicense– Amendmentsshallapplyto theMozilla
Communicatorclientcodeandto all CoveredCodeunderthisLicense.

II. ”Netscape’s Branded Code” meansCoveredCodethatNetscapedistributesand/orpermitsothersto
distributeunderoneor moretrademark(s)whicharecontrolledby Netscapebut whicharenot licensedfor
useunderthisLicense.

III. Netscapeand logo. ThisLicensedoesnotgrantany rightsto usethetrademarks”Netscape”,the
”NetscapeN andhorizon” logoor the”Netscapelighthouse”logo,”Netcenter”,”Gecko”, ”Java” or
”JavaScript”,”SmartBrowsing” evenif suchmarksareincludedin theOriginalCodeor Modifications.
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IV. Inability
�

to Comply Due to Contractual Obligation. Prior to licensingtheOriginalCodeunderthis
License,Netscapehaslicensedthird partycodefor usein Netscape’s BrandedCode.To theextentthat
Netscapeis limited contractuallyfrom makingsuchthird partycodeavailableunderthisLicense,Netscape
maychooseto reintegratesuchcodeinto CoveredCodewithoutbeingrequiredto distributesuchcodein
SourceCodeform, evenif suchcodewouldotherwisebeconsidered”Modifications” underthisLicense.

V. Useof Modifications and Covered Codeby Initial Developer.

V.1. In General. Theobligationsof Section3 applyto Netscape,exceptto theextentspecifiedin this
Amendment,SectionV.2 andV.3.

V.2. Other Products.NetscapemayincludeCoveredCodein productsotherthantheNetscape’s Branded
Codewhicharereleasedby Netscapeduringthetwo (2) yearsfollowing thereleasedateof theOriginal
Code,withoutsuchadditionalproductsbecomingsubjectto thetermsof this License,andmaylicensesuch
additionalproductsondifferenttermsfrom thosecontainedin thisLicense.

V.3. Alternative Licensing. NetscapemaylicensetheSourceCodeof Netscape’s BrandedCode,including
Modificationsincorporatedtherein,withoutsuchNetscapeBrandedCodebecomingsubjectto thetermsof
thisLicense,andmaylicensesuchNetscapeBrandedCodeondifferenttermsfrom thosecontainedin this
License.

VI. Litigation. Notwithstandingthelimitationsof Section11above, theprovisionsregardinglitigation in
Section11(a),(b) and(c) of theLicenseshallapplyto all disputesrelatingto thisLicense.

EXHIBIT A-NetscapePublic License.

”The contentsof thisfile aresubjectto theNetscapePublicLicenseVersion1.1(the”License”);youmay
notusethisfile exceptin compliancewith theLicense.Youmayobtainacopy of theLicenseat
http://www.mozilla.org/NPL/ SoftwaredistributedundertheLicenseis distributedonan”AS IS” basis,
WITHOUT WARRANTY OFANY KIND, eitherexpressor implied. SeetheLicensefor thespecific
languagegoverningrightsandlimitationsundertheLicense.

TheOriginalCodeis Mozilla Communicatorclientcode,releasedMarch31,1998.

TheInitial Developerof theOriginalCodeis NetscapeCommunicationsCorporation.Portionscreatedby
NetscapeareCopyright (C) 1998-1999NetscapeCommunicationsCorporation.All RightsReserved.
Contributor(s):————————————–.

Alternatively, thecontentsof thisfile maybeusedunderthetermsof the—– license(the”[—] License”),in
whichcasetheprovisionsof [——] Licenseareapplicableinsteadof thoseabove. If youwish to allow use
of yourversionof thisfile only underthetermsof the[—-] Licenseandnot to allow othersto useyour
versionof this file undertheNPL, indicateyourdecisionby deletingtheprovisionsabove andreplacethem
with thenoticeandotherprovisionsrequiredby the[—] License.If youdonotdeletetheprovisionsabove,
a recipientmayuseyourversionof thisfile undereithertheNPL or the[—] License.”

MOZILLA PUBLIC LICENSE

Version1.1

1. Definitions.

1.0.1.”Commercial Use” meansdistribution or otherwisemakingtheCoveredCodeavailableto a third
party.
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1.1. ”Contrib utor” meanseachentity thatcreatesor contributesto thecreationof Modifications.

1.2. ”Contrib utor Version” meansthecombinationof theOriginalCode,prior Modificationsusedby a
Contributor, andtheModifications

madeby thatparticularContributor.

1.3. ”Covered Code” meanstheOriginalCodeor Modificationsor thecombinationof theOriginalCode
andModifications,in eachcaseincludingportionsthereof.

1.4. ”Electr onic Distribution Mechanism” meansamechanismgenerallyacceptedin thesoftware
developmentcommunityfor theelectronictransferof data.

1.5. ”Executable” meansCoveredCodein any form otherthanSourceCode.

1.6. ”Initial Developer” meanstheindividualor entity identifiedastheInitial Developerin theSource
Codenoticerequiredby Exhibit

A.

1.7. ”Lar ger Work” meansawork whichcombinesCoveredCodeor portionsthereofwith codenot
governedby thetermsof thisLicense.

1.8. ”License” meansthisdocument.

1.8.1.”Licensable” meanshaving theright to grant,to themaximumextentpossible,whetherat thetimeof
theinitial grantor subsequentlyacquired,any andall of therightsconveyedherein.

1.9. ”Modifications” meansany additionto or deletionfrom thesubstanceor structureof eithertheOriginal
Codeor any previousModifications.WhenCoveredCodeis releasedasaseriesof files,aModificationis:

A. Any additionto or deletionfrom thecontentsof afile containingOriginalCodeor previous
Modifications.

B. Any new file thatcontainsany partof theOriginalCodeor previousModifications.

1.10.”Original Code” meansSourceCodeof computersoftwarecodewhich is describedin theSource
Codenoticerequiredby Exhibit A asOriginalCode,andwhich,at thetimeof its releaseunderthisLicense
is notalreadyCoveredCodegovernedby thisLicense.

1.10.1.”Patent Claims” meansany patentclaim(s),now ownedor hereafteracquired,includingwithout
limitation, method,process,andapparatusclaims,in any patentLicensableby grantor.

1.11.”SourceCode” meansthepreferredform of theCoveredCodefor makingmodificationsto it,
includingall modulesit contains,plusany associatedinterfacedefinitionfiles,scriptsusedto control
compilationandinstallationof anExecutable,or sourcecodedifferentialcomparisonsagainsteitherthe
OriginalCodeor anotherwell known, availableCoveredCodeof theContributor’s choice.TheSource
Codecanbein acompressedor archival form, providedtheappropriatedecompressionor de-archiving
softwareis widely availablefor nocharge.

1.12.”You” (or ”Your”) meansanindividualor a legalentityexercisingrightsunder, andcomplyingwith
all of thetermsof, thisLicenseor a futureversionof thisLicenseissuedunderSection6.1.For legal
entities,”You” includesany entitywhichcontrols,is controlledby, or is undercommoncontrolwith You.
For purposesof thisdefinition,”control” means(a) thepower, director indirect,to causethedirectionor
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managementof suchentity, whetherby contractor otherwise,or (b) ownershipof morethanfifty percent
(50beneficialownershipof suchentity.

2. SourceCodeLicense.

2.1. The Initial DeveloperGrant.

TheInitial DeveloperherebygrantsYouaworld-wide,royalty-free,non-exclusive license,subjectto third
partyintellectualpropertyclaims:

(a) underintellectualpropertyrights(otherthanpatentor trademark)Licensableby Initial Developerto use,
reproduce,modify, display, perform,sublicenseanddistributetheOriginalCode(or portionsthereof)with
or withoutModifications,and/oraspartof aLargerWork; and

(b) underPatentsClaimsinfringedby themaking,usingor sellingof OriginalCode,to make,have made,
use,practice,sell,andoffer for sale,and/orotherwisedisposeof theOriginalCode(or portionsthereof).

(c) thelicensesgrantedin thisSection2.1(a)and(b) areeffective on thedateInitial Developerfirst
distributesOriginalCodeunderthetermsof thisLicense.

(d) NotwithstandingSection2.1(b)above,nopatentlicenseis granted:1) for codethatYoudeletefrom the
OriginalCode;2) separatefrom theOriginalCode;or 3) for infringementscausedby: i) themodificationof
theOriginalCodeor ii) thecombinationof theOriginalCodewith othersoftwareor devices.

2.2. Contributor Grant.

Subjectto third partyintellectualpropertyclaims,eachContributor herebygrantsYouaworld-wide,
royalty-free,non-exclusive license

(a) underintellectualpropertyrights(otherthanpatentor trademark)Licensableby Contributor, to use,
reproduce,modify, display, perform,sublicenseanddistributetheModificationscreatedby such
Contributor (or portionsthereof)eitheronanunmodifiedbasis,with otherModifications,asCoveredCode
and/oraspartof aLargerWork; and

(b) underPatentClaimsinfringedby themaking,using,or sellingof Modificationsmadeby that
Contributor eitheraloneand/orin combinationwith its Contributor Version(or portionsof such
combination),to make,use,sell,offer for sale,have made,and/orotherwisedisposeof: 1) Modifications
madeby thatContributor (or portionsthereof);and2) thecombinationof Modificationsmadeby that
Contributor with its Contributor Version(or portionsof suchcombination).

(c) thelicensesgrantedin Sections2.2(a)and2.2(b)areeffective on thedateContributor first makes
CommercialUseof theCoveredCode.

(d) NotwithstandingSection2.2(b)above,nopatentlicenseis granted:1) for any codethatContributor has
deletedfrom theContributor Version;2) separatefrom theContributor Version;3) for infringementscaused
by: i) third partymodificationsof Contributor Versionor ii) thecombinationof Modificationsmadeby that
Contributor with othersoftware(exceptaspartof theContributor Version)or otherdevices;or 4) under
PatentClaimsinfringedby CoveredCodein theabsenceof Modificationsmadeby thatContributor.

3. Distribution Obligations.

3.1. Application of License.

TheModificationswhichYoucreateor to whichYoucontributearegovernedby thetermsof thisLicense,



A.28. NETSCAPEPUBLIC LICENSE 257

includingwithout limitation Section2.2. TheSourceCodeversionof CoveredCodemaybedistributed
only underthetermsof thisLicenseor a futureversionof this LicensereleasedunderSection6.1, andYou
mustincludeacopy of thisLicensewith everycopy of theSourceCodeYoudistribute.Youmaynotoffer
or imposeany termsonany SourceCodeversionthataltersor restrictstheapplicableversionof this
Licenseor therecipients’rightshereunder. However, Youmayincludeanadditionaldocumentoffering the
additionalrightsdescribedin Section3.5.

3.2. Availability of SourceCode.

Any ModificationwhichYoucreateor to whichYoucontributemustbemadeavailablein SourceCode
form underthetermsof thisLicenseeitheron thesamemediaasanExecutableversionor via anaccepted
ElectronicDistribution Mechanismto anyoneto whomyou madeanExecutableversionavailable;andif
madeavailablevia ElectronicDistribution Mechanism,mustremainavailablefor at leasttwelve (12)
monthsafterthedateit initially becameavailable,or at leastsix (6) monthsafterasubsequentversionof
thatparticularModificationhasbeenmadeavailableto suchrecipients.Youareresponsiblefor ensuring
thattheSourceCodeversionremainsavailableevenif theElectronicDistribution Mechanismis maintained
by a third party.

3.3. Description of Modifications.

Youmustcauseall CoveredCodeto whichYoucontributeto containafile documentingthechangesYou
madeto createthatCoveredCodeandthedateof any change.Youmustincludeaprominentstatementthat
theModificationis derived,directlyor indirectly, from OriginalCodeprovidedby theInitial Developerand
includingthenameof theInitial Developerin (a) theSourceCode,and(b) in any noticein anExecutable
versionor relateddocumentationin whichYoudescribetheorigin or ownershipof theCoveredCode.

3.4. Intellectual Property Matters

(a) Third Party Claims.

If Contributor hasknowledgethata licenseundera third party’s intellectualpropertyrightsis requiredto
exercisetherightsgrantedby suchContributor underSections2.1or 2.2,Contributor mustincludea text
file with theSourceCodedistribution titled ”LEGAL” whichdescribestheclaimandthepartymakingthe
claim in sufficientdetailthata recipientwill know whomto contact.If Contributor obtainssuchknowledge
aftertheModificationis madeavailableasdescribedin Section3.2,Contributor shallpromptlymodify the
LEGAL file in all copiesContributor makesavailablethereafterandshalltake othersteps(suchasnotifying
appropriatemailing lists or newsgroups)reasonablycalculatedto inform thosewhoreceivedtheCovered
Codethatnew knowledgehasbeenobtained.

(b) Contributor APIs.

If Contributor’s ModificationsincludeanapplicationprogramminginterfaceandContributor hasknowledge
of patentlicenseswhicharereasonablynecessaryto implementthatAPI, Contributor mustalsoincludethis
informationin theLEGAL file.

(c) Representations.

Contributor representsthat,exceptasdisclosedpursuantto Section3.4(a)above,Contributor believesthat
Contributor’s ModificationsareContributor’s original creation(s)and/orContributor hassufficient rightsto
granttherightsconveyedby thisLicense.

3.5. RequiredNotices.
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Youmustduplicatethenoticein Exhibit A in eachfile of theSourceCode.If it is notpossibleto putsuch
noticein aparticularSourceCodefile dueto its structure,thenYoumustincludesuchnoticein a location
(suchasa relevantdirectory)whereauserwouldbelikely to look for suchanotice.If Youcreatedoneor
moreModification(s)YoumayaddyournameasaContributor to thenoticedescribedin Exhibit A. You
mustalsoduplicatethisLicensein any documentationfor theSourceCodewhereYoudescriberecipients’
rightsor ownershiprightsrelatingto CoveredCode.Youmaychooseto offer, andto chargea feefor,
warranty, support,indemnityor liability obligationsto oneor morerecipientsof CoveredCode.However,
Youmaydosoonly onYourown behalf,andnotonbehalfof theInitial Developeror any Contributor. You
mustmake it absolutelyclearthanany suchwarranty, support,indemnityor liability obligationis offeredby
Youalone,andYouherebyagreeto indemnifytheInitial DeveloperandeveryContributor for any liability
incurredby theInitial Developeror suchContributor asa resultof warranty, support,indemnityor liability
termsYouoffer.

3.6. Distribution of ExecutableVersions.

YoumaydistributeCoveredCodein Executableform only if therequirementsof Section3.1-3.5have been
metfor thatCoveredCode,andif You includeanoticestatingthattheSourceCodeversionof theCovered
Codeis availableunderthetermsof thisLicense,includingadescriptionof how andwhereYouhave
fulfilled theobligationsof Section3.2. Thenoticemustbeconspicuouslyincludedin any noticein an
Executableversion,relateddocumentationor collateralin whichYoudescriberecipients’rightsrelatingto
theCoveredCode.YoumaydistributetheExecutableversionof CoveredCodeor ownershiprightsundera
licenseof Yourchoice,whichmaycontaintermsdifferentfrom thisLicense,providedthatYouarein
compliancewith thetermsof thisLicenseandthatthelicensefor theExecutableversiondoesnotattemptto
limit or altertherecipient’s rightsin theSourceCodeversionfrom therightssetforth in thisLicense.If You
distributetheExecutableversionunderadifferentlicenseYoumustmake it absolutelyclearthatany terms
whichdiffer from thisLicenseareofferedby Youalone,notby theInitial Developeror any Contributor.
Youherebyagreeto indemnifytheInitial DeveloperandeveryContributor for any liability incurredby the
Initial Developeror suchContributor asa resultof any suchtermsYouoffer.

3.7. Lar ger Works.

YoumaycreateaLargerWork by combiningCoveredCodewith othercodenotgovernedby thetermsof
thisLicenseanddistributetheLargerWork asasingleproduct.In sucha case,Youmustmake surethe
requirementsof thisLicensearefulfilled for theCoveredCode.

4. Inability to Comply Due to Statuteor Regulation.

If it is impossiblefor You to complywith any of thetermsof thisLicensewith respectto someor all of the
CoveredCodedueto statute,judicial order, or regulationthenYoumust:(a) complywith thetermsof this
Licenseto themaximumextentpossible;and(b) describethelimitationsandthecodethey affect. Such
descriptionmustbeincludedin theLEGAL file describedin Section3.4andmustbeincludedwith all
distributionsof theSourceCode.Exceptto theextentprohibitedby statuteor regulation,suchdescription
mustbesufficiently detailedfor a recipientof ordinaryskill to beableto understandit.

5. Application of this License.

ThisLicenseappliesto codeto which theInitial Developerhasattachedthenoticein Exhibit A andto
relatedCoveredCode.

6. Versionsof the License.
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6.1. NewVersions.

NetscapeCommunicationsCorporation(”Netscape”)maypublishrevisedand/ornew versionsof the
Licensefrom timeto time. Eachversionwill begivenadistinguishingversionnumber.

6.2. Effect of NewVersions.

OnceCoveredCodehasbeenpublishedundera particularversionof theLicense,Youmayalwayscontinue
to useit underthetermsof thatversion.Youmayalsochooseto usesuchCoveredCodeunderthetermsof
any subsequentversionof theLicensepublishedby Netscape.No oneotherthanNetscapehastheright to
modify thetermsapplicableto CoveredCodecreatedunderthisLicense.

6.3. Derivative Works.

If Youcreateor useamodifiedversionof thisLicense(whichyoumayonly do in orderto applyit to code
which is notalreadyCoveredCodegovernedby thisLicense),Youmust(a) renameYour licensesothatthe
phrases”Mozilla”, ”MOZILLAPL ”, ”MOZPL”, ”Netscape”,”MPL”, ”NPL” or any confusinglysimilar
phrasedonotappearin your license(exceptto notethatyour licensediffersfrom thisLicense)and(b)
otherwisemake it clearthatYourversionof thelicensecontainstermswhichdiffer from theMozilla Public
LicenseandNetscapePublicLicense.(Filling in thenameof theInitial Developer, OriginalCodeor
Contributor in thenoticedescribedin Exhibit A shallnotof themselvesbedeemedto bemodificationsof
thisLicense.)

7. DISCLAIMER OF WARRANTY .

COVEREDCODEIS PROVIDED UNDERTHIS LICENSEON AN ”AS IS” BASIS,WITHOUT
WARRANTY OFANY KIND, EITHEREXPRESSEDORIMPLIED, INCLUDING, WITHOUT
LIMITATION, WARRANTIESTHAT THE COVEREDCODEIS FREEOFDEFECTS,
MERCHANTABLE, FIT FORA PARTICULAR PURPOSEORNON-INFRINGING.THE ENTIRERISK
AS TO THE QUALITY AND PERFORMANCEOFTHE COVEREDCODEIS WITH YOU. SHOULD
ANY COVEREDCODEPROVE DEFECTIVEIN ANY RESPECT, YOU (NOT THE INITIAL
DEVELOPERORANY OTHERCONTRIBUTOR)ASSUMETHE COSTOFANY NECESSARY
SERVICING, REPAIR ORCORRECTION.THIS DISCLAIMER OFWARRANTY CONSTITUTESAN
ESSENTIALPART OFTHIS LICENSE.NO USEOFANY COVEREDCODEIS AUTHORIZED
HEREUNDEREXCEPTUNDERTHIS DISCLAIMER.

8. TERMIN ATION.

8.1. ThisLicenseandtherightsgrantedhereunderwill terminateautomaticallyif You fail to complywith
termshereinandfail to curesuchbreachwithin 30daysof becomingawareof thebreach.All sublicensesto
theCoveredCodewhichareproperlygrantedshallsurvive any terminationof thisLicense.Provisions
which,by their nature,mustremainin effect beyondtheterminationof thisLicenseshallsurvive.

8.2. If You initiate litigation by assertingapatentinfringementclaim(excludingdeclatoryjudgment
actions)againstInitial Developeror a Contributor (theInitial Developeror Contributor againstwhomYou
file suchactionis referredto as”Participant”)alleging that:

(a) suchParticipant’s Contributor Versiondirectlyor indirectly infringesany patent,thenany andall rights
grantedby suchParticipantto YouunderSections2.1and/or2.2of thisLicenseshall,upon60daysnotice
from Participantterminateprospectively, unlessif within 60daysafterreceiptof noticeYoueither:(i) agree
in writing to payParticipantamutuallyagreeablereasonableroyalty for Yourpastandfutureuseof
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Modifications� madeby suchParticipant,or (ii) withdraw Your litigation claimwith respectto the
Contributor VersionagainstsuchParticipant.If within 60daysof notice,a reasonableroyalty andpayment
arrangementarenotmutuallyagreeduponin writing by thepartiesor thelitigation claimis notwithdrawn,
therightsgrantedby Participantto YouunderSections2.1and/or2.2automaticallyterminateat the
expirationof the60daynoticeperiodspecifiedabove.

(b) any software,hardware,or device,otherthansuchParticipant’s Contributor Version,directlyor
indirectly infringesany patent,thenany rightsgrantedto Youby suchParticipantunderSections2.1(b)and
2.2(b)arerevokedeffective asof thedateYoufirst made,used,sold,distributed,or hadmade,Modifications
madeby thatParticipant.

8.3. If YouassertapatentinfringementclaimagainstParticipantalleging thatsuchParticipant’s Contributor
Versiondirectlyor indirectly infringesany patentwheresuchclaim is resolved(suchasby licenseor
settlement)prior to theinitiation of patentinfringementlitigation, thenthereasonablevalueof thelicenses
grantedby suchParticipantunderSections2.1or 2.2shallbetakeninto accountin determiningtheamount
or valueof any paymentor license.

8.4. In theeventof terminationunderSections8.1or 8.2above,all enduserlicenseagreements(excluding
distributorsandresellers)whichhave beenvalidly grantedby Youor any distributor hereunderprior to
terminationshallsurvive termination.

9. LIMIT ATION OF LIABILITY .

UNDERNO CIRCUMSTANCESAND UNDERNO LEGAL THEORY, WHETHERTORT
(INCLUDING NEGLIGENCE),CONTRACT, OROTHERWISE,SHALL YOU, THE INITIAL
DEVELOPER,ANY OTHERCONTRIBUTOR,ORANY DISTRIBUTOROFCOVEREDCODE,OR
ANY SUPPLIEROFANY OFSUCHPARTIES,BE LIABLE TO ANY PERSONFORANY INDIRECT,
SPECIAL,INCIDENTAL, ORCONSEQUENTIAL DAMAGESOFANY CHARACTERINCLUDING,
WITHOUT LIMITATION, DAMAGESFORLOSSOFGOODWILL, WORK STOPPAGE,COMPUTER
FAILURE ORMALFUNCTION, ORANY AND ALL OTHERCOMMERCIAL DAMAGESOR
LOSSES,EVEN IF SUCHPARTY SHALL HAVE BEENINFORMEDOFTHE POSSIBILITYOFSUCH
DAMAGES.THIS LIMITATION OFLIABILITY SHALL NOT APPLY TO LIABILITY FORDEATH
ORPERSONAL INJURY RESULTING FROM SUCHPARTY’S NEGLIGENCETO THE EXTENT
APPLICABLE LAW PROHIBITS SUCHLIMITATION. SOMEJURISDICTIONSDO NOT ALLOW
THE EXCLUSIONORLIMITATION OFINCIDENTAL ORCONSEQUENTIAL DAMAGES,SOTHIS
EXCLUSIONAND LIMITATION MAY NOT APPLY TO YOU.

10. U.S.GOVERNMENT END USERS.

TheCoveredCodeis a”commercialitem,” asthattermis definedin 48C.F.R.2.101(Oct. 1995),consisting
of ”commercialcomputersoftware” and”commercialcomputersoftwaredocumentation,” assuchtermsare
usedin 48C.F.R.12.212(Sept.1995).Consistentwith 48C.F.R.12.212and48C.F.R.227.7202-1through
227.7202-4(June1995),all U.S.GovernmentEndUsersacquireCoveredCodewith only thoserightsset
forth herein.

11. MISCELLANEOUS.

ThisLicenserepresentsthecompleteagreementconcerningsubjectmatterhereof.If any provision of this
Licenseis heldto beunenforceable,suchprovisionshallbereformedonly to theextentnecessaryto make it
enforceable.ThisLicenseshallbegovernedby Californialaw provisions(exceptto theextentapplicable
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law, if any, providesotherwise),excludingits conflict-of-law provisions.With respectto disputesin which
at leastonepartyis acitizenof, or anentitycharteredor registeredto dobusinessin theUnitedStatesof
America,any litigation relatingto thisLicenseshallbesubjectto thejurisdictionof theFederalCourtsof
theNorthernDistrict of California,with venuelying in SantaClaraCounty, California,with thelosingparty
responsiblefor costs,includingwithout limitation, courtcostsandreasonableattorneys’ feesandexpenses.
Theapplicationof theUnitedNationsConventiononContractsfor theInternationalSaleof Goodsis
expresslyexcluded.Any law or regulationwhichprovidesthatthelanguageof acontractshallbeconstrued
againstthedraftershallnotapplyto thisLicense.

12. RESPONSIBILITY FOR CLAIMS.

As betweenInitial DeveloperandtheContributors,eachpartyis responsiblefor claimsanddamages
arising,directlyor indirectly, outof its utilizationof rightsunderthisLicenseandYouagreeto work with
Initial DeveloperandContributorsto distributesuchresponsibilityonanequitablebasis.Nothinghereinis
intendedor shallbedeemedto constituteany admissionof liability.

13. MULTIPLE-LICENSED CODE.

Initial Developermaydesignateportionsof theCoveredCodeas”Multiple-Licensed”.”Multiple-Licensed”
meansthattheInitial Developerpermitsyou to utilize portionsof theCoveredCodeunderYourchoiceof
theNPL or thealternative licenses,if any, specifiedby theInitial Developerin thefile describedin Exhibit
A.

EXHIBIT A -Mozilla Public License.

“The contentsof thisfile aresubjectto theMozilla PublicLicenseVersion1.1(the”License”);youmaynot
usethisfile exceptin compliancewith theLicense.Youmayobtainacopy of theLicenseat
http://www.mozilla.org/MPL/ SoftwaredistributedundertheLicenseis distributedonan”AS IS” basis,
WITHOUT WARRANTY OFANY KIND, eitherexpressor implied. SeetheLicensefor thespecific
languagegoverningrightsandlimitationsundertheLicense.TheOriginalCodeis
————————————–. TheInitial Developerof theOriginalCodeis ————————. Portions
createdby ———————- areCopyright (C) —— ———————–. All RightsReserved.
Contributor(s):————————————–. Alternatively, thecontentsof thisfile maybeusedunder
thetermsof the—– license(the”[—] License”),in whichcasetheprovisionsof [——] Licenseare
applicableinsteadof thoseabove. If youwish to allow useof yourversionof thisfile only undertheterms
of the[—-] Licenseandnot to allow othersto useyourversionof thisfile undertheMPL, indicateyour
decisionby deletingtheprovisionsabove andreplacethemwith thenoticeandotherprovisionsrequiredby
the[—] License.If youdonotdeletetheprovisionsabove,a recipientmayuseyourversionof thisfile
undereithertheMPL or the[—] License.”

[NOTE: Thetext of thisExhibit A maydiffer slightly from thetext of thenoticesin theSourceCodefilesof
theOriginalCode.Youshouldusethetext of thisExhibit A ratherthanthetext foundin theOriginalCode
SourceCodefor YourModifications.]

A.29 UnixUtils

Windows versionsof TheSearchAppliancemayincludetheUnixUtils packageof Unix utilities ported
to Windows, for usein debugging,analyzingandreportingproblems,which includesthefollowing
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disclaimer:�

Disclaimer for UnixUtils

THIS SOFTWAREIS PROVIDED "AS IS" AND ANY EXPRESSEDOR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIESOF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSEARE
DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORSBE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENTOF SUBSTITUTE
GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVERCAUSEDAND ON ANY THEORYOF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCEOR
OTHERWISE) ARISING IN ANY WAYOUT OF THE USE OF THIS SOFTWARE,EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Karl M. Syring

A.30 PuTTY

Windows versionsof TheSearchAppliancemayincludethePuTTYSSHconnectivity tools,for usein
debugging,analyzingandreportingproblems,which includesthefollowing license:

PuTTY is copyright 1997-2011 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian
Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry,
Justin Bradford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus
Kuhn, Colin Watson, and CORESDI S.A.

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWAREIS PROVIDED "AS IS", WITHOUTWARRANTYOF ANY KIND,
EXPRESSOR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSEAND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHTHOLDERSBE LIABLE
FOR ANY CLAIM, DAMAGESOR OTHERLIABILITY, WHETHERIN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWAREOR THE USE OR OTHERDEALINGS IN THE SOFTWARE.


